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ABSTRACT 
 

In the EXISTING SYSTEM, the outmoded account/password-based authentication is a perplexing Task & not 

privacy-preserving. In the PROPOSED SYSTEM, Our protocol ropes fine-grained attribute-based access provides a 

great tractability for the system to set altered access dogmas according to different statuses. MODIFICATION 

PROCESS which is our enactment, this project is expected for a Banking domain. Every user registers and gets a 

User name & Password for substantiation . We install 4 admins for these complete control of data entrance. Every 

admin is provided with User ID, Password, Challenge Key and its analogous Contest retort Key, ABE key and 

Bluetooth ID.  Every admin is dispensed with firm access license & ABE key is dispensed. Servers engender a new 

key and divided with the available numbers of superintendents. This key is sent as Email alert to every 

superintendent. If any query requested by the user beyond the permitted privilege of the corresponding 

administrator then that admin will the go-ahead from rest of the overseers by attainment everyone’s Joint Threshold 

key and finally concatenated and substantiated by the server then contact permission is provided 

 

Keyword: - fine-grained,attribute-based, Joint Threshold key, superintendent. 

 

 
 

1.INTRODUCTION:  

 CLOUD COMPUTING is a virtual host computer system that empowers originalities to buy, lease, sell, or 

distribute software and other digital possessions over the internet as an on petition service. It no longer 

depends on a server or a number of machineries that physically exist, as it is a virtual system. There are 

many tenders of cloud computing, such as data sharing data storage  big data management medical 

information system  etc. End users entrance cloud-based applications through a web browser, cracked client 

or mobile application while the business software and user’s data are deposited on servers at a remote 

location. The assistances of web-based cloud computing services are giant, which include the ease of 

approachability, reduced costs and capital expenditures, increased operational efficacies, scalability, 

tractability and abrupt time to market. Though the new archetype of cloud computing provides great 

advantages, there are meanwhile also distresses about security and privacy exclusively for web-based cloud 

services. As penetrating data may be stored in the cloud for sharing purpose or appropriate access; and 

adequate users may also access the cloud system for various claims and services, user confirmation has 
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become a critical factor for any cloud system. A user is required to login before using the cloud services or 

editing the sensitive data stored in the cloud. There are two complications for the outmoded 

account/password based system. initially, the outmoded account/password-based authentication is not 

privacy-preserving. However, it is well agreed that privacy is an crucial feature that must be considered in 

cloud computing systems. Second, it is common to segment a computer among different people. It may be 

easy for hackers to install some spyware to cram the login password from the web-browser. A recently 

proposed access rheostat model called attribute-based access control is a good candidate to grab the first 

problem. It not only provides indefinite confirmation but also supplementary defines access control policies 

based on different attributes of the petitioner, environment, or the data object. 

     In an attribute-based access control system,1 each user has a user secret key bestowed by the authority. 

In training, the user secret key is stored inside the personal computer. When we consider the above revealed 

second problem on web-based services, it is common that computers may be shared by many users 

exclusively in some large enterprises or officialdoms. For example, let us contemplate the following two 

states: In a hospital, computers are shared by different staff. Dr. Alice uses the computer in chamber A 

when she is on obligation in the daytime, while Dr. Bob uses the same computer in the same chamber when 

he is on duty at night. In a university, computers in the UG lab are usually shared by diverse students. In 

these cases, user secret keys could be easily whipped or used by an unauthorized party. Even though the 

computer may be secured by a secret word, it can still be perchance guessed or stolen by unnoticed 

malwares. A more sheltered way is to use two-factor authentication (2FA). 2FA is very shared among web-

based e-banking services. In addition to a username/password, the user is also compulsory to have a device 

to display a one-time password. Some schemes may require the user to have a mobile phone while the one-

time password will be referred to the mobile through SMS during the login development. By using 2FA, 

users will have more poise to use shared computers to login for web-based e-banking services. For the 

same cause, it will be better to have a 2FA system for users in the web-based cloud services in order to 

increase the security level in the system. In this paper, we propose a fine-grained two-factor admission 

control protocol for web-based cloud computing services, using a lightweight security maneuver. With this 

device, our protocol provides a 2FA security. Initially he user secret key (which is usually stored inside the 

computer) is required. In addition, the security device should be also related to the computer (e.g. through 

USB) in order to authenticate the user for reading the cloud. The user can be approved access only if he has 

both items. Furthermore, the user cannot use his secret key with another device fitting to others for the 

access. Our protocol wires fine-grained attribute-based access which provides a great rigidity for the system 

to set different access policies according to different circumstances. At the same time, the privacy of the 

user is also conserved. The cloud system only knows that the user retains some required attribute, but not 

the real identity of the user. 

 

2. EXISTING SYSTEM: 

In the EXISTING SYSTEM, the customary account/password-based substantiation is not privacy-

preserving. Security is a challenging Task. 

 

  2.1 DISADVANTAGES: 

 Congestion occuring 

 Less security 

 Waiting time is increased 

 Less accuracy 

 Unreliable 

 Low data transmission rate 

 replicate request 

3. PROPOSED SYSTEM: 
In the PROPOSED SYSTEM, Our protocol supports fine-grained attribute-based entrance which provides a great 

suppleness for the system to set unalike access policies according to different circumstances. 

4. Relational database Module 
1. User privilege 

2. JTAM 
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3. Policy matching 

4. Preparation of session key 

5. Admin validation 

6. Bluetooth Id Validation 

 

4.1 User Privilege 

Manipulator privilege is nothing but the access substantiation of the database table. The main dispute in the 

administration of retort policies is how to guard a policy from spiteful adjustments made by a DBA that has 

authentic access rights to the policy object.   Some of the users have minimum precedence level they will access the 

database with convinced level. Some of the peoples have maximum precedence. They will also have constraint 

level. So we have to give proper approvals to the users. 

 

 

 

 

4.2 Preparation of Session key 

Take as an example, if the admin of a specific sector wants to revise the values in the table means it will emulate the 

other entire 7 table. So the inclusive head of the relational database manager provide the key for the perfect 

database. So no handler can individually access or revolution the database. One of the key assumptions is that we do 

not assume the DBMS to be in tenure of a secret key for validating the veracity of policies. If the DBMS had 

obsessed such key, it could simply create a HMAC (Hashed Message Authentication Code) of each policy using its 

secret key, and later use the same key to verify the integrity of the policy. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.3 Joint threshold administration model (JTAM) 

Joint administration model referred to as the JTAM. The threat consequence that we assume is that a DBA has all 

the honors in the DBMS, and thus it is able to implement arbitrary SQL insert, update, and delete commands to 

make malicious amendments to the policies. Such actions are imaginable even if the policies are deposited in the 

system directories.  
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4.4  Policy matching 

In this section, we present our algorithms for finding the set of policies matching an anomaly. The policies are 

deposited in the system catalog counters. The policy matching algorithm is invoked when the response engine 

receives an anomaly detection assessment. After appraising a build, the algorithm appointments all the policy to the 

appraised predicate. If the weigh up to true, the algorithm boosts the predicate-match-count of the related policy 

nodes by one. A strategy is corresponding when its predicate-match-count becomes alike to the number of predicates 

in the policy ailment. On the other hand, if the predicate evaluates to false, the algorithm marks the connected policy 

nodes as invalidated. 

 

 

 

 

 

 

 

 

 

4.5 Admin validation 

Over all control of all database maintained by an administrator, like DBA. One user wants to transformation the 

consistency of the database means, admin drafts the level of query, that will mollifies with the admin means he will 

allow the user with warning. Or else the control of the user will be deleted from the log. It will depend on the client 

request. 

 

 

 

 

 

 

 

4.6 Bluetooth MAC Validation 

In this method we valid the every administrator by using their user name ,password and Bluetooth MAC ,so that the 

four administrator has to give the username and password to submit query and also the query submit accepted my 

their system not from the outside of the company. For that we valid the personal computer of each administrator id is 

validated and the query is submitted 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 

 

 

5. MODIFICATION PROCESS 
MODIFICATION PROCESS which is our employment, this project is aimed for a Banking domain. Every 

handler registers and gets a User name & Password for substantiation. We arrange 4 admins for the overall control 
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of data contact. Every admin is delivered with User ID, Pwd, Challenge Key and its equivalent Challenge response 

Key, ABE key and Bluetooth ID.  Every admin is dispensed with certain access privilege & ABE key is assigned. 

Servers sspawn a new key and allocated with the available numbers of administrators. This key is sent as Email alert 

to every administrator. If any query bid by the user afar the legitimate privilege of the analogous administrator then 

that admin will the permission from rest of the administrators by getting everyone’s Joint Threshold key and to close 

concatenated and corroborated by the server then access acquiescence is provided 

5.1 ADVANTAGES: 

 Avoid Congestion  

 Less time consumption  

  Accuracy is improved 

 High security 

 reliable 

  data transmission rate is increased 

 Avoid replicate request 

 

 
6. CONCLUSIONS  
In this paper, we have accessible a new 2FA (including both user secret key and a lightweight security device) 

access rheostat system for web-based cloud computing services. Based on the attribute-based admittance control 

mechanism, the anticipated 2FA admittance control system has been branded to not only aid the cloud server to curb 

the entrance to those users with the same set of attributes but also realm user privacy. Meticulous security analysis 

shows that the projected 2FA entrance control system achieves the desired security chucks. Through routine 

estimate, we proven that the construction is “feasible”. We leave as future work to furtsher improve the efficiency 

while keeping all nice features of the system. 

 

5. REFERENCES  

[1] M. H. Au and A. Kapadia, “PERM: Practical reputation-based blacklisting without TTPS,” in Proc. ACM Conf. 

Comput. Commun. Secur. (CCS), Raleigh, NC, USA, Oct. 2012, pp. 929–940. 

 



Vol-3 Issue-2 2017    IJARIIE-ISSN(O)-2395-4396  

4232 www.ijariie.com 2327 

[2] M. H. Au, A. Kapadia, and W. Susilo, “BLACR: TTP-free blacklistable anonymous credentials with reputation,” 

in Proc. 19th NDSS, 2012, pp. 1–17. 

 

[3] M. H. Au, W. Susilo, and Y. Mu, “Constant-size dynamic k-TAA,” in Proc. 5th Int. Conf. SCN, 2006, pp. 111–

125. 

 

[4] J. Baek, Q. H. Vu, J. K. Liu, X. Huang, and Y. Xiang, “A secure cloud computing based framework for big data 

information management of smart grid,” IEEE Trans. Cloud Comput., vol. 3, no. 2, pp. 233–244, Apr./Jun. 2015. 

 

[5] M. Bellare and O. Goldreich, “On defining proofs of knowledge,” in Proc. 12th Annu. Int. CRYPTO, 1992, pp. 

390–420. 

 

[6] J. Bethencourt, A. Sahai, and B. Waters, “Ciphertext-policy attributebased encryption,” in Proc. IEEE Symp. 

Secur. Privacy, May 2007, pp. 321–334. 

 

 


