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ABSTRACT 

 
Phishing is an attempt by an individual or a group to steal personal confidential information such as passwords, 

credit card information etc from unsuspecting victims for identity theft, financial gain and other fraudulent 

activities. In this project we have proposed a new approach named as "A Novel Antiphishing framework based on 

visual cryptography" to solve the problem of phishing. Here an image based authentication using Visual 

Cryptography (VC) is used. The use of visual cryptography is explored to preserve the privacy of image captcha by 

decomposing the original image captcha into two shares that are stored in separate database servers such that the 

original image captcha can be revealed only when both(client,server) are simultaneously available; and the another 

phase is during the registration the user have to select any random images which will be useful for authentication of 

user when he tries to login. the individual sheet images do not reveal the identity of the original image captcha. 

Once the original image captcha is revealed to the user it can be used as the password. . 
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1. Introduction 

Phishing is an attempt by an individual or a group to get confidential information such as passwords and credit card 

information from unsuspecting victims for identity theft, financial gain and other fraudulent activities. Phishing is an 

act of attempting to acquire sensitive information of a person by masquerading as a trust worthy entity in electronic 

transaction. Phishing is typically carried out by e-mail spoofing or instant messaging. Phishing e-mails contain links 

to websites infected with malware. Phishing is generally carried out through e-mail spoofing and by mimicking the 

web ages of original websites which look exactly the original ones. Here, attacker sends a mail to the person whose 

details he wants to track. In the mail attacker hides his true identity and generally he sends a link which appears 

similar to the genuine website like bank website etc.., here, attacker adds some message to mislead the user. 

Innocent users think it is true and they login to the site providing their credentials and thus falling prey for Phishing 

attack. So here introduces a new and secure method which can be used to prevent phishing attacks which is named 

as "An Anti-phishing framework with interactive captcha validation scheme using visual cryptography". In this 

method, we provide a provision to the user to check whether the website he is willing to visit is a genuine website or 

a phishing website. So, by knowing these he can securely perform his further proceedings or transactions. Here, we 

used the concept of an improved visual cryptography. Visual Cryptography (VC) is used here to divide the image 

captcha into shares and in order to reveal the original image captcha appropriate number of shares should be 

combined. 

 

2. LITERATURE REVIEW 

 
Phishing attacks can be made online through a variety of means including URL, like fake web pages, Emails, and 

obfuscation of target web sites, VIRUS and so on. Many techniques came into existence to prevent phishing attacks. 
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One such method is automated challenge response method [2].Afterwards DNS-based approach came to combat 

antiphishing [3]. This technique makes use of blacklist, white list concepts. In [4] Spoof Guard was proposed to 

prevent phishing attacks. Later on CANTINA [5] came into existence which is detecting web sites based on content 

similarity. Page visual similarity techniques were used in [6], [7] for detecting phishing attacks. URL similarity 

assessment technique is used by Kang and Lee [8]. An authentication scheme known as Phish-Secure came into 

existence [9] which is basically a counter attack phishing.However, all these drawbacks have a common thread that 

blacklist-based solution has certain limitations; Heuristic based Anti-phishing has high probability of false positives; 

it is time consuming to use similarity based approaches. In [10] anti phishing is achieved by data-explorations which 

is a form of retrospection. In [11] a new approach is proposed which needs two types of passwords to access web 

applications. Later in [12] Modeling Intelligent Phishing Detection System was developed based on data of e-

banking. This is intelligent and used in banking domain. Visual content based anti-phishing technique came in [13] 

proposed by Zhang et al. It is based on the cues. Finally in [1] a visual cryptography based anti-phishing mechanism 

was proposed. It uses a graphical captcha that generates two shares. The shares are used as part of authentication. 

Only genuine users can provide these shares. 

 

3. PROPOSED METHODOLOGY 

 

In order to prevent phishing attacks, we are proposing a new methodology which is helpful to detect the phishing 

website. Our methodology helps the user to protect their password and other confidential and sensitive information 

from the phishing websites.  

In our proposed methodology, we are using here two phases for authentication of a genuine user and also prevent 

user from phishing attack. 

3.1. Registration Phase 

In Registration phase, user 1st visits the site manually. The web administrator provides a registration form to the 

user. User will fill all the required details. At the time of registration the user have to select random images, which 

will be useful for the user during the time of login .at the same time the user have to enter the captcha value. The 

captcha image will be divided into 2 parts. One part of image will be stored in server another part of image will be 

stored in client machine 
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Fig -1: Registration Phase 

 

3.2. Login Phase  

In Login Phase, First the user will access the website. The user will enter his login id and password ,after that the 

user have to select the images which he has chosen during the time of registration, and after that the user have to 

upload the captcha image. If both the phases matches then only the user can login into the website 

 

 

  
 

Fig -2: Login Phase 

 

 

 

4. IMPLEMENTATION 

The project is been implemented using Microsoft visual studio10, sql server12.The programming Languages used 

are c#, asp.net. The user 1
st
 visits the website, if the user is new user he registers first by entering his information. 
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All his information is stored on server database. During registration the user is allowed to enter the captcha, after 

entering the captcha the user is given his share of equivalent image captcha. So during time of login the users only 

need to enter his valid id and password and browse his image share that was provided to user during registration. If 

the user enters the correct id and password, and also if he presents the correct share of his image then he is 

authorized to access the site.    
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6. CONCLUSION 

 
Phishing attacks are well known attacks as they can obtain sensitive information from online users. Attackers use 

such information for monetary benefits. In this paper we implement a new anti-phishing methodology proposed in 

[1]. It is nothing but visual cryptography in which image captcha is used to prevent identity theft. When a new user 

is registered a captcha is associated with the user profile. The captcha image is converted into two shares which are 

to be kept secret. Only the original user can provide the shares. When both the shares are provided by the user, then 

only the authentication process gets completed. Thus the proposed system provides complete security to the web site 

from phishing attacks. We built a prototype web application that demonstrates the proof of concept. The empirical 

results reveal that the proposed anti-phishing scheme is effective and can be used in real time applications. 
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