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ABSTRACT
Hybrid Image watermarking scheme proposed based on Discrete Cosine Transform (DCT)-Discrete Wavelet
Transform (DWT)-Singular Value Decomposition (SVD). The cover image is reordered before DCT is applied. The
DCT coefficients of the reordered image are decomposed into sub bands using DWT. The singular values of the
middle sub bands are found and watermark is embedded. Simulation results shows that this method can survive
attacks like rotation, cropping, JPEG compression and noising attacks and also can be used for copyright
protection of multimedia objects.

Keyword:-Discrete Wavelet transforms , Singular Value Decomposition, Discrete cosinetransform.

1. INTRODUCTION

Digital Watermarking is a technique to embed an imperceptible data called “watermark” into multimedia objects so
as to discourage unauthorized copying or attesting the origin of the images. The invisible watermark is embedded in
such a way that the modification made to the pixel value is perceptually not noticed, and it can be recovered only
with an appropriate extraction mechanism. The embedding of the watermark into the cover image must be done in
such a way to achieve efficient tradeoffs among the three conflicting objectives of maximizing the strength of
watermark to be inserted, minimizing distortion between the cover image and watermarked image, and maximizing
the resilience to attacks. The effectiveness of a digital watermarking algorithm is indicated by the robustness of
watermarked signal against degradations. These degradations may result from processing and transmission or from
deliberate/intentional attacks. Deliberate attacks are performed to destroy thewatermark.

Watermarking can be categorized according to their processing domain, signal type of the watermark, and hiding
location. Watermark embedding is performed in either spatial domain or frequency domain. There are different
types of attacks: geometrical attacks, noising attack, de-noising attack, compression attack and image processing
attack. Geometrical attack causes synchronization errors during the extraction process of the watermark due to
which the quality of the extracted watermark is affected. Watermark has to be embedded in the invariant transform
domain to counteract the synchronization errors.

Commonly used metrics to evaluate image quality are peak- signal-to-noise ratio (PSNR), weighted PSNR
(WPSNR), and the Watson just noticeable difference (JND) , structural similarity index measure (SSIM). These
metrics can help in achieving the tradeoff between the desired quality and the strength of watermark to be
embedded.

More recently, different watermarking techniques and strategies have been proposed in order to solve a number of
problems ranging from the detection of content manipulations, to information hiding (steganography), to document
usage tracing. The watermarking scheme proposed in this paper is a non-blind watermarking scheme, since it
requires the original image to extract the watermark image, is for copyright protection.

This paper focuses on possible attacks against a image watermarking techniques, and work out an effective robust
method based on DCT-DWT-SVD that must satisfy the requirements of watermarking scheme. Watermark
insertion is done by reordering the cover image and then applying the transforms. The watermark is embedded in
the to the middle frequency bands of the DWT of an image. The proposed approach has the following advantages:

1) The extracted watermark is visually recognizable to claim one’s ownership;

2) The scheme has multi-resolution characteristics;

3) The embedded watermark is hard to detect by human visual perceptivity;
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4) The scheme is very robust against attacks. The transforms used are briefly described in section I1.

The proposed hybrid non-blind watermarking scheme is presented in the section Il1.

The simulation results are illustrated in section IV,
and the concluding remarks are drawn in section V.

n

2. BASICS OF TRANSFORMS USED FOR WATERMARKING

2.1Discrete Cosine transform(DCT)

DCT is used to linearly transform image to frequency domain.
The energy of the image is concentrated in only a few low
frequency components of DCT depending on the correlation in the data.

2.2Discrete Wavelet Transform(DWT)

DWT uses filters with different cutoff frequencies to analyze an image at different resolutions. The image is
passed through a number of high-pass filters, also known as wavelet functions, to analyze the high frequencies
and it is passed through a number of low-pass filters, also known as scaling functions, to analyze the low
frequencies. After filtering, half of the samples can be eliminated according to the Nyquist criteria. This
constitutes one level of decomposition. Thus, decomposition halves the time resolution (half the number of
samples) and doubles the frequency resolution (half the span
inthefrequencyband). Theaboveprocedure,alsoknownas the sub-band coding, is repeated for further
decomposition in order to make a multi-resolution analysis.

2.3 Singular Value decomposition(SVD)

Singular Value Decompoasition is an optimal method for matrix decompaosition. SVD is known for its stability,
proportion invariance and rotation invariance properties. SVD is a general linear algebra technique which is
used for packing the maximum signal energy into a few coefficients as possible.

The SVD theorem decomposes a digital image A of size Mx N, as:

Where U and V are of size MxM, and N xN respectively. S is a diagonal matrix containing the singular values.
In watermarking trial, SVD is applied to the image matrix; then watermark resides by altering singular values

(SVs).The properties of SVD. -
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Figl shows the flowchart of watermark embedding process.
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3.PROPOSED METHOD

The main steps in the proposed hybrid method for non- blind watermarking are summarized below.

3.1 Proposed MethodAlgorithm

3.1.1 Watermark Insertion

1. The cover image matrix is reordered in a zigzag manner.

3

Fig2 shows the zigzag reordering of the image matrix.

2. Apply Discrete Cosine transform (DCT) to the reordered cover imagematrix.
3. Apply one-level Haar DWT to the DCT coefficients of the reordered image into foursubbands.
4. Apply SVD to LH and HLsubbands.

Al=U*GHKT k=1,2

5. Watermark is divided into two partsW=W"+W?

whereWdenotes half of the watermark.

6. Change the singular values in HL and LH subbands with half of the watermark image and then apply SVD to
them, respectively

7. Obtain the two sets of modified DWT coefficients.

e, A*=USVKT
8.Perform the inverse DWT using two sets of modified DWT coefficients and two sets of non modified
DWTcoefficients.
9. Perform inverse DCT of the above obtained image matrix.
10. Obtain the watermarked image A,by reordering the image matrix in a zigzag manner.

3.1.2 WatermarkExtraction

1. The watermark image is recorded in a zigzag manner.

a,L'

Fig3 zigzag reordering of the image matrix.

2. Apply DCT to the reordered watermarked image and find the DCTcoefficients.
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3. Use one-level Haar DWT to decompose DCT coefficients into four subbands.

4. Apply SVD to the LH, HLsubbands

k=" ks kv KT

5. Compute B™=U y(S* )V " k=1,2

6. Extract each half of the watermark image from the LH and HLsubbands W™=(B™- S*)/a,k=1,2

7. Add the results in step 6 to obtain the watermark image.
W=W"+W™2,

D)
Fig4 Shows the cover images used Lena, peppers and Barbara of size 256 x 256.b) Shows the watermark image
used cameraman of size128x128.c) Shows the watermarked images.

Fig. 6.a)-c) Shows the extracted watermark after JPEG compression. d)-f) Shows the extracted watermark after
noising attack.

4. SIMULATION RESULTS

We have tested the proposed watermarking scheme on the popular gray scale test images Lena, Barbara, and
Peppers of size 256 x 256 as our cover image and cameraman 128 x 128 as the watermark image.

4.1 Imperceptibility Test

Imperceptibility property must be preserved by watermarking scheme. In order to compare the cover image and
watermarked image peak signal to noise ratio (PSNR) is used. The comparison of the PSNR values obtained by
implementing the proposed and DWT-SVD method is shown in the table.
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Cover image roposedmethod D\I\//Iv;hso\éD
Lena 51.5564 50.2894
Peppers 51.7925 50.4406
Barbara 51.7341 50.9311

Table 1. Comparison of Peak Signal to Noise Ratio

4.1 Robustness Test
The robustness against various attacks is test. The attacks are performed on the watermarked image and
watermark is extracted from this watermarked image using the extraction algorithm described in section I1ll.
Pearson’s correlation coefficient is used to compare the correlation between the original watermark image and
the extracted watermark images.

411 JPEGcompression:
This scheme can resist JPEG compression up to a quality factor of 30. Fig. 6(a) —(c) illustrates the simulation
results after JJEG compression.

Table 2. Pearson’s Correlation Coefficient Values of Watermark extracted from JPEG Compressed
Watermarked Image

mpression Proposed method D}\/A\qthso\é[)

factor Best | Average | Best | Average
10 0.9844 | 0.9661 0.9318 | 0.9083
20 0.9515| 0.9286 0.8799 | 0.8545
30 09192 0.8993 0.8487 | 0.8170

4.2.2NoisingAttack:
The Gaussian noise is added to the watermarked image. The Fig. 6(d)-(f) shows the watermarks detected.

Table 3. Pearson’s Correlation Coefficient Values of Watermark extracted from Gaussian .

DWT-SVD
Mean Value [Proposed method Method
08 0.9998 | 0.9994 09998 | 0.9995
P 0.9994 1 0.9968 |, 9957 | 0.9947
e 0.9992 1 0.9543 | 9786 | 0.9421

4.2.3Signal Processing

The watermark can be detected after the watermarked image suffered common signal processing. Fig. 7(a)-(c)
shows the simulation results for average filtering or blurring.

Table 3. Pearson’s Correlation Coefficient Values of Watermark extracted from Average Filtered Watermarked
Image.
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Proposed method DWT-SVD

Best | Average | Best | Average

Y, columns| 0.9920 | 0.9776
fromleft 0.8678 | 0.8316

v, rows from | 0.9886 | 0.9533
right 0.8440 | 0.8316

Y%  columns| 0.9156 | 0.8979
fromleft 0.8168 | 0.7846

5.CONCLUSION

A novel hybrid watermarking scheme based on DCT-DWT- SVD is proposed in this paper. In this method, the
watermark is embedded very deep into the cover image since three transform (DCT, DWT, SVD) are taken
before embedding the watermark which help in resilience the attacks. This method can be used for copyright
protection, tamper detection, fingerprinting, authentication and secure communication. The proposed scheme is
robust to JPEG compression, noise adding attacks, contrast adjustment attack, cropping attack, rotation attack
and other signal proceeding attacks. Better robustness is obtained at the expense of increased computation time.
Experimental results are presented to claim the robustness and correctness of the proposed
watermarkingprocess.
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