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ABSTRACT

Now days the amount of sharing images on the content sharing sites has increased, so maintaining the privacy has
become a major problem area. In sight of these incidents, the need to seek the tools to help users control the access
to their shared contents is apparent. Towards addressing this needs we proposed an Adaptive Privacy Policy
Prediction (A3P) system. This system will help user to compose the privacy settings for their images .Here a two
level framework is used, which according to the users available history on the site, determines the best available
privacy policy for the users image which are to be uploaded on the site. Our framework for image categories which
may be associated with similar policies. We examine the role of social context, image context and metadata as the
possible indicators of users privacy policy for the users image being uploaded. We also have tried to e fficiently
tackle the problem of unnecessary and useless comments. The comments on a particular photo can be blocked if it
contains any bad words or any such words which may harm the users social image on the social networking sites.
Our goal is to improve the set of privacy controls and defaults, but we are limited by the fact that there has been no
in-depth study of users privacy settings on sites like Facebook. While significant privacy violations and mismatched
user expectations are likely to exist, the extent to which such privacy violations occur has yet to be quantified.
Images are now one of the key enablers of users connectivity.

Keyword: - A3P (Adaptive Privacy Policy Prediction), CSS (Content Sharing Sites), OSN (Online Social
Network).

1. INTRODUCTION

The sharing of personal data has emerged as a popular activity over online social networking sites like
Facebook. As a result, the issue of online social network privacy has received significant attention in both the
research literature and the mainstream media. Our overarching goal is to improve defaults and provide better tools
for managing privacy, but we are limited by the fact that the full extent of the privacy problem remains unknown;
there is little quantization of the incidence of incorrect privacy settings or the difficulty users face when managing
their privacy. With the increasing volume of images users share through social sites, maintaining privacy has
become a major problem, as demonstrated by a recent wave of publicized incidents where users inadvertently shared
personal information. In light of these incidents, the need of tools to help users control access to their shared content
is apparent. Toward addressing this need, we propose an Adaptive Privacy Policy Prediction (A3P) system to help
users compose privacy settings for their images. We propose a two-level framework which according to the users
available history on the site, determines the best available privacy policy for the users images being uploaded. Our
solution relies on an image classification framework for image categories which may be associated with similar
policies, and on a policy prediction algorithm to automatically generate a policy for each newly uploaded image,
also according to user’s social features.

We focus on measuring the disparity between the desired and actual privacy settings, quantifying the
magnitude of the problem of managing privacy. We deploy a survey, implemented as a Facebook application, to 200
Facebook users recruited via Amazon Mechanical Turk. We and that 36 percent of content remains shared with the
default privacy settings. We also and that, overall, privacy settings match users expectations only 37 percent of the
time, and when incorrect, almost always expose content to more users than expected. Finally, we explore how our

5159 Www.ijariie.com 557



Vol-3 Issue-3 2017 IJARIIE-ISSN(O)-2395-4396

results have potential to assist users in selecting appropriate privacy settings by examining the user-created friend
lists. We and that these have significant correlation with the social network, suggesting that information from the
social network may be helpful in implementing new tools for managing privacy. The privacy policy of user
uploaded data can be provided based on the user social environment and personal characteristics.

Social context of users, such as their profile information and relationships with others may provide useful
information regarding users’ privacy preferences. The privacy policy of user uploaded image can be provided based
on the user uploaded image’s content and metadata. A hierarchical image classification which classifies images first
based on their contents and then refine each category into subcategories based on their metadata. Images that do not
have metadata will be grouped only by content. Such a hierarchical classification gives a higher priority to image
content and minimizes the influence of missing tags. Some users over CSS affects users privacy on their personal
contents, where some users keep on sending unwanted comments and messages by taking advantage of the users
inherent trust in their relationship network. By this privacy of the user data may be loss for this issue this paper
handles the most prevalent issues and threats targeting different CSS recently. This proposes a privacy policy
prediction and access restrictions along with blocking scheme for social sites using data mining techniques.

2. LITERATURE SURVEY

Social networking can be used to keep in touch with friends, make new contacts and find people with
similar interests and ideas. The relation between privacy and a person’s social network is-multi-faceted. There is a
need to develop more security mechanisms for different communication technologies, particularly online social
networks. Privacy is essential to the design of security mechanisms. Most social networks providers have offered
privacy settings to allow or deny others access to personal information details. In certain occasions we want
information about ourselves to be known only by a small circle of close friends, and not by strangers. In other
instances, we are willing to reveal personal information to anonymous strangers, but not to those who know us
better. Social network theorists have discussed the relevance of relations of different depth and strength in a person’s
social network and the importance of so-called weak ties in the flow of information across different nodes in a
network. Online social-networking services, which allow users to label other users as “friends”, thereby sharing with
them a wide variety of personal information ranging from favorite movies to resumes, have become incredibly
popular. Facebook, for example, has over 70 million active users. As social networks have grown in size, and as the
term “friend” has become all-encompassing, it has become increasingly difficult for users to control which friends
get to see what personal information. Despite the privacy controls available on such social-networking services,
many users neglect to control their privacy because it is difficult to set privacy policies. Also, a study shows that
college students rarely utilize the different privacy settings on Facebook and are often unaware of their own privacy
settings. A tag based access control of data is developed by Peter F. Klemperer. It is a system that creates access-
control policies from photo management tags.

3. PROPOSED SYSTEM

Most content sharing websites allow users to enter their privacy preferences. Unfortunately, recent studies
have shown that users struggle to set up and maintain such privacy settings. At the most basic level, an online social
network is an Internet community where individuals interact, often through profiles that (re)present their public
persona (and their networks of connections) to others. Although the concept of computer-based communities dates
back to the early days of computer networks, only after the advent of the commercial Internet did such communities
meet public success? Following the SixDegrees.com experience in 1997, hundreds of social networks spurred online
(see [4] for an extended discussion), sometimes growing very rapidly, thereby attracting the attention of both media
and academia. In particular, [5], [6], and [7] have taken the no graphic and sociological approaches to the study of
online self-representation; [8] have focused on the value of online social networks as recommender systems; [4]
have discussed information sharing and privacy on online social networks, using FB as a case study; [9] have
demonstrated how information revealed in social networks can be exploited for “social” phishing; [10] has studied
identity-sharing behavior in online social networks.

One of the main reasons provided is that given the amount of shared information this process can be
tedious and error-prone. Therefore, many have acknowledged the need of policy recommendation systems which
can assist users to easily and properly configure privacy settings. However, existing proposals for automating
privacy settings appear to be inadequate to address the unique privacy needs of images, due to the amount of
information implicitly carried within images, and their relationship with the online environment wherein they are
exposed. Ownership is an important issue in photos for online social networks, as many users upload photos of other
people. We questioned the social acceptance of modifying or deleting photos that perhaps seem to belong to other
people. Even before we asked direct questions about ownership, participants naturally brought it up regarding their
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general concerns and problems of photo sharing. In proposed System an Adaptive Privacy Policy Prediction (A3P)
system that helps users automate the privacy policy settings for their uploaded images. The A3P system provides a
comprehensive framework to infer privacy preferences based on the information available for a given user. We also
effectively tackled the issue of cold start, leveraging social context information. Our experimental study proves that
our A3P is a practical tool that offers significant improvements over current approaches to privacy. Most content
sharing websites allow users to enter their privacy preferences. Unfortunately, recent studies have shown that users
struggle to set up and maintain such privacy settings. One of the main reasons provided is that given the amount of
shared information this process can be tedious and error-prone. Therefore, many have acknowledged the need of
policy recommendation systems which can assist users too easily and properly configure privacy settings. However,
existing proposals for automating privacy settings appear to be inadequate to address the unique privacy needs of
images, due to the amount of information implicitly carried within images, and their relationship with the online
environment wherein they are exposed.

4. SYSTEM ARCHITECTURE

The proposed A3P system is.comprised of two main building blocks: A3PSocial and A3P-Core. The A3P-
core focuses on analyzing each individual users own images and metadata, while the A3P-Social offers a community
perspective of privacy setting recommendations for a user’s potential privacy improvement. We design the
interaction flows between the two building blocks to balance the benefits from meeting personal characteristics and
obtaining community advice.

A3P Architecture
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Fig-4.1: System Architecture

The A3P system consists of two main components: A3P-core and A3P-social. The overall data flow is the
following. When a user uploads an image, the image will be first sent to the A3P-core. The A3P-core classifies the
image and determines whether there is a need to invoke the A3P-social. In most cases, the A3P-core predicts
policies for the users directly based on their historical behavior. If one of the following two cases is verified true,
A3P-core will invoke A3Psocial: (i) The user does not have enough data for the type of the uploaded image to
conduct policy prediction; (ii) The A3P-core detects the recent major changes among the users community about
their privacy practices along with users increase of social networking activities (addition of new friends, new posts
on ones profile, etc.). The A3P-social groups users into social communities with similar social context and privacy
preferences, and continuously monitors the social groups. When the A3Psocial is invoked, it automatically identifies
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the social group for the user and sends back the information about the group to the A3P-core for policy prediction.
At the end, the predicted policy will be displayed to the user. If the user is fully satisfied by the predicted policy, he
or she can just accept it. Otherwise, the user can choose to revise the policy. The actual policy will be stored in the
policy repository of the system for the policy prediction of future uploads.

5. ALGORITHM
5.1 ALGORITHM FOR CREATE AN ACCOUNT FOR USER:

1. Start.

2. If already account created then sign in else go to next step.

4. Display account information Details like Name, Address, Email, Mobile Number, Gender, City and Password.
5. If all details are filled and Email-id is valid then user gets UserID via Email else go to previous step.

6. Otherwise create account.

7. Login.

8. Stop.

5.2 ALGORITHM FOR WORKING OF SYSTEM:

1. Start.

2. After login the page will be open and profile visible to user.
3. Create album.

4. Upload image:

5. Display the image which is uploaded on user profile.
6. Add Friends and manage labels to the friend.

7. Post comment.

8. Block comment if it uses violent word.

9. Change password if required.

10. Logout.

11. Stop.

6. SNAPSHOTS
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Fig-6.1: User Registration
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7. CONCLUSION

We have proposed an Adaptive Privacy Policy Prediction (A3P) system that helps users automate the
privacy policy settings for their uploaded images. The A3P system provides a comprehensive framework to infer
privacy preferences based on the information available for a given user. We also effectively tackled the issue of cold
start, leveraging social context information. Our experimental study proves that our A3P is a practical tool that offers
significant improvements over current approaches to privacy.
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