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ABSTRACT 

 
In the era of 21

st
 century there has been a huge revolution in the world’s history especially in the digital world. As 

per the perspective of Information Technology Act 2000/2008, to safeguard the legal admissibility of the digital 

records, it is mandatory to capture and preserve the digital evidences of digital data and electronic records. Almost 

every data nowadays is started being stored electronically. At present cell phones are dominating all over the world. 

Communications through Internet has been increased to a great extent which in return has raised the popularity of 

VoIP. Skype is a very common example of technology using VoIP service. Skype uses peer-to-peer and Client-Server 

system. Digital Forensics and data preservation in case of Skype is a challenging task. 

 

This Paper includes the glimpse about the Skype, its related work, study of existing mechanism.  Through this paper 

we will propose a forensic tool for Skype that will help investigator to collect the strong data evidence. 
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1. INTRODUCTION 

Today we all are living in the age known as Digital Age. The world has become very small through Internet. With 

the use of internet the communication around the entire world has become much easier as compared to the past 

decades. Application like Facebook, Whatsapp, Skype, Instagram etc. are most widely being used by almost 

everyone in our day-to-day lives. Skype uses VoIP and is a secure application that provide internet telephonic 

communication by establishing peer-to-peer architecture between its clients. If the two communicating parties have 

Skype installed in their machine and possess Microphones and Speakers then Skype facilitates person with voice 

calls, Video calls, instant messaging, file transfers, screen sharing and even low-cost local or international calls. 

These days Skype is being most popularly used in corporate environments for conducting meetings and interviews 

also. 

The rest of the paper is organized as follows: in Section I shows the mere introduction of Skype, in Section II 

discusses in brief the related work that has already been performed in the field of Skype forensics, in Section III 

shows the architectural framework of Skype communication, in Section IV we discuss the current challenges and 

drawbacks found in using Skype, in Section V details of proposed work is covered followed by analysis and results. 

Later, future concerns are mentioned. 
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Fig. 1. Skype User Interface 
[11]

 

2.  RELATED WORK. 

There Exists a number of research works in digital forensics performed by several researchers that contributed and 

led to the development of the department as discussed in this paper.  In this section, we have discussed a summary of 

some leading Efforts made in previous research work conducted in last few years to analyze Skype from different 

perspectives. 

Sr. 

No 

Paper Title Author Name Year Key points Remarks 

1. Towards a 
framework for 

Enhancing Potential 

Digital Evidence 

Presentation 

Nickson M. Karie, 
H.S. Venter   

 2013 Existing digital forensic 
investigation process 

provides guidelines but 

still evidences may or 

may not be admissible. 

Addressed the issue of 
interpretation and 

presentation of 

evidences in court of 

law. 

2. Design and 

Implementation of a 

Skype Protocol 

Analyzer 

Ray-Guang Cheng, 

Po-Yao Tsai, Ping-

Chen Lin, Chia-

Liang Lian, Tse-Han 
Liu Hsien-Cheng 

Chou, Shiao-Li Tsao 

and Shanchieh Yang 

2013 To determine how 

secure the applications 

are or how easy private 

information can be 
accessed. 

 

The proposed protocol 

analyzer can filter and 

extract Skype packets, 

decrypt and identify 
the content of Skype 

packets to generate the 

buddy-list of a target 

user. 

 

3. Recovery of Skype 

Application Activity 

Data From Physical 

Memory  

Matthew Simon , Jill 

Slay  

2010 There were no 

encryption keys in the 

memory space of Skype. 

It is known that Skype 
does use encryption so 

further exploration is 

needed in this area.  

 

Finally, the results 

indicate that it is 

plausible to recover a 

user’s contacts from 
the physical 

memory. This 

information can then 

be used for social 
analysis and contact 

chaining for that user. 

4. Skype Fingerprint  Ronald C Dodge, JR 2008 The fingerprint analysis 

will document profile 
information on a 

Windows system that is 

resident in the 

Windows registry and 

the hard disk file 
System. 

 

The data stored by 

Skype is a 
mix of clear text and 

either encoded or 

Encrypted data. 

Sometimes may or 

may not be useful. 

5. Proposal for 
Efficient Searching 

and Presentation in 

Digital Forensics 

IEEE 

Jooyoung Lee 2008 The process of the 
evidence searching and 

collection not proper is 

issue for investigators. 

Find all desired results 
in a  

Search procedure and 

thereafter evaluate and 

rank them according to 

their fitness which is 
useful to investigators. 

3.  ARCHITECTURAL FRAMEWORK OF SKYPE COMMUNICATION. 

An architectural framework is used to define how you will create your architecture and the way in which you will be 

using it. It provides guidelines and the best practices for creation of optimized and best architecture. 
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This section describes the whole architectural framework of the Skype Communication [10]. The architecture 

consists of several components and we will provide an outline about it. Each and every component contributes 

during the Skype communication and has its own unique functionalities that are as shown in fig. 2.  

 
 

Fig. 2. Architecture framework of Skype Communication 

 

Starting with the Skype client as the communication is initiated with it. Client establishes the connection between its 

server and the PSTN (public switched telephone network) user. Fundamentally, before initiating any of the Skype 

communication, Skype user (Client) needs to first login into the Skype server for the purpose of authorization. Once 

the authorization process goes successful the user selects the PSTN user from his contact list and starts 

communicating by sending contact request using the available VoIP infrastructure. This request is transferred 

through Session Initiation Protocol (SIP) over a peer-to-peer network unless it is identified by the respective PSTN 

user. This protocol works on the session layer. It makes use of UDP (User Datagram Protocol) of transport layer for 

the process of switching and propagation. As it locates the PSTN us er, the client (Skype) establishes a Real Time 

Transfer Protocol (RTP) that is the main principle of TCP connection.  

 

In the existing work network traffic between the client (Skype) and server (Skype) also traffic between the client 

(Skype) and PSTN user was analyzed as shown with dark lines in the Fig. 2. 

 

4.  DRAWBACKS AND CHALLENGES. 

Enormous attention has been received by the field Digital Forensic as nowadays most of the crimes are being 

committed using the computers or technologies itself. But those crimes still leave some of its traces that might prove 

an important part in the process of investigation. Even they are very helpful to prove and present the admissibility of 

the collected data evidence in court of law and law enforcement agencies. At present the researches focus on log 

files, file systems, network traffic, databases as these are the main sources from where a good deal of data can be 

gathered. Because all the data while communicating gets stored in the database file and by processing it we can get 

the desired data. Also as per the study of last few years it was found that physical memory investigation can also 

serve you for the needful. In today’s digital world smart phones are also a rich source to dig out crucial information 

like the last location of the person and even the exact location using the GPS (global positioning  system).  

 

One of the most popular challenge of Skype is that, Skype stores most of its data in the simple format into the 

database file and configuration file. It is in mere plain text format that can be easily accessible by anyone. This does 

not need any expertized technical skill to explore such data. 

 

Next, Skype serve as a big source that contain a plethora of information that gets stored into the physical machine of 

the user. This information is very crucial for the investigators as doing some kind o f forensic on physical memory 
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the exact information to trace out an individual can be fetched out. So, in return it as again one the challenge that 

needs to be considered by the researchers to solve this issue. Another issue found was in case of Skype Fore nsic 

Framework [10] that when client initiates the communication they uses secure channels (strong encrypted) to 

establish connection between server via Transport Layer Security (TLS) and between different clients via secure 

RTP. This results is hampers the recreation of the actual data which badly impacts on the investigation process as 

investigators are unable to trigger out the criminal with such data that will not be forensically strong. Despite of 

having some many challenges that are not yet overcome and even some of the limitation Skype is most adopted 

application by most of the companies for the purpose of meeting and also as a medium of information exchange.  

 
                                                                Fig. 3. Drawbacks of Skype  

 

5.  PROPOSED WORK. 

In the current Scenario of Skype, all the information about the communication is stored in the physical machine. But 

the issue is if we consider the forensic perspective then investigator needs the stored data evide nces at the time of 
investigation.  

So, this raises the need for the data preservation that can be useful to the forensic investigators in the process of 

investigation. The proposed work will hopefully aid the storage system (or any archival system). 

 

Fig. 4. Shows the complete flow of the proposed mechanism in which the initial search of Skype related data on the 

system is performed. By this, the data files along with the log files which were generated at the time of Skype 

communication would be fetched. These files need to be analyzed in order to get the proper evidences for preserving 
the evidences for the future forensic analysis.  

If the proper data are found then those data would be transferred for extraction and if the data obtained are not 

proper or are found in the corrupted form then it would be reverted back for re-analysis of the collected data. Here in 

the extraction part, the data would be extracted of the required format because the collected data will be of several 

different format like base64, MIME etc. Some of it would be in readable format and some of them may not be. The 

collection of extracted data and evidences with their hash values for the purpose of integrity will be stored for 

preservation. Then, it is safely stored on archival system for preserving data evidence to present it in front of court 

of law. 
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           Fig. 4. Flowchart of Proposed Model 

 

 

 

6.  ANALYSIS AND RESULTS. 

As far as preservation of Skype data is concerned it is an issue which in turn needs an optimum solution to it. The 

data stored at one location for a long time may be helpful to the situations in which one needs to investigate when 

and for how much duration the communication using Skype lasted. The proposed work successfully extracts the 

details on the basis of timestamp. The analysis in this domain reveals that the work can prove to be effective to trace 

out much more information as compared to the present  and can be preserved in archival system for as long as it can 

be of worth. This would be taken into account in near future.  

7.  CONCLUSIONS. 

This paper is built on the analysis of the existing mechanisms worked on by researchers in past especially in the 

domain of Skype forensic.  The study included the overall Skype communication and also studied the storage of 

informational data. The prior work done by the researchers for the Skype Forensics concentrated on improvising the 

efficiency of the interpreting and presentation of the data evidence collected that in the early stage of the Digital 

Preservation. But none considered the storage with the preservation perspective in mind. Due to this, at present the 
researchers are looking forward for a mechanism that can help data preservation of Skype data evidences. 
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8.  FUTURE WORK. 

In Future Work, we would be analyzing the existing solution at granular level and would be proposing an idea to 

create a tool that would be built using JAVA language. This tool would be able to capture call, video call, chats files 

that are stored in the database file at the time of Skype communication and preserve it which in turn will be helpful 

to forensic investigator. 
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