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ABSTRACT 

 
Nowadays, due to vast development in cloud computing technology and reliable modern network and feasibility to 

obtain computer resources on demand, the users are getting motivated to store the data on cloud server but once the 

data is uploaded on cloud the control of the user on file is compromised. So the data security and integrity is an 

important aspect for a client to upload data on a cloud. Cloud computing can provide a flexible, dynamic ,resilient 

and cost effective infrastructure for both academic and business environments. The client organizations might have 

security requirements and provide the required enforcement services . In this project identity based proxy oriented 

data uploading and remote data integrity checking in public cloud is used for securing data on the cloud and check 

whether the outsourced data is secure. Remote data integrity checking is a primitive which can be used to convince 

the cloud clients that their data is kept intact. It makes the client check their outsourced data without downloading it 

. Encryption of the files also implemented for ensuring extra security to client data as well as it entails the security 

risks in terms of confidentiality and availability of data and service. 

 

Keyword: - : Cloud Computing,ID-PUIC, Proxy Orientation, Data Integrity, Key Generation, Encryption& 

Decryption.

 
1. INTRODUCTION 

Now a days there is huge development of computer networks and data is going on, cloud computing also growing 

quickly. It satisfies application requirements because of great amount of data is generated. It is very important to 

process data, cloud computing does the data processing as service. 

         Could computing solves the problem of adding capabilities without investing in the new infrastructure. It 

provides flexible and cost effective  business environment. 

   Cloud storage provides cheap and resilient storage, but when organization stores data, the overall control of user 

data is switched to cloud provider, they make changes to data for there personal profit. It does not assure data 

integrity. 

Because of integrity and security problems, our proposed system gives approach to authenticate remote data 

integrity of cloud storage uses identity based proxy oriented data uploading. 

It gives guarantee to clients that data stirred on cloud is secure. 

 

 

2. EXISTING SYSTEM 
 

In today’s environment, most of the client over the internet uses public cloud for uploading and storing their data. In 

fact client prefer to store large amount of data on public cloud system(PCS),like normal images or files to a larger 

amount of private data of any company or corporates. once it is uploaded on PCS by clients, data integrity is 

checked over  internet. For example, In small-scale industry, where each employee upload their private and secret 

data over the PCS  and then fraud of industry are found by same employee. He/she can’t access the cloud network 
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against  safe saver management. But,  if  he/she cannot take action on  this data over the given period of time then 

the organization will be  in critical situation then he/she has to assign trusty employee then, they can take action on 

that data. In such situation the employee will not assured on his/her agent because they can access or process the 

data integrity efficiently and correctly. In fact data integrity checking may to concealment problem in PCS. The data 

are stored in private and it point to activity of malicious and keep this data securely. He/she has to assign some 

person to checking for integrity of specific data. So that we will be have some integrity checking system, over a 

specific order and it done by certificate management. When some member checking the integrity  done with PCS, At 

every time the member has checking the integrity of specific data through certificate management and validity. 

 

 

3. DISADVANTAGES OF EXISTING SYSTEM 

 
1. In fact of public key , we need to take responsibility of generation of certificate, , authentication of 

certificate and revocation of certificate and its increases the time complexity done with PCS. 

2. The devices like IPADS, mobiles, tablets may result into low computational capacity over PCS. 

 

 

4.LITERATURE REVIEW 

 
In the present advanced period, distributed computing assumes a noteworthy job away of information. The generous 

improvement in cloud, unravels numerous issues of putting away huge static or runtime datasets. Alongside points 

of interest, it contains much defenselessness. It is increasingly inclined to maliciously transferring of information 

and information theft assault. It additionally contains weakness of observing the erectness of transferred 

information. 

Clients will in general transfer, store and recover all their basic information and data through the cloud specialist co-

ops that is CPSs utilizing circulated registering. New safety issues run over that whether the information is sheltered, 

is it from a confided in client, and so forth. Information genuineness is additionally another issue which should be 

neglected. Issues of checking whether the data is kept in a shielded zone or not is moreover ought to have been 

checked. To beat such issues Remote Integrity data framework is utilized. In the paper the utilization Identity based 

Proxy oriented data uploading and remote data integrity checking (ID-PUIC) convention is proposed. This is 

effective and flexible and can grasp the private remote information validity checking, and open remote information 

regard checking. Customers store their generous data/information in the remote open cloud servers while using the 

circulated processing thought. It doesn't ensure whether the information is put away in perfect place. In this manner, 

remote data respectability checking empowers the clients to comprehend the capacity of data and area of data. 

Because of its constraints, proprietor's data is known to restricted individuals. Using the certifiable client's assent or 

endorsement this tradition ensures the private checking and open checking independently. 

 

5. PROPOSED SYSTEM 

 
The attention in this undertaking is on character based agent situated information transferring and information 

honesty. We are endeavoring to make the ID-PUIC convention increasingly proficient with the utilization of 

character based open key cryptology . In broad daylight cloud and also a novel intermediary situated information 

transferring the ID-PUIC which is an information decency checking model is utilized. We give the formal structure 

model and security show for ID-PUIC convention. Based on bilinear blending the main ID-PUIC convention was 

planned. This ID-PUIC display is ended up being secure in the self-assertive prophet show . This convention can 

discover assigned checking, private checking and open checking which depends on the approval of the first 

customer.  

By utilizing this model we are attempting to actualize a plan which can be dependable ,quick  what's more, effective. 
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6. ADVANTAGES OF PROPOSED SYSTEM 
 

1. The execution of information uprightness on open cloud server(PCS) by utilizing proxy oriented uploading 

of data ,the effectiveness of the framework is moved forward.. 

 

2 Real favorable position of this framework is that the security is enhanced as character based intermediary 

situated plan is executed for the information being transferred through ID-PUIC convention which is 

increasingly secure and proficient. 

 

7. SYSTEM ARCHITECTURE 

 

 

 

The concrete ID-PUIC protocol comprises 

four procedures: 

  
Setup, Extract, Proxy-key generation,TagGenand Proof. So as to demonstrate the impression of our plan, the solid 

convention's engineering is portrayed in Figure (a). First, Setup is being performed and the parameters of the system 

are generated. Now based on the parameters which are created , the other forms are executed as as shown in Figure 

(a). It is depicted below:  

 

- In the first phase Extract, when the identity of    the entity is input, KGC generates the private key of the 

entity. Particularly, the private key’s are generated for the proxy and the client . 

 

-  In the second phase Proxy-keygeneration,     the warrent is made by the original customer and causes the 

intermediary to produce the proxy key. 

 

-  In the third phase TagGen, when the input is  data block, block’s tag is generated by the proxy and block-

tag pairs are uploaded to PCS. 

 

-  In the final phase Proof, the original customer  A  communicates with the public cloud server . By means 

of such communication ,  A  checks its remote data integrity 
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8. CONCLUSION 
 

In this paper, we are using proxy based data uploading concept and preserving the data integrity is necessary to 

ensure user data stored securely in the storage . ID-PUIC assures data is stored in encrypted form and does not allow 

cloud computing provider to change data or to use data without specific use of encryption key. 

This mechanism enables data security, theft  resistance, It is impossible to compromise data due to integrity 

verification. 
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