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ABSTRACT
We are proposing an efficient anonymous data reporting protocol for participatory sensing. It provides strong
74privacy protection, data accuracy and generality. The protocol consists of two stages, namely message
submission and encryption. In the message submission stage, each participant transmits a sensed data to the SQL
server. The database maintain all records like smartphones IMEI number, smartphone identity name with sensed
data from the sensors. It maintain those data but only application server has access to the database. In the
Encryption phase, as per the request from the end user the Application Server will send the requested data but in
encrypted format, which also not includes any identity information of the participants who sends those data. The
encoded data to the End user do not contain any identity information, in such a way that the application server
cannot link a data to a specific participant. With such a data reporting protocol, the link between the data and the
participants is broken, and as a result, participant’s privacy is protected.
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1. Introduction

The ubiquitous sensor-rich mobile phones had promoted the emergence of a fast rowing people centric sensing
paradigm, participatory sensing applications and thus have been playing an increasing important role in the
evolution of the Internet of Things. The main idea behind participatory sensing is to use mobile phones as a platform
for sensing research, by empowering citizens to collect and share data sensed from the environments using sensor
equipped phones. Participatory sensing offers a number of advantages over traditional sensor networks such as
reducing cost highly, unprecedented spatiotemporal coverage, easy deployment, and much more.

A typical participatory sensing application follows a client-server architecture, in which data collected by
participant's phones are sent to a central server. The server processes all the data, & produces useful statistics report.
The statistics may be published in various forms, such as graphical representations or maps showing the sensing
results at individual and community scale. Based on the sensing scale, participatory sensing applications can be
classified into three categories: 1] Personal sensing applications:-Which are designed for a single individual, such as
personal health or sport experiences monitoring ; 2] Group sensing applications:-Which are designed for a set of
individuals who share a common goal, concern, or interest, such as social media enhancing; and 3] community
sensing applications:-Which conduct large-scale data collection, analysis, and sharing for the good of the
community, such as environment and traffic monitoring. Participatory sensing campaigns will revolutionize many
sectors of our society if a large number of participants or users are willing to submit their data. On the other hand,
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participating in a participatory sensing task, especially a community scale task, could result in private information
hacked. Some tasks require users to submit data containing sensitive information, for e.g. disease symptoms . Some
applications do not directly use sensitive data, but still result in privacy leakage. For example in a power
consumption monitoring application , from temporally fine-grained energy consumption reports submitted by users,
household activities can be inferred easily. In addition, data in participatory sensing application are usually geo and
time tagged.

From multiple data reported by a participant, an adversary can derive much sensitive information. Thus, users are
reluctant to contribute to the sensing campaigns, if their privacy cannot be protected. This would diminish the
impact and relevance of sensing campaigns deployed at large scale, as well as limiting the benefits to the users.
Therefore, protecting privacy of participants is highly important. A variety of methods are proposed to protect the
privacy of each participant or user for participatory sensing applications. The naive mechanism to protect the
privacy is to use pseudonyms. However, as demonstrated, the use of pseudonyms does not necessarily guarantee
privacy. Some privacy protection methods employ generalization or perturbation, both of which intend to allow the
application server to determine community trends without disclosing individual data, by deliberately reducing the
accuracy or precision of the sensed data. Nevertheless, this reduction of data accuracy or precision will inevitably
degrade the derived statistics reports. Researchers also propose privacy protection methods for certain applications,
such as data aggregation, regression modeling, or map generation. However, these methods are only applicable in
specific applications & lack generality.

In existing methods, if the application server colludes with a global eavesdropper who can monitor the traffic across
the network, it can link each data with its contributor. In this paper, we had proposed a privacy preserving data
reporting protocol for participatory sensing application based on the anonymity. The key intuition is that, if we break
the link between any data and the participant or user who reports the data, the participant’s privacy can be protected,
without degrading data accuracy. In this way, as long as the data itself does not contain identification information, it
is sufficient to protect participants' privacy.

The advantage of our protocol includes: 1] Participants can report its original sensed data to the application server,
with which the server can produce statistics with the highest accuracy. 2] The protocol is general to all kinds of
sensing applications as the reported data are non-altered original data, the application server can use the data freely
for any kind of data processing and produce any statistics report. 3] Even if the application server colludes with a
global eavesdropper, it can't link any data with its contributor.

Specifically, our anonymous based data reporting protocol operates in two phases, slot reservation phase & data
submission phase. In slot reservation stage, a group of participants collaborate to construct a vector which contains a
set of slots, each of same length. Each slot contains a reservation message from a participant or user, which consists
of a pseudonym and the length of the data that the participant or user will submit in the data submission stage. Thus
the vector denotes a schedule that all participants will follow when submitting the data. The vector is constructed in
such a way that other than the slot owner no one will get to knows the owner of the slot. The data submission stage
might includes multiple rounds. In each round, based on the schedule established in the slot reservation stage, each
participant submits a bit of stream to the application server, who then XOR all participant's bit streams together to
yield a concatenation of all participant's raw data each at its slot. As all the bit streams are encoded with multiple
secrets & have the same length, an adversary cannot ascertain which data belongs to which of the participant.

Our contributions can be summarized as follows:-

e We introduce the notion of anonymous data collection for participatory sensing, where anonymous
indicates unlinkable, that is, an adversary cannot link any piece of data to the participant who reports that
data.
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e We present a two-stage protocol for anonymous data reporting, which provides us strong privacy, data
accuracy and generality.

e We propose an anonymous slot reservation schemes for the first stage & an efficient XOR based data
submission scheme for the second stage of the anonymous data reporting protocol.

e We give the theoretical analysis on correctness and anonymity property of our protocol.

e We provide experimental results to measure practical efficiency of our solutions, which show that the
proposed protocol is applicable to small scale that is with tens of participants and periodically sampling
applications.

2. Design and Implementation Details
2.1. Modules

1. Participant Module
2. Application Server
3. End User

2.1.1. Modules Description

(A) Participant Module

Users should register in the application to get access into it. Each user will be assigned a separate ID and their IMEI
number will be taken and stored in SQL server Database. Once a user successfully registered in the app. He can
login using is UserID and password. Once he logged in successfully two tabs will be shown on the samescreen.

(A) Tab-One : User Details will be shown ie; User Name, Device Name,IMEI Number etc,

(B) Tab-Two : Sensor readings that are supported by your android device. This screen will contain a Button to send
sensor data to the server. Every 5 minutes data will be send to the server once user quite the app. Application
automatically stops from sending data to the server.

(B) Application Server

Administrator is a web portal. So that he can login using is userid and password. Once he logged in he can view all
the registered user from the android application. To view the data of the user he can simply select a user from the
left side,

so that he can get the sensor data for the particular user. He can also see all the user data at the same Time.

(C) End User
User can view the online reports and give the feed backs according to the type of posts.

3. Problem Formulation

3.1 System Architecture
Privacy protection is an important issue in participatory sensing. We propose an anonymous data reporting protocol
for participatory applications to protect user privacy.

e The intuition behind the protocol is that, if the data itself does not contain identification information, and
we can break the link between the data and the participant that reports the data, the users privacy can be
protected.

e The anonymous data reporting protocol is divided into two stages, a slot reservation stage and a data
submission stage.
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o Inthe slot reservation stage, a group of participants collaborate to construct a vector which contains a set of
slots, all with the same length. Each slot contains a reservation message from a participant, which consists
of a pseudonym and the length of the data that the participant will submit in the data submission stage.

e Thus, the vector denotes a schedule that all the participants will follow when submitting data. The vector is
constructed in such a way that other than the slot owner, no one knows the owner of the slot.

e The data submission stage may include multiple rounds. In each round, based on the schedule established
in the slot reservation stage, each participant submits a bit stream to the application server, who then XOR
all participants’ bit streams together to yield a concatenation of all participants’ raw data, each at its slot.

e As the entire bit streams are encoded with multiple secrets and have the same length, an adversary cant
ascertain which data belongs to which participant.

Smartphones sensors like Proximity, Gravity, Magnetometer, etc., are used to collect data. We are going to use these
sensors because most of the smartphones having such sensors in build with them. As Figure 5.1 shows, the
application first involves a android module which send sensed data to the Application server after every fixed

time interval. Initially all the sensed data from all smartphones will be stored in the SQL server for further
processing. We consider that Application Server is the coordinator for collecting the data with applying the
encryption to the sensed data. Identity information is not used while encryption, which results in hiding the identity
of the participants. These encrypted data is send to the End User for generating the statistical reports.

SQL Server

E C> = Application Server
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y
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Fig -1: System Architecture
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4. Algorithm

4.1 Lamport’s Algorithm
Lamport was the first to give a distributed mutual exclusion algorithm as an illustration of his clock synchronization
scheme. Let Ri be the request set of site Si (MobileApp) ,i.e. the set of sites from which Si needs permission when it
wants to enter CS Critical Section (Application Server). In Lamports algorithm Every site Si keeps a queue, request
queuei, which contains mutual exclusion requests ordered by their timestamps. This algorithm requires messages to
be delivered in the FIFO order be tween every pair of sites.
A. The Algorithm Requesting the critical section:
1. When a site Si wants to enter the CS, it sends REQUEST ( tsi, i) messages to all the sites in its request set Ri
and places the request on request queuei (tsi is the timestamp of the request).
2. When a site Sj receives the REQUEST( tsi, i) message from site Si, it returns a timestamped REPLY message
to Si and places site Sis request on request queuej
B. Executing the critical section:
Site Si enters the CS when the two following conditions hold:
L1: Si has received a message with timestamp larger than ( tsi, i) from all other sites.
L2: Sis request is at the top request queuei.
C. Releasing the critical section:
1. Site Si, upon exiting the CS, removes its request from the top of its request queue and sends a time stamped
RELEASE message to all the sites in its request set.
2. When a site Sj receives a RELEASE message from site Si, it removes Sis request from its request queue. When
a site removes a request from its request queue, its own request may come at the top of the queue, enabling it to
enter CS. The algorithm executes CS requests in the increasing order of timestamp

4.2 RSA Algorithm

RSA encrypts messages through the following algorithm, which is divided into 3 steps:
1. Key Generation
2. Encryption
(a) Person A transmits his/her public key (modulus n and exponent e) to Person B, keeping his/her private key
secret.
3. Decryption

Why RSA Encryption is secure?

-The idea of making one of your own encryption algorithms public on the internet

seems very strange at first. However, this is actually one of the most important steps in RSA encryption.

If Person C intercepts your message to Person B, they already know the encryption key (exponent e, modulus n).
However, what he/she does not have is the decryption exponent d. Since you encrypted your message with Person
B’s encryption key, only Person B has the decryption key (exponent d, modulus n) to decrypt it. Person C is only
missing one piece of information, exponent d, which turns out to be the hardest piece of information to find.

5. CONCLUSION

Privacy protection is an important issue in participatory sensing. We propose an anonymous data reporting protocol

for participatory applications to protect user privacy. The intuition behind the protocol is that, if the data itself does
not contain identification information, and we can break the link between the data and the participant that reports the
data, the user’s privacy can be protected. The anonymous data reporting protocol is divided into two stages, a slot
reservation stage and a data submission stage. An anonymous slot reservation scheme based on public key
encryption & message shuffle & a data submission scheme based on efficient XOR operation has been proposed in
this paper. The theoretical analysis verifies the correctness and the anonymity of the protocol. The experiments
demonstrate that, for small-scale applications with only tens of participants where data is collected in a periodic
manner, the proposed protocol is efficient and applicable.
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