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Abstract
This paper presents the current issues of the logistics and explains how the Blockchain technology can help to resolve
few of them. A utility value analysis is used to quantify the scenarios the Blockchain is most likely to be used in. This
offers a result that, in comparison to current research, does not only show the opportunities but also how likely they
are to be used in these sections. In the next step these scenarios are compared with each other. These results lead to
a outlook to potential applications of the Blockchain technology in the logistics.
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1. Introduction

In recent years, the supply chains have undergone tremondious changes. [1] Because of this logistics have to face
new problems. As the current design is unable to handle the demands these challenges require a altogether different
strategy. To face the rising complexity, the changes are therefore necessary. [2]

What are the current problems logistics has to face?

Logistics and Supply chains have reached their limits. Due to emergence of new external factors and increase in
number of actors involved, the complexity has massively risen. [3] The rising cost pressure is an external force
leading to companies keeping only a low buffer in the warehouse and sourcing out their logistics. [4] Both
companies and customers suffer from lack of transparency as an effect of this. [5] These challenges require a higher
standard of digitalization, in other words there is a need for software solutions. The so-called Logistics 4.0 tries to
solve the mentioned problems but is still at early stage. [6] The Blockchain technology can potentially take a major
role in this development.

What is Blockchain?

Even though there is no commonly accepted definition, Blockchain can be characterized as a peer-to-peer distributed
ledger without any doubt. [7] Blockchain is used as a database platform to exchange values in a secure way in
practical application. [8] The overall term is used to describe "distributed account management systems with which
common data can be used across several digital locations"[9] or, in short, the "principle of a distributed general
ledger with transaction accounts". [10] The transactions in a block chain run through a system of keys, using both
public and private keys. The transaction is followed by verification. This takes place with the underlying idea that a
transaction must be checked according to agreed regulations before it can be stored in the Blockchain. [11]

After the verification is done, the next step is formation of block. For this, several verified transactions are bundled
to form a block. Checksums, known as hash values, are then created for these blocks. For this, copies of the
transactions are first encrypted individually followed by in pairs until a single hash value remains.

Proofing process is used to get an automatic consensus between all nodes in the Blockchain technology. The
difficulty in finding a consensus is known as the problem of the Byzantine generals, which is the situation that arises
when different parties do not trust each other but must have a communication mechanism with each other. [12] Then
the distribution takes place. The Blockchain is copied to all computers in the network. All members thus have a local
copy, which is updated with each new block. [13]

One result is that the BC technology is a combination of different elements, some of which have already been
known(cryptography), but within Blockchain they serve a new purpose (hash function).
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2. Current State of Science

Once Bitcoin became popular, researchers started focusing on the Blockchain, the technology behind it, as well. The
hype about the topic started around 2015, when many articles were published on it. As a result, the management
consultants Gartner currently lists the Blockchain technology in exaggerated expectations and on the way to
disappointment or disillusionment. [14] The articles cover the topics of use-cases of the Blockchain technology,
technical description of the Blockchain technology, SWOT-analysis, and general potential of the Blockchain
technology. Without quantifying it, they discuss the theoretical implementation. The research and application of
Blockchain is still in its infancy in the field of logistics. [13] Additionally, the topic has seldom been covered
comprehensively so far. [7]

3. Materials and Methods

To identify the gap this paper quantifies the findings from literature review. The aim of the evaluation is to generate
comparable values that can be put in relation to each other. The utility value analysis has been used to achieve this
which is characterized by good traceability and transparency. [15]

A scale of 1-5 has been used to assess the degree of fulfilment, with 5 the highest and 1 being the lowest value. The
scale was chosen because it has the advantage that two numbers represent a high (4.5) or low (1.2) and one (3) a
neutral degree of fulfililment. The weighting is subdivided into three relevancies. Low and high relevance thus have
an influence on the degree of fulfillment, whereas normal relevance does not change the value. Together with the
differently weighted ratings, see Table 1, a maximum of 32.5 points can be achieved.

The complexity of the design refers to the technological structure of a Blockchain. A high level of complexity could
lead to companies being deterred from using Blockchain technology. This criterion has a normal relevance and is
therefore weighted with a factor of 1.

The fulfilment of customer needs is an even more important factor and for the companies, since by content
customers a better customer connection. That is why this criterion is assigned a factor of 1.5.

The term “degree of acceptance” refers to the acceptance by the companies. The acceptance is however seen as less
relevant than the customer needs and therefore provided with the factor 1.

Under “costs”, both the entrance and the subsequent costs and the potential cost savings are to be summarized. Since
the reduction of costs can be one of the main incentives for an implementation of the BC technology by enterprises,
costs are assigned the factor 1.5.

The “duration of an implementation” depends on the acceptance, the available resources and the complexity of the
design. For companies, the duration has a high relevance because the daily business can suffer. It is therefore
weighted by a factor of 1.5.

4, Results

As per Burgwinkel [16], in practice there are four application forms of Blockchain technology: First, Blockchain
software that provides the program code to perform the cryptographic procedures. A second application are the
Blockchain platforms, which use selected software and are operated on the Internet as a service, e.g. as an open peer-
to-peer network or as a commercial service. The third application variant are Blockchain applications for the
realization of a specific application. Generally, these applications are operated with the help of Blockchain software
or on a Blockchain platform. Finally, the fourth application is a Blockchain-as-a-Service, which provides the
necessary software and services in a cloud. [16]

Decentralization of the network is the first change using BC technology. An implementation of the Blockchain
technology has a direct impact on the running process, although it remains practically unchanged. [17] The
conversion into decentralized systems, however, causes disturbances in the operation process at least at the local
level. [18]

The digitalization of the network is also a measurable change. The automation that goes along with the digitalization
of the processes has several effects. Thus, a reduction in errors can be observed, both in the transmission of
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information and during transport. In addition, the transmission speed is increased, which leads to an increase in
efficiency. [19]

The risk of system failure greatly reduced by the use of Blockchain technology. [20] This tackles the vulnerability
problem of the supply chain.

The increased transparency a Blockchain application brings with it means that any authorized user can see at any
time where a product or information comes from and what the ownership structure looks like. [21] This can satisfy
the customer's need for complete transparency, as described above. Indirectly, the logistics department also detects
the consequences by reducing the pressure to show the complete transport chain.

The Blockchain technology provides the possibility of cost reduction for various reasons. The costs for transactions
can drop rapidly with a mass use, for example by the omission of an intermediary. [22] By standardizing or
automating transactions, they can also be carried out in a shorter time. A further cost reduction is to be found in
savings on security costs. [17]

Equal involvement of all parties in the network is another change that makes cooperation possible. A fair distribution
of information also enables smaller companies to act at eye level with the Blockchain. [19]

Above all, the pressure to work together more intensively can be managed well with a Blockchain in the logistics
industry with its large number of companies, since trust is created to share data with each other and everyone has
access to all shared information. The increased transparency associated with the Blockchain technology enables this
function. The fact that the ownership structure is clearly recognizable reduces the risk of an interaction with other
parties. [19]

On Blockchain technology, Bachmann et al. [23] writes that the potential magnitude of the changes and their
consequences for companies is much more substantial than it was with previous technologies. Basically, logistics
players and companies agree that there will be positive effects. [24]

A current hurdle is the lack of standards, which means to agree on a common model. This also includes legal
concerns that may prevent companies from using BC technology due to a lack of precedent. [21] In addition, data
protection, which is subject to clear guidelines such as the right to deletion, is also an issue.

The lack of a central authority and thus of an organization that takes over the leadership and sets goals can also be
described as a hurdle in the moment.

From a technical point of view, there are two additional hurdles for Blockchain use. For both, this is only a shapshot
of the state of the art. So far, no high scalability can be offered, which limits the application possibilities of BC
technology in logistics. The transaction speed also ensures that many processes are extended over time. [11]

There is currently a large discrepancy between the hype and large-scale applications. Obvious parallels can be drawn
here with cloud technology, where short-term applications were also rare at the beginning due to security concerns
and a high degree of complexity. [23]

Since the technological development of BC is still in its early stages, parts of the research tend to say that its
potential has only been reached to a limited extent. [9]

From the current status three application scenarios can be derived, which will be presented in the following.
Scenario 1: Smart Contract

The Blockchain technology can be used to create a smart contract that runs autonomous. This form of
implementation is already in use. [25]

The smart contract function makes the process more efficient by digitalizing it in the first place. Furthermore, there
is a cost cut for putting together contracts and executing them, because it takes less time. [26]
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Complexity

The basic architecture of a Smart Contract is not very complex. However, the infrastructure behind it such as the
automation of contracts and safeguarding, must also be established, which significantly increases the complexity.

Customer requirements

A Smart Contract can ensure the automatic execution of a fixed program that offers the customer more security than
a paper contract. In addition, customer requests for information will be implemented in real time and access rights
will become more transparent. Overall, from the customer's point of view, Smart Contracts can be used to negotiate
at the same level as the companies.

Acceptance

The acceptance of Smart Contracts depends above all on the legal protection. The acceptance of decentralized
storage is also important. In Germany, this is a difficult topic due to the high data protection requirements, so the
degree of acceptance can be rated as relatively low.

Costs

The costs must be divided into implementation costs and process costs. It is difficult to find figures for the
changeover costs, because they accompany the entire process of digitizing documents. However, it can be assumed
that the transformation will affect day-to-day operations as well as personnel and training costs.

Duration of an implementation

The time required for the changeover is relatively high. Many processes have to be digitized, the Smart Contracts
and their conditions have to be partially rewritten and the employees have to be trained.

Figure 1 shows a design of the scenario that is simply structured: a company uses a Blockchain software that runs a
Smart Contract.

Overall, this use case scenario is suggested to smaller companies that are not able to take a financial risk but on the
other hand see the necessity to digitalize their processes.

As the application has already been tested in practice, this reduces the risk of failure of the implementation for the
companies. In addition, the use of a Smart Contract has short-term effects, which are caused by automation.

The strengths of the design of scenario 1 are outsourcing the data to an external platform and the associated increase
in efficiency, as well as the simple structure, which ensures that the implementation can easily be overlooked. A
weakness is the interruption of the ongoing process and the associated increased risk of a system failure in the event
of a changeover.

Scenario 2: Blockchain and Cloud technology

While the Cloud technology is already being used by a large amount of companies there are still challenges that have
to be faced to reach its full potential. Some companies still have trust issues about the sensitive data that is kept
centralized on the cloud and could easily be hacked. [27]

The Blockchain technology offers two solutions for this problem: the decentralization of the cloud and the protection
of the data. The decentralization goes along with the trend to distribute the information and resources in order to be
more efficient and to lower the risk of losing them. The Blockchain fits perfectly to the cloud by adding value to its
current technology. This scenario is not yet in use. The current state of the BC technology makes the cloud run
slower by being in a bottleneck situation. Nevertheless, it is an interesting use case for companies, which do not use
all the functions of the cloud because they are too skeptical about the security issues.
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Complexity

The Blockchain technology is integrated into the existing cloud design. This increases the complexity, but the BC
can run parallel to the cloud application without disrupting the process.

Customer requirements

In addition to the technical advantages such as faster data transfer and larger storage space, the author believes that
the customer requirements for a cloud are above all the guarantee of higher data protection. This wish for security
can be better guaranteed by using BC in the cloud, because BC operates decentrally and thus prevents data loss.

Acceptance

Acceptance mainly depends on the skepticism about data loss discussed in the previous section. According to the
author, the use of BC technology can lower this skepticism and thus lower the inhibition threshold of a cloud
application for companies.

Costs

The costs of an implementation are difficult to estimate, but a reducing factor is that the existing cloud process does
not need to be interrupted to integrate the Blockchain. This eliminates the additional cost of stopping the process.
The impact of a combination of the two technologies on usage costs still needs to be investigated, but there is a
tendency for BC technology to slow down and thus become more expensive to use due to technological hurdles it
still must overcome. From today's point of view, Blockchain seems to have the potential to reduce costs in this
scenario.

Duration of an implementation

The duration of the implementation can be considered as short due to the parallel use without interruption (in the
opinion of the author). However, the follow-up costs of a changeover must also be considered. Since the function of
the BC in the cloud comes close to a database used for checking and backup, the BC runs in the background and, in
the author's opinion, does not require much time afterwards apart from the link at the beginning.

The design of the second use case is more complex than that of the first and, unlike the latter, runs tasks parallel. One
strength of the scenario 2 is its parallel application, which does not influence the running process, making an
implementation more attractive for companies.

On the other hand, the weakness of the design is that the process is much more complex than in the first scenario.
The Blockchain potentially slows down the performance of the cloud because the duration of processes is
significantly increased by testing.

Thus, the Blockchain is used as a database, so that all transactions are still traceable and unchangeable and the flow
of data in the cloud is not restricted.

Scenario 3: Blockchain and 10T technology

Internet of Things (I0T) has a very high potential to change logistics. Although the research about this topic is still
quite speculative, the challenges that this technology has to face seem quite clear: guarantee the user full control and
protection against hacker. [28]

That’s where the Blockchain technology comes into play. By securing the process, it helps building a reliable image.
The BC technology should be used in the background or as a backup. Because of the status of the 10T, the
Blockchain technology can be established permanently in the IOT technology of the future.

Complexity

The main task of the Blockchain technology in this application scenario is safeguarding. Although the basic design
can resemble a smart contract, the author believes that the complexity is likely to be significantly higher.
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Costumer requirements

This criterion is difficult to evaluate at this stage. From the author's point of view, the question arises whether there
already are customer demands for the 10T technology. In its intended role as a secure platform, Blockchain
technology seems to be able to meet customer requirements precisely because it cannot be changed. Acceptance

Since the Internet of Things itself is a future technology and must first achieve the acceptance of the public and the
companies itself, an assessment is difficult. Assuming that the acceptance is generated independently from the 10T
technology, the statement can be made that the acceptance for the securing function of the BC is high.

Costs

The costs of an implementation are difficult to determine. The same applies to its savings potential. The investment
costs are high because all devices must first be equipped with a sensor. The infrastructure is complex too and
therefore expensive. It can also be assumed that costs will decrease with the number of networked devices. However,
compared to security issues cost reduction does not have priority here.

Duration of an implementation

It is not possible to make a categorical statement about the duration of the implementation because it depends on the
number of connected devices. Nevertheless, it can be stated that this can take place without stopping the network,
which reduces the duration.

This third scenario (Figure 3) also has the possibility to implement a parallel application of the Blockchain and the
IOT devices.

A strength of the design of Scenario 3 are the applications through the Blockchain that run in the background of the
complex processes. There is still a lot of research and projects ahead of the combined use, which is why | suggest
large companies who are able to spend money in a possible failure to invest in this scenario. It is important to follow
up on the latest trends and technologies in order to keep track with your competitors.

Of the three scenarios, the first has the highest score, wherefore it can be concluded that the probability of
implementation is highest. The scenario of an implementation of the Blockchain Technology into an IOT structure
follows with a distance of 1.5 points. From this it can be concluded that an implementation is generally more
difficult to realize, which is related to the still unclear structure and success of 10T systems.

The scenario of an implementation in the cloud is the worst in comparison. Nevertheless, it is still interesting for the
future because Blockchain technology has clear advantages over existing technology.

5. Potential Applications of Blockchain Technology in Logistics
Tracking & Tracing

With Tracking & Tracing, each product is given a unique code after manufacture, which is passed on manually when
an order is started. This process is also well-established for tracking products during transport.

However, using the current approach of tracking and tracing, there is the problem of losing manually forwarded
information and the lack of transparency in global shipments. [29]

The use of Blockchain technology simplifies the distribution of information, which is automated and can be carried
out and tracked in real time via the Internet. [13]

For practical implementation, a transponder is used which is enclosed with the goods and through which the
consignment can be identified. [4]

This deployment scenario is expected to have a major positive effect on transport logistics in particular. The

maritime industry, for example, is hoping for cost reductions and an increase in trade volume of up to 15 percent.
[30]
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Guarantee of origin

In addition to a tracking and tracing function, which maps a supply chain to the front in real time, a retrograde proof
of origin can also be implemented via a Blockchain. The problem using the current methods consists in the fact that
the origin of a product is not always clearly visible. [21]

The potential of implementing Blockchain technology lies in the possibility of making it visible and authentic. [31]
To achieve this, the Blockchain compares whether the location where the goods were last registered matches the
agreed location in the freight bill used for identification. [3]

In addition, the authenticity of products can be checked to prevent counterfeiting. [32]

6. Conclusions

It can be concluded that, a decentralized infrastructure is necessary along with the technologies, to implement the
change in logistics, because the central structure leads to limitations in growth and computing power. [33]

The most important finding of this investigation of the BC is that this technology, at least in theory, can address and
solve the problems of the logistics industry to a large extent.

The best results of the utility analysis to determine the degree of fulfilment by BC can be seen in the following areas:
creating transparency, reducing complexity, facilitating the handling of customer needs and creating a common
platform for all actors.

The probability of a successful implementation of BC technology is high in small companies, especially when using
Smart Contracts. Despite the lack of parallel application in the transition and the associated interruption of the
process, the improvements are so high that a deployment can be tackled without great financial risk. BC's
collaboration with IOT and Cloud is more likely to result in large to mid-sized companies as a further outcome.

However, a general finding is that the likelihood varies from case to case, so separate research is needed. If you want
to look at the future, there are three possibilities in which direction BC technology will develop: replacement of other
business models, disappearance or use as niche technology.
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