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ABSTRACT

The computer security has become foremost now-a-days. There is rapidly development of internet technology which is
aware the people about the importance of computer security. The main issue of computer security is their types of attacks
which are increasing day by day. Computer security is a comprehensive term that covers cyber security, information or
data security, hardware and software security. The malicious node create problem in networks system and also act as
selfishness that use other node information and preserve the information of its own. This paper describes computer security
and also some major types of attacks faced by network security.
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1. INTRODUCTION

Computer security which means dealing with the prevention and detection of unauthorized action which is done by the user
of that computer. It is not about the computer but also about the information technology as it covers about cyber security.
Computer security has been evolved over the period of time. As computer became popular as the day passes, its security
become more and more essential. Computer play an important role in our daily life. Its security is the most important part
of it. Computer not only stores the business details, it also has some personal storage which is related to persons.
Communication and storage is also important function done by machine.

Utility of the computer have increased a lot as compare to its utility before last decade because of internet. The word
“Online” is part of our everyone discourse. The era of internet we have to live in information technology where computer
are used to manipulate, communicate and store our data or information. Computer security is needed for to protect the
valuable data or information from the unauthorized access and its misuse. It could be business or personal data or
information .To keeps the user name and password secret saving from unauthorized access. To protect the system from
“intrusion” can be done by implementing firewall. The process of promoting of information technology and internet which
has become very important for all human being .It is not possible survives without computer. For this computer should be
secured from various threats, attack and risk. Computer security plays an important role in network system.

2. LITERATURE REVIEW

The main issue is protecting the system against total network failure, since adding integrity checking tools to the network
doesn’t give a good metric of how much less frequently the network is unavailable or degraded for security reasons. In a
highly switched network, monitoring the integrity of the network becomes a very difficult task. Successful integration of
these tools requires understanding of what the threats are and how to detect them.!)

As the popularity of e-commerce, many organizations are facing security challenges. Security techniques and
management tools have achieved a lot of attention from enterprise. Since, there is lacking a theoretical framework
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for computer security management. In this paper the author suggests that an integrated system theory is useful for
understanding computer security management and also its strategies.

In this paper the authors explain the process of Traditional approaches to security architecture and how designs have
attempted to achieve the goal of the elimination of risk factors. The author focuses on Technical and Insurance Controls for
Enterprise-Level Security.!

The goal of enterprise networking is about providing a connectivity to anyone, anywhere, from any device, to any
application or service reliably and securely. This paper discusses to come with a large potential for increasing operational
efficiency and ability of operated network.

3. METHODOLOGY
3.1 Security Principles of Computer Security
The key security principle of computer security as follows:

1. Confidentiality
2. Integrity

3. Availability

4. Accountability
5. Non-repudiation

1. Confidentiality

Confidentiality is nothing but privacy or secrecy. It is a concept of hiding of important data or information from
unauthorized. Privacy means the context of personal data and secrecy means the context of data pertaining to
organization or business.

2. Integrity
Integrity is a property that ensures authorized or unauthorized user of the system which does not change the data that
will results into the loss of company’s accounting records or assets.

3. Availability
In computer security the concept of availability is refers to the access to the computer system to the valid user. The
users should be protected from malicious attacker. The example of availability is Denial of service.

4. Accountability

Accountability is mainly about the awareness of the people what he or she has done for their computer usage.
Auditing is needed to be done for accountability. It tells us about who has done what .1t keeps the information
properly and protected. It also tells us about what have actually happen in the security. If the security is violated, the
steps for recovery can be taken.

5. Non-repudiation

Non-repudiation is a kind of service that provides unforgivable evidence for particular action has to take place. In
computer security it is useful for analyzing security part with helps for cryptographic mechanism.

9087 www.ijariie.com 231



Vol-4 Issue-5 2018 IJARIIE-ISSN(O)-2395-4396

F
(<)
&

25
INFORMATION
SECURITY

101
A0S, CONFIDENTIALITY

3.2 TYPES OF ATTACKS:
Here we are going to tells you about the various types of attacks which occur in computer security.

1. Active attack:
Active attack is defined as an attack that modifies the whole or partial data which is present in the hacked system .They
are classified into several of following as follow:

i) Masquerade:
In this attack the third computer acts as computer network or device. It is quite difficult to identity that the mail which is
sender by a computer to a particular computer is reached or not.

ii) Modification of data:
Changing of data very smartly .This data might be recorded or delayed.

iii) Replay:
In this the third party captures the data in wrong way and the data re-transmitted to the actual user.

iv) Denial of service:
The actual user may get fake message regarding stopping their service or terminating.

2. Passive attack:

Passive attack is defined as an indirect attack on the system or data. In this attack the attacker might keep watching
in your websites or system to gain its controls. As it is passive attack, so its won’t affect data or system. But it is
quite difficult to detect his type of attack as attacker do not change or modify the information present on the system.

3. Denial of service (DOS):

Denial of service (DOS) attack scan exploits a known vulnerability in a specific application or operating system. In
this form of attack, the attacker is attempting to deny authorized user access either to specific information.

The main purpose of this attack is to access to the target system or the attack can be used in conjunction with other
actions in order to gain unauthorized access to a computer.

4. Backdoors and Trapdoors:

Backdoor is defined as the way that is used by the attacker to ensure that they should gain an access to the computer
system.

Trapdoor is defined as if the attacker is successful in establishing the backdoor, the whole system and software can
become vulnerable.

5. Sniffing:

The process of examining the network traffic that goes through their network interface card and check whether that
traffic addressed for those interface card or not.
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6. Spoofing:
The technique in which it looks like that the data has come from the various sources. It is possible to execute in such
technique in TCP/TP as the TCP/TP protocol provides user friendly environment.

7. Man in the middle attack:

It occur when attacker are able to place themselves in the middle of two host which are communicating .Make sure
the all communication going from the host is routed through the attacker host. Attacker is able to observe all traffic
before transmitting it can actually block traffic.

8. Replay attack:

In this type of attack the attacker captures the part of the communication that is taking place between two parties and
then later on retransmits it.

4. Future Scope

The future scope in computer security has been increasing day by day as increase in attacks and crime. Government
or private companies stores their data or any important information in the computer, they provide security to the
system .So that no one can hack their information and misused it. In future computer security will play an important
role in the world. As the marketing values of computer security is increase to 232 billion by. 2020 according to
reports. There is a good scope in computer security in future.
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5. Conclusion
In this we have concluded that Computer security attempts to ensure the confidentiality, integrity, and availability of

computing systems and their components. Three parts of a computing system attacks: hardware, software, and data. These
concepts are basis that we need to study, understand and master computer security.
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