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ABSTRACT

In this techno-savvy world from sending letters to photos, transmission takes place digitally. Everything from text to
images and videos are clustered in category called ‘data’. Moreover organizations have sensitive data that is given
to a data distributor. There is quite a possibility of leakage of the data by the agents and can be distributed in
unauthorized place. This project describes the ways in which data leaked data can be detected and some ways to
prevent the leakage of data where fake data can be injected in the system that appear to be realistic. The
unauthorized user when try to access or download the document, the fake data file is downloaded instead of actual
data file that seems to be realistic to the user. Algorithms describes the encryption and decryption of data using
shared keys. The system also propose the ways to secure the data when the keys are mismatched or when wrong key
is used to download the data. The organizations can implement these techniques to secure their sensitive data from
the agents often the trusted third parties who share the data in unauthorized way.
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1. INTRODUCTION

In organizations the data must be handed to agents often called as third parties. Companies may share their data with
other companies or data processing may be outsourced. Data leakage defines the unauthorized, sometimes
unintentional transfer of information from alleged third parties to unauthorized users. Once the sensitive data is
leaked, it pose threat to the functional integrity of an organization. The data exposed in any way cause serious
damage to the organization resulting in direct or indirect loss. Direct loss can be measured in terms of cost, indirect
loss on the other hand cannot be measured quantitatively that has broader effect on customer relationship with the
organizations. Thus, detection of leaked data is principle measure that prevents further threats to an organization.

2. PROPOSED SYSTEM

The proposed system for data leakage detects when the distributor’s sensitive data has been leaked by agents. Data
can be modified and made less sensitive before giving to agents. There is an option of adding fake objects to the
distributed set of data called as ‘fake data’. This data is not the actual data that is being viewed by the unauthorised
user or agents but it appear realistic to them. The fake data acts as a type of watermark for the data set. If an agent
was given one or more fake objects that were leaked, then the distributor can be more confident that agent was

guilty.

The admin will upload the original data on cloud and data is in encrypted form and the fake data (predefined) is also
uploaded on the cloud. Admin is authorised data owner of the company and has the right to distribute the company’s
sensitive data to its employees. Admin is authorized to register the new employees, upload the data to server or send
the data to the respective employees of the company.
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¢ Employee of the company will login using its credential and retrieve the data from the cloud.

e Predefined fake data along with the original data is uploaded on cloud.

e Unauthorised user using any employees credential will try to login and leak the data but he will receive

fake data as he enters the invalid key.

4. MODULES

Admin here act as TPA is authorised data owner of the company and has the right to distribute the company’s
sensitive data to its employees. Admin is authorized to register the new employees, upload the data to server or send
the data to the respective employees of the company.

Admin module contains following functions:-

1. Manage User

2. Upload Data

3. Employee Registration
4, Data Leakage

5. File Details

I.  Manage User: - Admin has the authority to maintain the record of the users of its company. Also he has
the right to manage the employee records, perform operation on the user details like editing and delete

operation.

I1. Upload Data: -In this part, the admin has the authority to browse the system and select the data (may be
critical or sensitive data of the organization) and upload it on the cloud server. If necessary he has the
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option to select the users to whom admin wants to share the data with and will generate the key. The
key generated will be forwarded to the selected users through mail.

111. Employee Registration: - Admin at this part will have the functionality of new user registration. New
employee in the company can get registered through the admin panel.

IV. File Details: -Admin will keep a complete record of the uploaded data at the cloud server and the data
forwarded by him to the users name of the data which is uploaded will be explicitly mentioned.

5. CONCLUSIONS

The proposed model suggest various data distribution techniques to ensure the detection of the leaked data. The fake
data (initially present) deceives the unauthorized user when he tries to access or download the data. In this case
admin who handles the transaction of the data is notified when someone try to download the document with the
incorrect key. Thus the proposed system helps to detect the leakage of the data set.
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