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ABSTRACT

The security and authentication of data storage in cloud network are major issues. For the authentication and
security of data used third party auditor. The third-party auditor authenticates the user and cloud service provider.
The third-party auditor provides the authentication process of cloud data center to the user level. The authentication
of user and data center provide the facility of cloud data auditing. The cloud auditing of data used the process of
proof of data retrieval, for the data retrieval over the cloud network. In the process of data auditing required security
constraints for the integrity of data. For the integrity of data, various authors used various cryptography techniques
symmetric and asymmetric. In this paper proposed cyclic key based data security technique for the integration of
cloud data auditing. The proposed method is implemented in ASP.NET with SQL server.
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1. INTRODUCTION

The cloud security issue damages the data and faced a problem of authorization and authentication. For the
improvement of cloud data security, various cryptography techniques are used. All the cryptography technique
suffered a problem of encryption and decryption time. How to reduce the encryption and decryption time it is big
question for the reduction of computational time and accelerator the process of key distribution and key allocation is
the major issue in cloud data storage. It investigates the problem of ensuring the security and dependability for cloud
data storage under the aforementioned adversary model [1, 2]. In particular, we aim to design efficient mechanisms
for dynamic data verification and operation. The personal computer shifted processing closer to the user but as
communication bandwidth increased the advantages of remote server provision re-emerged. The Internet had always
provided some remote access but increasing bandwidth made it necessary to consider computing beyond firewall
protected local administrative domains, giving rise to new security concerns. Web-based, Service-Oriented
Architectures took the provision of computing to a global scale. Users should be able to plug in and do their
computing work with little or no attention to how the distributed computing is actually orchestrated. While grid
technologies were popular for scientific infrastructure, they did not have the great commercial impact. Cloud
computing gained significant momentum with widespread user adoption of dynamic websites (e.g. for e-
commerce)[3,4,5]. These were typically hosted on servers with PC-compatible architectures and were decoupled
from infrastructure, as the development and deployment of high-efficiency PC hardware virtualization surged. Cloud
service offerings are typically divided into three broad categories: Infrastructure as a Service (laaS), Platform as a
Service (PaaS), and Software as a Service (SaaS). In terms of security, the operating systems and software running
on the VMs generally need to be managed no differently than on physical, dedicated servers. The exception to this is
“para-virtualized” device drivers that are installed into the VMs to increase efficiency. These drivers are necessarily
aware of running in a VM. Instead of using expensive emulated device access they typically interact directly with
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the VM host via some agreed channel. However, there is little that an laaS user can do other than trusting the para-
virtualized device driver authors, or choosing to use much slower virtual hardware via native device drivers. The rest
of paper is as in section 2 discuss the Public Auditability. In section 3 discuss proposed Work. In section 4 discuss
the experimental result and analysis. Finally, discuss conclusion & future work in section 5.

2. PuBLIC AUDITABILITY

This kind of auditability allows anyone, not just the client, to challenge the cloud server and perform data
verification check. This is where a Third Party Auditor (TPA) comes into play. The Public audit allows Third Party
Auditor along with customer to examine the integrity of the contracted details saved on reasoning & Privacy
Preserving allows Third Party Auditor to do the audit without inquiring for the local duplicate of the details [7, 9].
Through this plan, Public auditability also allows clients to delegate the integrity verification tasks to Third Party
Auditor while they themselves can be unreliable or not be able to commit necessary computation resources
performing continuous verifications [1]. Public auditability allows anyone, not just the client (data owner), to
challenge the cloud server for the correctness of data storage while keeping no private information. Then, clients are
able to delegate the evaluation of the service performance to an independent third party auditor Third Party Auditor,
without the devotion of their computation resources [5]. In the cloud, the clients themselves are unreliable or may
not be able to afford the overhead of performing frequent integrity checks. Thus, for practical use, it seems more
rational to equip the verification protocol with public auditability, which is expected to play a more important role in
achieving economies of scale for Cloud Computing. Homomorphism authenticators are unforgettable verification
metadata generated from individual data blocks, which can be securely aggregated in such a way to assure an auditor
that a linear combination of data blocks is correctly computed by verifying only the aggregated authenticator.

3 PROPOSED SYSTEM
A. Participants

In the proposed scheme to provide secure data storage, three participants are involved. These participants are Data
Owner (DO), Third Party Auditor (TPA) and Cloud Service Provider (CSP). The role of these participants is
described in

Table | ROLE OF PARTICIPANTS

Participant Role

Data Owner (DO) Data owner is a person who
utilizes the Data Owner (DO)
storage services provided by
the cloud service provider.

Third Party Auditor (TPA) TPA checks the integrity of the
data stored on cloud.

Cloud Service Provider (CSP) CSP provides the storage
services to the users
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1. Admin section; - admin section deals with the user and TPA data authentication mechanism. The admin
gives the whole ownership for the management of data security of user data. Here admin plays a role of CSP.

2. TPA: - Third-party auditor audits the user data with security constraints for the processing of submission of
data and maintains the integrity of data. TPA also never changes and edits the content of data over the cloud server.
3. Data Owner: - The Owner submits the data to the cloud server with authentication of the key.

B. Cloud security

A cloud user stores their sensitive data to the cloud. Thus it becomes cloud service provider’s responsibility to
establish the secure mechanism. It should provide secure channels for sending and receiving data and also for
storing data. Thus security is a major concern to cloud service providers. Service providers use different encryption-
decryption algorithms for secure communication and storage of data. Algorithms like AES, RSA, DES, and SHA are
most popular and secure among them. All the cryptography technique suffered a problem of encryption and
decryption time. How to reduce the encryption and decryption time it is big question? All the asymmetric encryption
algorithms are too slow and all symmetric encryption algorithms are too fast but not all are secure. “A Study of
Encryption Algorithms AES, DES and RSA [9]

Table 2: Comparisons of DES, AES and RSA of Encryption and Decryption Time

Pack Encryvpe Decrvpt
S NO Algor Size Time Time
(K 3) (Sec) (Sec)
DES 3.0 1
1 AES 153 1.6 1.1
RSA TS 4.9
DES 3.2 ==
2 AES 118 1.7
RSA 10.0 5.0
DES 2.0 1.4
3 AES 196 7 1.24
RSA 8.5 S.9
DES 4.0 1.8
-4 AES S68 2.0 1.2
RSA 82 5.1
DES 3.0 1.6
s AES 312 1.8 135
RSA 7.8 5.1

So In proposed research work, we have used AES Rijndael block cipher and SHAL algorithms and a new
methodology is used for generating CKS for checking integrity. Any cloud service provider should provide
authenticity, integrity and availability to their cloud users.

Enciphering with AES Rijndael The Rijndael cipher is an iterative block cipher. It, therefore, consists of a
sequence of transformations to encipher or decipher the data. Rijndael encryption and decryption begin and end with
a step to mix subkeys with the data block. This extra step is done as a protection against cryptanalysis. To encipher a
block of data in Rijndael, you must first perform an Add Round Key step (XORing a subkey with the block) by
itself, then the regular transformation rounds, and then a final round with the Mix Column step omitted. Here
encryptor is used of block size of 128 bits, key size of 16 bytes, cipher mode-CBC (cipher block chaining), input
block size of 16 bytes and output block size of 16 bytes

SHA-1 (short for Secure Hash Algorithm) is one of several Cryptography hash function SHA-1 is most often used to
verify that a file has been unaltered. This is done by producing a checksum before the file has been transmitted, and
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then again once it reaches its destination. The transmitted file can be considered genuine only if both checksums
are identical. Here hash size 160bits and the iteration count of 100.

C. Proposed Mechanism

1) Key Generation:

Data Owner uses AES Rijndael block cipher algorithm for generating the secret key, Rankey using a random
number which is occurred with the uploaded file and CKS.

RandomNo=CalculateRandomNo()
RanKey=*Encryption[RandomNo]

Cyclic [File_Size_Char]=SplitFileSize[File_Size]
CyclicString=CyclicShiftBitWiseXOR(Cyclic[File_Size_Char])
CyclicKeyShift(CKS)=*Encryption [CyclicString]

StaticKey=GetStaticKey()

*Encryption:

PlainText=GetPlaneText()
Salt=CalculateSalt(Length(StaticKey))
secreteKey=GetKey(StaticKey,Salt)
Encryptor=RijndaelCipherEncryptor(Key[16], I\V[16])

This generates a new key and initialization vector (V) of 16 bytes

CryptoStream=GetCryptoStream(plaintext,Encryptor)

EncrytpedData=GetCipherString(CipherBytes(Crypto-Stream))

*Decryption:

EncrytpedData=GetEncryptedText()
Salt=CalculateSalt(Length(StaticKey))
secreteKey=GetKey(StaticKey,Salt)
Dencryptor=RijndaelCipherEncryptor(Key[16], IV[16])
CryptoStream=GetCryptoStream(EncryptedData,Decryptor)

DecryptedCount=GetCryptoStream(EncryptedData,Decryptor,Encrypteddata_length)
DecrypteData=GetString(DecryptedCount)
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2) Encryption:

Firstly, data owner encrypt the file (F) using the secret key and then generate the hash of an encrypted file. A
random number is generating with the selected file and then encryption of this creates Rankey.

CKS is encryption of cyclic string which is generated using file_size_length.

Here the algorithms involved in proposed scheme are shown.

Algorithm1:
DataOwner(DO):

1) Select file and generate associated random number
(F,mo)

2)Encrypt file (F’),
3)generate Rankey, CSK
4)DO —» CSP: (F)

5)CSP: store(F”)

Algorithm 2

1) DO request for the file

2) CSP send the file(F’) to TPA requested by DO

3) TPA send request for key to DO

4) DO send static key, CSK and Rankey of (F)

5) TPA get random number after decrypt Rankey

6)check random number is associated with the
requested file(F”)

7) check the modification of the file(F’) using CSK

8) TPA calculate cyclicString of cloud-stored file (F”)
and compared to decrypted CKS(F)

9)if both are equal then

10)TPA send a report of verify=yes, modification=no,

data authentication, and Integrity is maintained
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4 RESULTS AND ANALYSIS
An application has been designed and implemented in asp.net, vs 2015 framework and c# language on the network

(LAN), to achieve the functionalities of the data Owner, TPA and cloud server. We have assumed that the cloud
server, TPA and the owner are in the same system domain and sharing the uniform system parameters. Through this
application the file can be transferred between these entities and the required result has been achieved.

. ADMIN Hovvw Woarrng Lrwtier [meade Log (ast .

5. CONCLUSION AND FUTURE WORK

Data integrity and isolation protections are put in place to mitigate the risks, users pose to one another in terms of
data loss, for ensuring the data dynamic in this model design new protocol of key generation based on cyclic shift
key generation technique. The cyclic key generation technique based on XOR operation of the binary key and
provide secure session key. The analysis and evaluation have enabled us to draw some conclusions. Our proposed
key generation demonstrates how integrity verification can be done with the just transfer of few bytes and offline
execution of necessary algorithms. It also offers secure access control, managing access rights mechanism, audit
trail, better performance and reduced overhead.
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