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ABSTRACT

This paper is a new graphical password scheme. This increases the security. User can set the password in the form
of image. User presents this image to a system camera and then enters their password as a sequence of selection on
live video of object. In existing system cloud data storage and its access in done by using text password which is
combination of numbers, characters and special symbols that why these password are the easily guessable and easy
to hack. Because of this drawback we are propose to a new solution and that is graphical password security. In that
we are going to use the image processing concept for login purpose. To achieve that goal we store one sample
image of object and password as the part of that image.
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1. INTRODUCTION

Now a day’s security is important issue. Text password is most useful authentication method. But it has
many security usability related problems. Authentication is a process of identifying whether a particular individual
or device should be allowed to access a system or not. Text password requires to remembering it and recalling at
time of login operation. It is use to provide security to system & resources. User authentication is most important for
providing security. It provides accountability & access control to user. There are various types of authentication
systems in market. In that text password that is alphanumeric password. This password are easy to remember & easy
to use. But if this password is too short then, it easily guess by attacker & if password is strong it is hard to
remember. To solve the problem which occurred due to text password i.e. easily guess & difficult to remember. The
market was provide a techniqgue OTP (One Time Password). OTP passwords provided by token devices are very
expensive. Another proposed solution is to use Graphical password. In which graphical images are used to provide
security. But graphical password has some disadvantages that are shoulder surfing attack and intelligent guessing.
Such attack are more powerful because of area selected by user on image is observed or guess by attacker.

2. PROBLEM STATEMENT

Design a system which provides a better authentication to cloud. Traditional system uses text, numeric or
some pattern passwords which is not the good way. Because by using the shoulder surfing techniques anyone may
guess the passwords. To overcome this problem we will introduce the new way to unlock the cloud account which is
the object detection technique.

3. EXISTING SYSTEM

Password is used to user authentication. It is used to prove identity or access approval to gain access to a
resource. Two conflicting requirements of alphanumeric passwords-
1) Easy to remember
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2) Hard to guess

4. PROPOSED SYSTEM

Now a days security is very important issue in terms of cloud computing. To authenticate the system text
passwords are mostly used. But it has many security & usability related problems.

Basically Authentication is a process of identifying whether a particular individual or device should be
allowed to access a system or not. Text passwords are easy to memorize & recall it at the time of access a system.
To address this issue, we proposed a new technique “Graphical Password Security by Using Live Object”. Graphical
password system is a technique that depends on selecting click points on image. This technique resistance to brute
force attack and shoulder surfing attack. Such attacks are more powerful because attacker can easily hacked a
system.

4.1 Architecture of proposed system:
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Fig 4.1.1: Block diagram of proposed system.

In this, we use live object detection technique to authenticate the system. User present live object to a
camera & select the click points as a portion of an image. Highly distinctive features extracted from this live object
& click points are saved in database & used as a password.

At the time of login user again gives live object and sequential click points. The extracted features from this

live object and click points are match with stored features in database. We have set some threshold value to match
extracted features. If features are match then successful authentication to cloud otherwise authentication denied.

5. ALGORITHM
ORB is used for object matching. As compare to SIFT (Scale Invarient Feature Transform) and SURF

(Speeded up Robust Features) this algorithm is efficient and faster. ORB is a combination of FAST key point &
BRIEF descriptor.

We use two different algorithm:

1. BRIEF descriptor. (Binary Robust Independent Elementary Features)

2. FAST algorithm. (Features from accelerated segment test)
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Fig 5.1: Object matching using ORB

5. EXPERIMENTAL RESULT

At the time of registration participants were first given an introduction to the system and its operation. Each
condition started with the creation phase in which the user set a four-item password by selecting points on the

displayed image.

Performance measures used during the login phase of the study included: the mean time taken to enter the
full set of four password items during successful authentication trials, the number of repeated trials required to setup
the original password, the number of errors and resets that occurred during the study, and the number of features and

matching score for each entered password item.

If any selection contained less than 0.7, users were prompted to make another selection.

Existing system

Proposed system

In existing system we use text password and graphical
password.

In proposed system we use graphical password with
multiple click points.

Static images are used.

Dynamic images are used.

Dictionary attack and Shoulder surfing attack are able to
hack password.

Dictionary attack and Shoulder surfing attack are not
able to hack password.
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Fig: 5.1. Select click points and match.
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Fig 5.2: Perform cloud operation.

4. CONCLUSION

In traditional password system Dictionary attack and Shoulder surfing attack are possible. We conclude
that, our system provide secure authentication to cloud. It vanish the shoulder surfing attack. It resistance to brute
force attack & guessing attack.
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