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ABSTRACT 
 

Wireless reprogramming in a wireless sensor network (WSN) is the process of updating a new code or commands to 

sensor nodes. Since wireless network is deployed in hostile environments, secure reprogramming is a major 

concern.  All the existing reprogramming protocols are based on the centralized approach, it is essential to support 

the distributed approach by which multiple network users can directly updating the sensor nodes. Later, a novel 

secure and distributed reprogramming protocol named SDRP has been proposed. But it had a design weakness in 

the user pre-processing phase. It shows that the distributed network can be easily attacked by various users and also 

the malicious code be updated to the sensor nodes. A simple modification can be carried out in the proposed system 

by fixing the identified security problem without losing the features of SDRP. Moreover, the security improvement is 

performed by the identity based signature algorithm (IBS). This algorithm can be directly employed in SDRP. For 

routing the nodes, the dynamic source routing protocol be employed. Here we also analysis the overhead bits, 

energy efficiency and delay of the existing and proposed systems. 
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1. INTRODUCTION 

 Wireless sensor networks (WSN) are composed of a finite set of sensor devices geographically distributed 

in a given environment. A WSN aims to gather environmental data and the node devices placement may be known 

or unknown a priori. Network nodes can have actual or logical communication with all devices which defines a 

topology according to the application. The environmental sensor network was explained in [1]. Since the wireless 

network involves various challenges so the technology, protocols and application are discussed in [2]-[4]. The 

wireless sensor network is shown in Fig 1. Then the importance of the reprogramming operation was explained in 

the paper [5]-[11]. Since the wireless is the open source to the environment, the attacks can be explained and the 

related protocols which it overcomes by the papers [12]-[19]. However all of them is based on the centralized 

approach. The multiple user accessing capabilities is very important for the reprogramming operations. This has the 

drawback of that the unauthorized user can modify the sensor nodes easily. The large scale WSNs owned by an 

owner and used by different users from both public and private sectors [20],[21]. SDRP is proposed to provide the 
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security to the distributed reprogramming [20]. There is a weakness in the SDRP. It is modified using the identity 

based signature algorithm in this system. The fixed security weakness is modified.  

  

 

 
 

Fig-1 Wireless Sensor Networks 

 

 The remainder of this paper is organized as follows: we explained the process of improving the security and 

then the implementations to be carried by using the simulation. The results are shown in the conclusions. At last the 

graph is plotted between the proposed and existing system. That compares the energy, throughput and overhead bits.  

 

2. SECURITY IMPROVEMENT 

 A novel secure and distributed reprogramming protocol named SDRP has been proposed, which is the first 

work of its kind. The nodes in the distributed system are autonomous in nature. The nodes communicate with each 

other. There are multiple authorized users to update the codes on different nodes without involving the base station. 

The distributed system is based on the LEACH algorithm. This distributed approach supports different privileges 

and it is better suitable when the nodes leave the network than when a new node joins the network. The design of 

SDRP is to map the identity and reprogramming privilege of an authorized user into a public/private-key pair. . The 

following frameworks need to be considered while implementing this: Scope selection: Choosing either all the nodes 

in the sensor network or particular node to perform the reprogramming job. Encoding/decoding: In order to provide 

security, the code images have to be encoded and decoded appropriately. Code dissemination: It is the process of 

propagating the code images to the specified target nodes. It works jointly with scope selection. Completion 

validation: It ensures that the code images received by the target nodes are complete and also error free. Code 

acquisition: In order to actuate the events some conditions must be specified in sensor nodes. If a condition is 

satisfied, then the sensor node will send code acquisition requests to find source node that have the desired program, 

module, or patch. After that, route will be built to send the codes from the source node to the requesting node. In 

distributed approach, three components are involved such as network owner, user and the sensor nodes. Based on 

this, the security is carried out.   

 

2.2 Signature Algorithm 

 The network owner is not needed to be in online always, he can also be in offline. After registering to the 

owner the user can enter into the WSN. The owner will assign certain privileges to the user in order to perform the 

reprogramming process in the sensor network. In-network data aggregator is used to summarize the resultant data 

which enhance the robustness and accuracy of information obtained by entire network and also it reduces the traffic 

load and conserves energy of the sensors. The SDRP Protocol consists of following phases as system initialization, 

user preprocessing and the verification phase. But it has a design weakness in the user phase. It is overcome by the 

improved security algorithm of IBS. It can be shown as follows: 

 

The three phases are explained as follows:  

A. System Initialization Phase:  

The network owner executes the following steps. 
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1. Key setup: Generate the public parameters, and load them in each sensor node before deployment then the 

owner picks a random number as the master key and computes public key.  

2. User public/private key generation: For a user with identity, the network owner sets public key and 

compute the private key, and then sends back to user through a secure channel. Here, the sensor node set within a 

specific region that user is allowed to reprogram and it should be in period. 

B. User Pre-processing Phase:  

User takes the following actions. 

 User partitions the code image to fixed-size pages and split the pages into N fixed-size packets. The hash 

value of each packet is appended to the corresponding packet in page.  

This process continues until user finishes hashing all the packets in pages. Then, a Merkle hash tree is used to 

facilitate the authentication of the hash values of the packets in page.  

The root of the Merkle hash tree, the metadata about the code image (e.g., version number, targeted node identity 

set, and code image size), and a signature over all of them are included in a signature message.  

C. Verification Phase: 

1. Given the public parameters, the sensor node computes and then sees the comparison of the inbuilt code 

and the obtained code. If the result is positive, the signature is valid; otherwise, the node simply drops the signature. 

2. If the aforementioned verification passes, the sensor node believes that the message m and the privilege are 

from an authorized user with identity. Hence, the sensor node accepts the root of the Merkle hash tree constructed. 

 Thus, the nodes can authenticate the hash packets in page once they receive such packets, based on the 

security of the Merkle hash tree. The hash packets include the hash values of the data packets in the corresponding 

page. Only if all verification procedures described previously pass, the sensor node accepts the code image. 

 

3. IMPLEMENTATION  

 In wireless sensor network, energy model is one of the optional attributes of a node. The energy model 

denotes the level of energy in a mobile node. For this, the efficient simulation software is the network simulator 

version 2. It has many features and the predefined protocols. Here, the routing and the LEACH protocol are 

discussed. 

 

3.1 Routing Protocol 

 Routing is the complex task in ad-hoc networks. The destination node may be out of range with respect to 

source node which is transmitting data packets. The purpose of routing is to find correct path between the source and 

destination for forwarding packets. The dynamic source routing (DSR) protocol is an on-demand protocol which is 

designed for multi hopping wireless ad-hoc networks. It provides two functions. 

1. Route Discovery: A node only tries to discover a route to a destination if it has to send something to this 

destination and there is currently no known route. 

2. Route Maintenance: If a node is continuously sending packets via a route, it has to make sure that the route 

is held upright. As soon as node detects problems with the current route, it has to find an alternative. 

 

3.2 Selection of Cluster Head 

 Low Energy Adaptive Clustering Hierarchy (LEACH) by Hein Zelman is the most famous clustering 

protocol which had been a basis for many further clustering protocols.  

The most important goal of LEACH is to have Cluster Heads to reduce the energy cost of transmitting data from 

normal nodes to a distant Base station. In LEACH, nodes organize themselves into local clusters with one node 

acting as cluster head. The cluster heads change randomly over a period of time to balance the nodes energy 

Dissipation. The operation of LEACH is divided into two phases. 

• Set up Phase  

• Steady State Phase 

 Each round begins with a set-up (clustering) phase when clusters are organized, followed by a steady- state 

(transmission) phase in which data packets are transferred from normal nodes to cluster heads. After data 

aggregation, cluster heads will transmit the messages to the Base Station. 

i. Set Up Phase 

During this phase each node decides whether or not to become a cluster head for the current round. The 

election of cluster head is done with a probability function: each node selects a random number between 0 

and 1 and the number is compared with T (n). If the random number is less than T (n), the node is elected 

as a cluster head for current round: 
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T (n) =    

  Where, P is the cluster head probability,  

    r is the number of current round, and 

 G is the set of nodes that have not been cluster-heads rounds 

After this CH election, each cluster head prepares a TDMA schedule and transmits to all the cluster nodes 

in that respective cluster. This completes the set up phase of LEACH. 

ii. Steady State Phase 

In this phase nodes send their collected data to CH at once per frame allocated to them. This assumes that 

the node always has a data to transmit. The node goes to sleep mode after this transmission until next 

allocated transmission slot, to save the energy.  

The CH must keep its receiver on all the time to receive the data from cluster nodes. After reception of all 

the data, CH aggregates that data and transmits it to the base station. The strength of LEACH is in its CH 

rotation mechanism and data aggregation. 

 

 

4. CONCLUSIONS  

 The module consists of the creation of cluster. Then assign the cluster head and the cluster member based 

on the leach protocol. Then check the connection between the source and the neighborhood nodes. The routing 

between the nodes is determined by the dynamic routing protocol and also the address is calculated using the 

address resolution protocol. Initially the nodes send the ARP signal to find the logical address and then send the 

request to send signal to the intermediate nodes. It is acknowledged by the source by giving the clear to send and 

acknowledgement signal. By that the details of the members is send to the neighbors and also to the source. If any 

nodes need to be reprogramming, it first send the request to the source. There by acknowledgement be received. The 

node verified the signature with the existing codes and then the code is updated. Fig 2 shows the wireless sensor 

network formation. Fig 3 shows the nodes are updating by providing request and the acknowledgement signal from 

the source.  

 

 

  

 

 
 

Fig-2 Cluster formation 
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Fig-3 Nodes be updating 

 

 After performing the reprogramming, the performance of the improved system is compared with that of the 

existing system. It is found that the improved system has more advantages like energy efficiency and security, and 

high performance than that of the existing system. In the improved system, the transmitted packet information 

reaches the receiver and hence there is no loss in energy. 

 The comparison parameters chosen are end-to-end delay, throughput and overhead. The end-to-end delay 

plot is shown in Fig 4. The existing system has more end-to-end delay of 1.9ms and the improved system has less 

end-to-end delay of 1.34ms.  
 The utilization of overhead in centralized and distributed system is plotted and is shown in Fig 5. The 

number of packet overhead is more in the existing system. The overhead value is 87B. The number of packet 

overhead is reduced in the improved system. It is very less compared to that of the existing system. The packet 

overhead in the improved system is 29B.  

 Similarly the throughput is also plotted and it is shown in Fig 6. It is seen that the existing system has less 

throughput which is about 13.7 and the improved system has more throughput of 21.8. 

  

 

   
 

Fig-4 Delay analysis 
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Fig-5 Overhead bit analysis 

  

 
 

  

Fig-6 Throughput analysis 
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