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ABSTRACT 
Now-a-days, many organizations are migrating quickly towards cloud computing environment because it 

offers various services which includes IaaS (Infrastructure-as-a-Service), SaaS (Software-as-a-Service), PaaS 

(Platform-as-a-Service), Storage, Database, Security, Process, Information, Application, Integration, Management, 

Testing-as-a-Service.  These services are offered by cloud providers on pay-as-you-go basis. Companies no need to 

worry in maintaining storage disks and servers if they use cloud service’s platform to run their applications. Even 

the applications, services, or resources made available to users on demand via the internet from a cloud computing 

provider’s server. As Cloud computing systems are internet based, there are few concerns with the safety and 

privacy in managing sensitive data stored remotely. There is a possibility of data theft by hackers in such a case the 

entire sensitive data can be misused. To overcome this situation, cloud servers adapted various encryption policies 

to secure the data and this makes the process little bit slow when storing and retrieving the data. So, in this paper 

we proposed Multi-Cloud Tokenization Model which uses multi-cloud database servers for storing sensitive data 

along with uniquely generated tokens in one cloud database server and connecting these tokens to main user 

account and storing into another cloud database server. These tokens are generated in the database and there is no 

real meaning or mathematical relationship with the original data. But each real data is mapped to token that is 

uniquely generated in database either randomly or through any means like GUID or UUID (Globally or Universally 

Unique Identifier) and stored in token vaults, and only main identifier is mapped to generated tokens and stored in 

cloud database server. As we are not using any encryption policies the data processing and storage speed is 

comparably good than any of the previous methods. Even this tokenization can be offered as a cloud service for 

companies and users too. As per our study, there exists tokenization systems from long back but a formal study on 

this type of multi-cloud model has not been done, yet. So, we can say this process is very efficient and reliable to use 

after some research and thorough testing. 
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1. INTRODUCTION ON TOKENIZATION AND CLOUD COMPUTING 

Tokenization is the process of substituting sensitive piece of data with an equivalent non-sensitive piece of 

data, referred to as a token, that has no meaningful value when system is compromised, so that it can store the 

original data in a secure cloud data vault. Tokens acts as a reference to the original data, but cannot be decrypted. 

That's because, unlike encryption, there is no mathematical relationship between the token and its original data to 

transform the sensitive information into the token. The transformation from original data to a token uses methods 

like random generators, unique identifiers or keys in database as generating identifiers in database is quite fast when 

compared to any other generation like encryption or hashing. Similarly, De-tokenization is, of course, the reverse 

process, when the token is just swapped for the original number. De-tokenization can only be done by the original 

tokenization system and there is no other way to obtain the original number from just the token. Tokens can be of 

single use for transactions involved with payment gateway services and other system logins as they are not retained, 

or multi-use for non-financial transactions and are stored in a database for recurring transactions on same data 

retrievals. 
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According to the official NIST (National Institute of Standards and Technology) definition [3], “Cloud 

computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of 

configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly 

provisioned and released with minimal management effort or service provider interaction”. This cloud model 

promotes availability and is composed of five essential characteristics, three service models, and four deployment 

models.  The schematic representation is shown in Fig-1. 

 

 
 Fig- 1: The NIST Cloud Definition  

 

  

Though there are several types of services provided by the cloud to the people and companies, there is a 

lack of proper security controlling mechanisms and policies in protecting user’s data and do not offer much 

customizability, for this reason many clients are not willing to move to cloud computing environment. But there are 

cloud providers who are investing billions in research to give better security to the user’s data by providing latest 

infrastructure like Amazon Web Services (AWS), Microsoft Azure, Google Cloud Platform (GCP), OpenStack, SAP 

HANA Cloud Platform, IBM Bluemix, Oracle Cloud and many more. 

  Multi-cloud describes an environment that relies on multiple clouds — such as OpenStack, Microsoft 

Azure or AWS. For instance, you may be running a workload that requires large pools of storage and networking 

resources on a private cloud, such as OpenStack. At the same time, you may have a workload that needs to scale up 

or scale down quickly on a public cloud, such as Microsoft Azure or AWS. Each workload is running on the ideal 

cloud, but now you have multiple clouds to manage [2].  
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So, securing client data is an important criterion for good quality of customized and secured services.  

cloud computing faces the challenge of security threats for number of reasons. Firstly, adapting the traditional 

cryptographic approach for the aim of data security in cloud computing is a threat as the data are stored in remote 

location and users do not have any control on it. So, it requires a data verification approach and it has no explicit 

knowledge and correctness of the whole data as it is in third party’s location. Secondly, the data are stored in third-

party data warehouse and it can be frequently updated by the user, for backing up and deletion or insertion and other 

data alterations and in this process the other users might be affected as for every modifications encryption and 

decryption takes place if exists and it delays the process. 

The following aspects are summarized as our contributions on multi-cloud tokenization model proposed 

and its benefits over cloud data encryption. 

2. CLOUD TOKENIZATION AND BENEFITS OVER CLOUD ENCRYPTION 

 

Here are few common reasons to use tokenization instead of encryption in cloud environment:  

1. Data processing speed is high, 

2. Reduced Cost, 

3. Scalability, 

4. Productivity 

5. Performance improvement 

6. Reliability, 

7. Data Security. 

 

3. SCHEMATIC SYSTEM ARCHITECTURE FOR PROPOSED MODEL 

In general, most of the organizations uses web services from one cloud service provider and all applications, 

files structures, databases will reside in the same cloud environment that is diagrammatically represented in Fig- 2. 

This causes dangerous security threat to the user’s data even though encryption policies implemented in this system 

because if entire system is compromised then all data is lost and can be used by the unauthenticated users. So, we 

proposed a new method of storing and accessing data using multi-cloud tokenization model that is schematically 

represented in Fig- 3. 

 

 

 
Fig- 2: Existing Cloud Environment for applications  

 

In the proposed model, there are minimum two cloud servers one for generating tokens with the help pf 

database server and application server and storing the index and token in database and other for storing actual data 

with an index that is produced with the token vault in the first server. These mappings are not related to one database 
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and the token vault generated here has no meaning and there is no mathematical relationship exists with original 

data. It is just a unique identifier generated with the help of databases and no encryption is required here. 

 

 
Figure 3: Proposed Multi-Cloud Tokenization Model 

 

Our new proposed system uses the access code generated by taking the user given input and sent the same to the 

user by email. In the new login process, user first give the user given access code, and then user has to give 

registered email address given at the time of generating unique access code. We will authenticate the user basing on 

user given access code & registered email address, then only we will proceed further into the cloud services 

provided by the Cloud Service Provider (CSP). 

 

4. CONCLUSION  

Cloud computing is amazing technology with increasing demand and popularity and industry giants like 

Amazon, IBM, Microsoft, and Google, have been promoting cloud computing by adapting latest equipment and 

gaining lots of costumers. But the rest of the public that are still doing research on the topic are still ambiguous to 

adapt this due to security threats and confusion over the security and are afraid to migrate to the cloud. But this is 

faster, cheaper, and easy to use technology and users should move to this rapidly moving technology. 

 

In this paper, we gave a solution to secure data by using multi-cloud tokenization model without the need 

of encryption and not compromising the speed of storing or retrieving the data. So, this is cost-effective and efficient 

model for securing the data that is in the cloud. But, one must do lots of research and testing before adapting to this 

model from the existing system.  

 

In the future, we would like to extend our cloud tokenization model for providing tokens to the third-party 

clients for their input data by establishing Tokenization-as-a-Service and extend to make use of these token vaults to 

map various types of data to single user accounts on multiple servers by adapting Single Sign On (SSO) policies. 

Part of our work is still in the testing process and anyone can adapt this approach with proper testing and research. 
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