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ABSTRACT 

 

 
Cloud computing is very popular in organizations and institutions because it provides storage and computing 

services at very low cost. However, it also introduces new challenges for ensuring the confidentiality, integrity and 

access control of the data. Some approaches are given to ensure these security requirements but they are lacked in 

some ways such as violation of data confidentiality due to collusion attack and heavy computation  (due to large no 

keys). To address these issues we propose a scheme that the concepts of network coding in which data owner divides 

data into chunks and Apply deterministic linear network coding" on that data for which cloud controller will play an 

role of Third party for coefficient generation(i.e. key). Whenever user want to access the data cloud controller will 

provide respective co-efficient (i.e. key) in a secure manner. By using that key user will be able to decrypt the data. 

In this research Paper our proposed algorithm will outperform the existing approaches in form of computational 

complexity also provides robust confidentiality. Result show the better throughput and security by provide reliability 

and throughput graph with proposed scheme. 
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1. INTRODUCTION  

 

 Cloud computing is an emerging computing model .Cloud computing is the most widely used platform now a 

days. The US National Institute of Standards and Technology (NIST)[8] defines cloud computing as follows: 

“cloud computing is a model for enabling convenient, on -demand network access to a shared pool of 

configurable computing resources (e.g. Network, servers, storage, applications and services) that can be rapidly 

provisioned and released with a minimal management effort or service provider interaction. It provides Services 

according to three fundamental service models: infrastructure as a service (IaaS), platform as a service (PaaS) 

and software as a service (SaaS). 

 

Storage as a service is basically a platform as a service. The five characteristics of cloud computing are: on -demand 

service, self-service, location independent, rapid elasticity and measured scale service. These characteristics make 

cloud significant. Industries and institutions are exploiting these characteristics of cloud computing and increasing 

their profit and revenue [7]. That is why, industries are shifting their businesses towards cloud computing. However,  

data security is a major obstacle in the way of cloud computing. People are still fearing to exploit the cloud 

computing. Some people believe that cloud is unsafe place and once you send your data to the cloud, you lose 

complete control over it [7]. They are more or less right. Data of data Owners are processed and stored at external 

servers. So, confidentiality, integrity and access of data become more vulnerable. Since, external servers are 

operated by commercial service providers, data owner can't trust  on them as they can use data for their benefits and 

can spoil businesses of data owner [4]. Data owner even can't trust on users as they may be malicious. Data 
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confidentiality may violet through collusion attack of malicious users and service providers. In this paper, the 

approach the concepts of network coding in which data owner divides data into chunks and Apply deterministic 

linear network coding [4]on that data for which cloud controller will play an role of Third party for coefficient 

generation(i.e. key). Whenever user want to access the data cloud controller will provide respective co -efficient (i.e. 

key) in a secure manner. By using that key user will be able to decrypt the data. Our proposed algorithm will 

outperform the existing approaches in form of computational complexity also provides robust confidentiality. The 

remaining portion of this paper is organized as follows. In Section 2, define cloud security and data security issue In 

Section 3 we describe related work In Section 4 we present our proposed scheme. In Section 5 we present my 

implementation. Finally, we conclude and Future Work the paper in section 6 and section 7. 

 

2. CLOUD SECURITY  
 

This section deals with various aspects of security in Cloud Computing. It includes information security principles, 

security requirements, security controls and security architecture. Information Security Principles: There are certain 

principles which we need to abide by so as to have a secure cloud communication. These principles are referred as 

Information Security Principles. CIA Triad is a well-known security model which deals with important aspects of IT 

security. It is used to identify security problems and provide its necessary solutions [10, 11]. In the CIA Triad, C 

stands for Confidentiality, I for Integrity and A stands for Availability. These security principles are also discussed 

in [9].  
 

2.1 Data Security Issue 

Different issue in the cloud with user data are briefly explain below. 

1. Confidentiality - Confidentiality refers to protecting the information from unauthorized users. Its aim is to 

ensure that information is hidden from unauthorized users to access it. With the increase in number of 

applications and equipment’s in cloud, threats also increases which lead to an increased number of  access 

points. 

 

2. Integrity - Integrity refers to the consistency and accuracy of data. The data should not be modified by any 

unauthorized user or in an unauthorized manner. It says that data should not be altered in transit.  

 

3. Availability - The principle of availability says that the information must be available whenever it is 

needed. It refers to the property that the system must be usable and accessible when requested by the 

authorized users.       

 

                                                    

 

 

 

        
 

Fig -1: Issues in cloud security[] 
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     Here according to the services of different layers, security issues caused are addressed in table I. 

    

        Table -1 SECURITY ISSUES IN VARIOUS SERVICE MODELS [1] 

3. Related work  

 
3.1 Network Coding: An Instant Primer  

 
Network coding is a networking technique in which transmitted data is encoded and decoded to increase 

network throughput, reduce delays and make the network more robust. In network coding, algebraic 

algorithms are applied to the data to accumulate the various transmissions. The received transmissions are 

decoded at their destinations. This means that fewer transmissions are required to transmit all the data.[4] 

 

3.2 Random Linear Network Coding 

 

Random linear network coding is a simple yet powerful encoding scheme, which in broadcast transmission 

schemes allows close to optimal throughput using a decentralized algorithm. Nodes transmit random linear 

combinations of the packets they receive, with coefficients chosen from a Galois field. If the field size is 

sufficiently large, the probability that the receiver(s) will obtain linearly independent combinations (and 

therefore obtain innovative information) approaches 1. It should however be noted that, although random 

linear network coding has excellent throughput performance, if a receiver obtains an insufficient number of 

packets, it is extremely unlikely that they can recover any of the original packets. This can be addressed by 

sending additional random linear combinations until the receiver obtains the appropriate number of packets.  

Overall, large networks can increase their efficiency through the use of network coding, but high overhead 

costs may make them less amenable for small networks. 
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With RLNC, sender combines a block of n original data packets P = {P1, P2…Pn} together with a set of 

random coefficients C= {c1,c2,..., cn} to generate a coded packet CP. Equations represents the coding and 
decoding equations respectively: 

 

4. PROPOSED ALGORITHM  

In my proposed system, I will develop an algorithms for data publishing and data retrieval which 

uses the concepts of  network coding in which data owner divides data into chunks and  Apply 

Random linear network coding on that data for which cloud controller will play an role of Third 

party for coefficient generation(i.e. key).  

Whenever user want to access the data cloud controller will provide respective co -efficient (i.e. 

key) in a secure manner. By using that key user will be able to decrypt the data. In whole process 

the key will be secure using RSA algorithms.  

Our proposed algorithm will outperform the existing approaches in form of computational 

complexity also provides robust confidentiality and provide high reliability of data. 

 

Participant Role 

Data Owner (DO) Data owner is a person who utilizes the storage 

services provide by the cloud service provider. 

Cloud Controller (CC) CC generates the key for user and authenticates 

the user and gives the permission to access the 

data. 

Cloud Service Provider (CSP) CSP provides the storage services to user. 

 

Table -2: ROLE OF PARTICIPANTS  
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                                                 Fig -2 Proposed Schemes Based on Network Coding (Abstract Diagram) 

  

4.1 Proposed Algorithm 

       
1. Data_Publishing ()  
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 2. Data_Retrieval() :-  

                        

                      

 

5. IMPLEMENTATION  

 

              

Fig -3: S3 Management Console                                                   Fig -4: S3 Bucket 

             

Fig -3: User Original File                                                      Fig -4: Eclipse Console 
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Fig -5: File Upload on S3                                                     Fig -6: Encoded File 

 

                               

                                                               Fig -7: Decoded File 

 

 

                                                                  Fig -8: Reliability Graph 
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            Fig -8: Throughput Graph 

 

These two graphs show the throughput and reliability of data is better with network coding rather than 

traditional approaches used for data security. In Throughput graph, X axis represent percentage of maliciou s 

node introduced in simulation i.e.2%, 4%, 10%, 2% means 2 nodes are malicious out of 100 nodes. In our case 

node mean user requests and protocol mean two proposed algorithms. Its show we can got more throughput 

with network coding scheme. So in that graph we achieved more throughput with compared to protocol not 

consisting of network coding. 

So our protocol i.e. with network coding outperforms over conventional protocol i.e. without network coding 

mechanism. Similarly Reliability means how many successful packets received by introducing malicious nodes. 

We got more reliability of data as dhow in reliability graph. 

6. CONCLUSIONS 

The data store in cloud by traditional encryption way cause the data Confidentiality problem we consider the 

network coding based scheme to Forward and retrieve data because this is very secure way to communication. It 

will be propose a new data publishing scheme and data retrieval Scheme with provide key security by using 

RSA algorithm because till now it’s most secure asymmetric algorithm which is widely used over Internet for 

security purpose. So, by proposed scheme we provide more data security in term of provide better data 

confidentiality with more data reliability in cloud. 

 

7. FUTURE WORK 

 

The future work is with completion of this dissertation now next plan is to do extend this work using 

homomorphic cryptosystem for better security. 
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