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Abstract 

This article shows a new way of combining the ciphering through improved attributes and the Blockchain 

for the optimal safety in Big Data. 

 After encrypting a chain of hashed blocks, ordered, treated safely in the Edge/Fog nodes, they are 

stocked safely on the cloud Service Center. The authorized users are the only ones that can have access to them. 
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1.INTRODUCTION 

The Security of the Data are generally focused on three objectives: confidentiality, integrity and 

availability. The confidentiality consists of protecting the Data from non-authorized access. The integrity aims at 

the protection from non-authorized changes. The availability assures the accessibility to Data for authorized users. 

[1] 

The realization of these objectives of security in the field of Big Data is often compared with different 

challenges imposed by the need of shared and upgradable architectures, the heterogeneousness of the 

environments, the sharing out of resources with the foreign systems.  

Mots clefs : CP-ABE, elliptique courbe, Cloud, Big Data, Accès, sécurité, optimisation, 

 

2.PROPOSED SOLUTION 

2.1 Mathematical modelization of Big Data 

The numerical data with varied shapes, be it a picture, biochemical measures or marketing  data are shown 

by a vector 𝑥i  ∈ 𝑅𝑑   , where d  the dimension, is often  superior to    106. 
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𝑥i= (𝑥1, 𝑥2, 𝑥3, … , 𝑥𝑘 , 𝑥𝑘+1, … , 𝑥𝑛−1, 𝑥𝑛)                                  (1)          

Where  𝑥𝑖 are kinds of the numerical data which are parts of the numerical data 𝑥i, the exposant 𝑖 indicates 

the number of the considered data, 𝑖 ∈N. 

The big Data is the bulky unity data [2], we are going to modelize mathematically with a vector 𝑋.  

𝑋 = (𝑥1, 𝑥2, 𝑥3, … , 𝑥p-1,𝑥p , 𝑥p+1, … , 𝑥q)                                                  (2) 

2.2 System structural 

The figure 1 shows the global architecture of our system which is composed of: 

. A producer or Data Source (DS), responsible for producing and ciphering the Data. 

. A Data consumer (RQ) which receives and deciphers them. 

. An authority of trust responsible for keeping the keys and attributes. 

.  An entity of externalization of certain treatments, notified (PR) for proxy. In a true situation, these entities will 

be taken for example by the technologies of Fog computing. 

 

Fig- 1: System architectural 

 

2.3 Ciphering through attribute and blockchain. 

In order to assure the security of our proposition, the administration of the access control of messages 

can be done by Blockchain, a decentralized solution allowing to overcome the tough problem of unicity of the 

failure point (in the field of confidence). 

2.3.1 Ciphering and deciphering through attribute 

Our algorithm can be divided into 3 parties quoted as follows: 

Preparation in which every Data consumer cons, gets an identity from AC which defines the kinds of the 

public parameters and the main keys of the system. 

        Ciphering of messages M are ciphered with the help of the symmetrical keys generated by ECDH protocol 

[3],[4] . 

         Deciphering of messages can be done after getting the keys calculated by AC, and delivered to the 

authorized access according to the Blockchain process [5]. 

 

Algorithm 2.01Ciphering algorithm through attributes 

Data in entrance : 𝑀, 𝑃𝐾 , 𝛤, (𝐴, 𝐵), 𝐸(𝑎, 𝑏), 𝐺; 
Data in exit  : 𝐶 
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1 Variables :  α𝒙, 𝛽𝑥, 𝜇, 𝜈 

2 Beginning 

3 𝑠 ∈ [1 𝑛 −  1],  //  uncertain Choice of a number s; 

𝟒 𝐶0 ←  𝑀 +  𝑠 𝐺 ;// Initialization of value 𝐶0 

𝟓 𝜇 ∈ [1 𝑛 −  1]𝑙, // uncertain choice of a vector 𝜇; 

𝟔 𝛽𝑥  ← 𝐴𝑥  ∙ 𝜇  ;//Calculation of the value 𝛽𝑥 

𝟕 𝜈 ∈ [1 𝑛 −  1]𝑙, // uncertain choice of a vector 𝜈; 

𝟗 α𝒙  ← 𝐴𝑥  ∙ 𝜈  ;//Calculation of the value  α𝒙 

 
𝟏𝟎  𝐶1,𝑥  ←  α𝒙   ∙ 𝐺 + 𝛽𝑥 ∙ 𝑃𝑘𝑅(𝑥)

 𝟏𝟏                                𝐶2,𝑥 ← 𝛽𝑥 ∙ 𝐺
| ;//Calculation of 𝐶𝑖,𝑥 

12 end 

13 𝒓𝒆𝐭𝐮𝐫𝐧 

 

Algorithm 2.02: Generation of keys algorithm 

Data in entrance : 𝑀𝑆𝐾 ;  𝑖𝑑 ; 

Data in exit : 𝐶𝐷𝑖 

1 Variables : i, 𝑘𝑖 

2        Beginning 

𝟑   𝐟𝐨𝐫 𝑖 = 1 to n to do 

𝟒 𝑘𝑖  ∈ [1 𝑛 −  1],  // choice of a whole 𝑘𝑖; 

𝟓 𝐶𝐷𝑖, 𝑖𝑑 ←  𝑘𝑖  +  𝐻(𝑖𝑑). 𝑀𝑆𝐾 ;// Calculation of ciphering keys  𝐶𝐷𝑖,𝑖𝑑  ; 

6 End 

7  Return 𝐶𝐷𝑖,𝑖𝑑 

Algorithm 2.03: deciphering algorithm through 

Data in entrance : 𝐶, 𝐶𝐷𝑖,𝑖𝑑 

Data in exit : 𝑀 

1 Variables : i, 𝑘𝑖 

2 beginning 

𝟑 𝐴𝑥 ∈ 𝐴,  // Choice of 𝐴𝑥 , (1,0,0, … . .0)  ∈  𝐴𝑥 ; 

𝟒 𝐶1  ← ∑ 𝐶1,𝑥,    ∀𝑥 // Calculation of 𝐶1 

𝟓 𝐶2  ← ∑ 𝐶2,𝑥. 𝐶𝐷𝑅(𝑥),𝑖𝑑,    ∀𝑥 // Calculation of  𝐶2 

𝟔 𝑐𝑥  ∈ [1 𝑛 −  1],  // Choice of whole  𝑐𝑥; 

𝟕 𝑠 𝐺 ← ∑ 𝑐𝑥 (𝐶1  − 𝐶2 ),  // Calculation of 𝑠 𝐺 

𝟖 𝑀 ← 𝐶0  − 𝑠 𝐺,  // Calculation of 𝑀 

9 End 

10 𝐫𝐞𝐭𝐮𝐫𝐧 𝑀 

 

 



Vol-10 Issue-4 2024                IJARIIE-ISSN(O)-2395-4396 
     

24683  ijariie.com 1813 

2.3.2 Blockchain 

To manage fully the messages of the access control, the paradigm BLOCKCHAIN can be used as dealt 

database. The recording of the access authorization on Blockchain can be done in token form, called « token ». 

Algorithm 2.04 : Blockchain algorithm process 

Data in entrance : 𝐶, 𝐻 

Data in exit : 𝐶𝐷𝑖,𝑖𝑑𝑥 

1 Variables : i 

2 Beginning 

𝟑 𝑖𝑑𝑥 ←   𝐻(𝐶)// proxy calculates 𝑖𝑑𝑥 ; 

4 Token(𝑖𝑑𝑥, @𝐶𝐿𝐷, @𝑃𝑟, @𝐷𝑂)// sends from 𝑖𝑑𝑥 to Data owner DO ; 

5 (Token(𝑖𝑑𝑥, @𝐶𝐿𝐷, @𝑃𝑟, @𝐷𝑂), @𝐷𝑂, @𝐶𝐿𝐷)//  

Storage of Data ciphered in the cloud; 

6 Si 𝑎𝑖 ∈ 𝐴 does // verification of access permission, 

7 (Token(𝐶𝐷𝑖,𝑖𝑑 , @𝐷𝑂), @𝐷𝑂, @𝐶𝑜𝑛𝑠𝑖)// Validation of Data access ; 

9 (Token(𝑖𝑑𝑥, @𝐶𝐿𝐷, @𝑃𝑟, @𝐷𝑂), @𝐶𝐿𝐷, @𝐶𝑜𝑛𝑠𝑖) //Data access, 

10 End if 

11 End 

12 Return 𝐶𝐷𝑖,𝑖𝑑𝑥  

2.4 Analysis and results 

       2.4.1 CP – ABE Security 

The strengthening of the ciphering security CP-ABE we have proposed is fullfilled by the Diffie-Hellman 

protocol combination and the elliptical curve (ECDH). The enemy that wants to intercept the communication 

between the outside data and the proxy tie must solve the problem of discreet logarithm on this curve which is 

more difficult to solve than the factorization of entire [6]. It is quite impossible to hide the symmetrical key MSK. 

Moreover, the comparison by collusion among consumers are ineffectual, because we have generated an uncertain 

value to randomize the private key of every consumer. 

According to our architecture, the Cloud and the proxy tie cannot recover the flat message. Therefore, 

the cloud is not included in the ciphering process/ deciphering of Data. The authorized Data consumer are the 

only to be allowed to use the ciphered, stored in the Cloud. 

2.4.2 Blockchain Security 

In order to assure the independent validation of the access control events, our system is conducted by the 

BLOCKCHAIN paradigm. The use of pseudonym in the blockchain transactions helps to keep the users’ 

confidentiality. 

Thanks to the numerically signed transactions, an enemy cannot falsify a control message or borrow the 

identity of the legitimate user. Therefore, the system ties are protected from the enemies who want to compromise 

them. This architecture provides security because each transaction requires a transaction signature. 

 

2.4.3 Evaluation of the CP-ABE performance’s 

The performances of our system are evaluated according to the number of the connected attributes which 

is an important parameter worth being taken, considering its influence on the time of ciphering and of the time of 

deciphering. 

We simulate the algorithm of the diagram origin ciphering CP-ABE [7] with the number of the defined 

attributes from. 
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N = {50, 100,150,200,250,300,350,400,450, 500}. 

 

Fig- 2 : comparison of the ciphering performances of our system with     other protocol 

 

Fig- 3 : comparison of the deciphering performances of our system with other protocol. 

The two figures show that the time of ciphering/deciphering is proportional to the number of the 

attributes. The performances of our system are though better because they spent less time in ciphering/ deciphering 

compared to the protocol opponents. Then, in our protocol, the combination CP-ABE with the elliptical curve has 

allowed us to reduce the time of ciphering and the time of deciphering. 

2.4.4 Evaluation of the Blockchain strengths. 

The experimental results of [10] for the Parity of Etherum customer are given in table 1 

Table- 1: Performance of a private Blockchain through Ethereum with the Parity customer 

Nomber of transactions (𝒕𝒙) Time for the validation T (minutes) 
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1000 

2000 

3000 

4000 

5000 

10000 

1.74 

3.48 

5.13 

6.91 

8.71 

18.52 

The straight model by regression can be written: 

𝑇 = 1.9 × 10−3𝑡𝑥 − 3.9 × 10−1                                         (3) 

𝑇 :  The necessary time 𝑡𝑥  for the validation of transactions in the Blockchain 

 

Fig- 4 : comparison of treatment time by Blockchain according to the  required transactions 

The figure 4 illustrates the comparison of treatment time by Blockchain according to the number of the 

connected attributes. 

As far as we are concerned, the won results already show the superiority of Blockchain Ethereum to 

Bitcoin. When looking through the results in the diagram 4, if the number of connected attributes is between 50 

and 200, our system shows a little difference (about 0,05%) against Blockchain Ethereum. But if the number of 

attributes to look over is over 200 ones, our system has the first place for Blockchain Ethereum. 

 

 

3 DISCUSSION ABOUT THE RESULTS 

3.1 CP-ABE combined with ECC 

The simulation results of the ciphering/ deciphering   algorithm are given on the following diagram. 

Table- 2: Time of ciphering / deciphering according to the number of attributes. 
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After doing the Analysis in Principal Component (ACP), and having calculated the Matrix of correlations 

U between the 3 variables N, 𝑇𝐶  et 𝑇𝐷𝐶 , we can have : 

𝑈 = (
1 0.9992 0.9996

0.9992 1 0.9987
0.9996 0.9987 1

) 

According to the results of the analysis, there are high positive correlations for each of these three couples 
(𝑇𝐶 , 𝑁), (𝑇𝐷𝐶 , 𝑁) 𝑒𝑡 (𝑇𝐶 , 𝑇𝐷𝐶) and the coefficients of the correlations are the following 𝜌(𝑇𝐶 , 𝑁) = 0.9992, 

𝜌(𝑇𝐷𝐶 , 𝑁) = 0.9996 et (𝜌(𝑇𝐶 , 𝑇𝐷𝐶) = 0.9987,  

The results of the ACP justify the fiability of our ciphering and deciphering process, the value of the 

coefficient of determination D is 99.74%. 

3.2 Our Blockchain paradigm 

Table- 3: Treatment time through Blockchain according to the number of attributes 

 

The straight model by regression can be written: 

𝑇𝑥 = 0.09𝑁 + 4.47                                                                     (4)                                                                           

The correlation is high between the two variables N et 𝑇𝑥 .. The blockchain fiability is measured by the 

coefficient D which is 98,08 %. The analysis of the least squares justifies the stability of our Blockchain paradigm. 

 

4 CONCLUSION AND PERSPECTIVES 

In this article, we have proposed a ciphering by attributes CP-ABE combined with elliptical curve 

according to ECDH protocol to strengthen the security of the Big Data. The Blockchain paradigm allows us to 

organize the exchanges of Data with our dealt architecture, assuring a security of data through ciphering, and 

making participate the network nodes for the creation of new blockchains. 

As perspective and future work, we can exploit the ant colony optimization algorithm to minimize the 

treatment time through the BLOCKCHAIN of our system. 
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