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ABSTRACT

Email is ubiquitous in the contemporary commercial environment, providing a convenient and efficient method for
communication. Email brings great convenience to people, but it also had a negative impact. However, involving
email-related disputes and crime problems have become increasingly prominent. With the continuous development
of network technology, Email has become an important means of information transmission and management in
government agencies, enterprises and individuals, however, the subsequent problems of protecting web mail
security has become a concern to users. Many cases of inability to determine the authenticity result in a lack of
effectiveness of the evidence. In order to determine the authenticity of email evidence, a scientific appraisal is very
important. Whenever you send an email message your computer generates additional information relevant to email.
This additional information forms a trail of digital artifacts that can be followed when analyzing email messages.
Email Forensics is concerned with the extraction of this additional data and using it to recover other information
regarding emails. In addition, email has become a potential carrier of criminal evidence. Using email to spam,
spread pornography, fraud and other criminal activities have become increasingly rampant. Therefore, technical
appraisal of email plays an increasingly important role for analyzing and providing evidence. At present, there
exists sizeable amount of support for Open Source based methods for acquiring, identifying and analyzing web-
based email, despite its widespread use. There is the need to achieve a systematic process for email forensics which
integrates into the normal forensic analysis workflow, and which accommodates the distinct characteristics of email
evidence.

Keywords: - Email Forensics, Email Traffic Analysis, Open source forensics, digital forensics readiness,
forensics process.

1. INTRODUCTION

Nowadays, we can send or receive emails on various kinds of devices. SMTP (Simple Mail Transfer Protocol) was
designed to be an easy and cost-effective implementation. This fact, however, makes SMTP a target to be abused.
Unsolicited electronic communication, also known as spam, is just one such example of abuse of email. Tracing the
origin of spam by using the information contained in SMTP headers is not possible because SMTP is a clear text
protocol and can easily be intercepted and modified. ™

Digital forensic specialists are plagued with sifting through large data sets to find incident information. During the
process of analysis it would be much easier if the information to be examined is digital forensic ready, to ensure that
the information is valid and usable.

Security monitoring tools have been designed to collect security information in order to detect security breaches
within the IT system. ™

1.1 What is Email Forensics?

Email Forensics is basically the study involving the forensic analysis (identification and analysis) of malicious
activity (such as Spam, Phishing, Spoofing, etc.) over Email Traffic and Email Messages.
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1.2 Why is it required?

Organizations and persons of all types rely heavily on email communications, making it a crucial factor in every
litigation. Deleted emails can often be recovered, even if they are erased intentionally. Metadata, such as email full
header information, time stamps, etc., can all be very useful in an investigation if the authenticity of an email is ever
brought into question. Email clients and servers are often full database applications, complete with document
sources, contact managers, time managers, calendars, and many other features, all of which might be accessed
forensically. Erasing or deleting an email does not necessarily mean that it is gone forever. Oftentimes, emails can
be forensically extracted even after deletion.

1.3 What is Digital Forensics Readiness?

Rowlingson defines digital forensic readiness as consisting of two objectives. The first objective is to maximize the
environment’s capability of collecting digital forensic information and the second objective is to minimize the cost
of a forensic investigation. Preparing any environment to be digital forensically ready, a mechanism will need to be
added to preserve, collect and validate the information contain in the environment. The information gathered from
the environment can then be used as part of a digital forensic investigation. ™!

1.4 Types of Email Forensics
Generally Email Forensics include two basic types of techniques:

1.4.1 Email Traffic Analysis:

Email Traffic analysis for Analyzing Email headers and identifying the modification, fabrication, interception, or
obfuscation kinds of cyber-attacks; and determining the sender and receiver information, also the geo-location and
trace-route path of email packets. All from analyzing raw email traffic packets. Traffic analysis generally focus on
capturing raw email packets from live traffic and analyzing that traffic log for traces of anomaly or condition based
rules for identifying traces of forgery.

1.4.2 Email Content Analysis:

this includes analyzing the full email message captured and re-compiled for forensic investigation for any
abnormality in the message content leading to issue with security of the network for email server, account
information, and other forms of compromise privacy information of the account holder and email and domain
server.

2. RELATED WORK

Author in paper [1] suggests a need for a unified forensics process methodology that promotes digital forensics
readiness for the analyzed content and further refinement of the collected data. Author in paper [12] suggests
following a forensics model for efficient evidence identification. Author in paper [11] discusses various types of
spam techniques and email viruses. Author in paper [2] suggests construction mechanism of the keywords
commonly used in header fields and its application to forensics analysis process. Author in paper [3] discusses
detecting the nonobvious artifacts related to email accounts, retrieving the data from the service provider, and
representing email in a well-structured format based on existing standards. Author in paper [8] suggests classifying
emails based on attributes based on similarity between them.

3. PROPOSED SYSTEM

The system methodology focuses on open-source based client-server application that performs data acquisition from
network server and sends imaged data to the web server which follows the identification, analysis and discovery of
malicious activity and sends a generated report of evidence to the network server if any abnormality is noticed in
email header traffic and/or email content analysis (anti-virus, spam check, phishing, etc.).
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3.1 Working

Fig [2]: Proposed System Working

Stage 1: Sniff Email Data Packets, Parsing in accordance with all attributes.

Stage 2: Generate a re-constructed copy of email messages, generate a raw image of email messages and send for
forensic analysis.

Stage 3: Receive the raw image, identify all attributes, and analyze all parameters for abnormality in email traffic.
Stage 4: Analyze all parameters for abnormality in email content and analyze if abnormality related email shape and
time constraints.

Stage 5: Discovery of evidence if malicious activity found and proof of evidence.

Stag 6: Generate and Send Report containing Evidence Information.

4. EXPERIMENTAL WORK

The implementation would require:

o A python script to sniff data packets

¢ A python script to parse data packets

o A python script to generate raw image email messages

o A python script to process the forensic investigation

In first step a sniffer is used to sniff, parse data packets and generate raw emails for forensic investigation process.
We can see here that the raw data packets are sniffed and parsed for various attributes.

{
“description* Date 1 6 to 12 hours after Recelved date"
"rule name": "DATE IN FUTURE 06 12",
"prs” 0
}
(
description® ADMINISTRATOR NOTICE: The query to URIBL was block See http://wiki. apach
o.org/spamassassin/DnsBlocklistss for more i1nformation [URIs villaresidenceandrea,.com)*™,
rule name” "URIBL BLOCKED",
pts™: ©
)
{
‘descraiption”;: “"HBL sonrps sender is an abussble web server [202.29 180,241 listed in dn
sbl.sorbs.net "™,
rule nama" "RCVD IN SORBS wER",
"pts": 0.6
),
{
description il No description avallable [202.29.180.,.24]1 listed in bb.barracudacent
ral.orgl",
rule namea' "RCVD _IN BRBL _LASTEXT™,
"ptes©: 1.6
',
{
description®: BOOY HTML included 1in message"
rule name' "HTML MESSAGE™,

Fig [3-1]: Parsed Email Sample
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"received": [

{
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"from": "host86-187-174-57,.range86-187.btcentralplus.com 86,187.174.57 :45321 helo=

"delay": 0,

"date utc": "2016-08-19T14:34:52",

"hop": 1,

“"date": "Fri, 19 Aug 2016 20:34:52 +0600",

"with": "esmtpa Exim 4.87 envelope-from <anabelgonzalofifanox.com> id 1bakrE-000291-

"by": "localhost.localdomain.com"

“from": "localhost.localdomain.com mail.revesoft.com 208.74.72.248",

"delay"”: 159287.0,

"date_utc": "2016-08-21710:49:39",
"hop": 2,

"date": "21 Aug 2016 10:49:39 -06008",
"with": "ESMTP via TCP",

"by": "mx@3.futurequest.net 69.5.6.174"

+

resourceNane’: "GoAXD.doce”,
“Character-Count-With-Spaces*; "6,
*Last-Author*: *1%,

“Character Count": "6,
“X-TIKA:oragResourcedans’: “GS4&KD.docn’.
“Page-Count*: "2,

*application-Version®: *16.0000",
*extended-properties:Teaplate”: "Normal.dets”,
*Author®: °*1°,

“publisher®: *“,

“mpeta:page-count*: "2°,

"epirevision": "2,

*petaiword-count*; “1°,
“extended-properties:Conpany”*: “*,
“dcicreator®: "1,

“decternsicrested”; "2017-05-16T12;44:00Z°,
*Last-Modified": “2017-05-16T12:44:002°,
“dcterns:nodified": “2017-05-16712:44:002°,
“Last-Save-Date”: "2017-05-16T12:44:002°,
“seta:character-count®: *6°,
"Line-Count*: *1*,

*peta:save-date”! “2017-05-16T12:44:002°,

“cpicontentStatus”: “Microsoft, XMLHTTPIDEAAdodD . st reaMIDEAshell . ApplicationIlEMNsCript , shell IDEAProcessIDEAGETIDEATeMPIDEAType I DEAopenIDEAVritel

DEAresponseBodyIDEAsavetofileIDEA\ \galaperidel . exe”,
“Application-Newe": "Microsoft Office Word®,
“Content-Length*: “S5473°,
*Content-Type*: “application/vnd,as-word. docusent .macroenabled 12,

“Content-Status”! “Microsoft.XMLHTTPIDEAAdedb, streaMIDEAshell , ApplicationIDEANscript, shell IDEAProcessIDEAGETIDEATeNPIDEATypeIDEAspenILEAVr 12 e IDE

AresponseBodyIDEAsavetofil eIDEA\\galaperidel  exe”,
*X-Parsed-By*: |
“org.apache.tika.parser. DefaultParser*,
“org.apache, t1ka,parser.microsoft ooxnl . 00XMParser*
I,
"creator®: °1°,
*petailast-author*: "1°,
“xwpTPg:NPages": “2",
*Revision-Number*: "2°,
“X-TIKA:parse_tise nillis®: °1407%,
"X-TIKA:enbedded_resource_path”: "/G54KD.docs",
“dc:publisher: **
}

Fig [3-2]: Parsed Email Sample
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5. RESULTS AND ANALYSIS

A possible solution for the stated problem constitutes of a SIEM like system that can perform monitoring of email
traffic as well as process and generate re-constructed email message that is forensically ready to investigate in order
to find any occurrence of malicious activity and also check the email content.

The below graph shows the results about the half an hour of time duration and the packet captured during this time

frame.

Dtimestamp per 30 minutes

Graph [1]: Time duration of the packets captured during the data sampling and analysis process.
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6. CONCLUSIONS

With emergence of new technology there is need to combine two different domains like Email header analysis and
Email Content Analysis for a better and more accurate analysis of malicious activity. With the combination of these
two domains we can get all the benefits of both the domains which are useful for a systematic collaborative open
source approach. Users will be able to detect many aspects of malicious activity like phishing, spamming, spoofing,
session hijacking, obfuscation, etc. and also along with necessary legal permissions be able to find out information
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about senders and receivers information, the geo-path of the email trace route, etc. This is very useful mechanism for
a small scale and medium scale enterprises because it is open source. This work will be extended for development of
a web-based open source application that provides the working functionality of the concept methodized here.
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