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ABSTRACT

Abstract - The methods for tracking a stolen laptop using GPS, GSM, Motion Sensors, and Cloud Services is
described in this proposed work. Unlike previous laptop tracking solutions on the market, the methodology
described in the study tracks the laptop even when it is turned off or not connected to the internet. With 10T, the
owner will be able to follow his or her stolen laptop the instant it makes a slight movement and will be able to
activate an alarm that will be incorporated into the laptop. The alarm will emit a noise that may be heard up to 10
meters away, making the thief reconsider carrying the laptop with him. Meanwhile, the owner will be able to track
the whereabouts of his or her stolen laptop using a mobile application put on his or her phone, which will
communicate with the laptop’s GPS and GSM modules via the cloud.
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1. INTRODUCTION

Taking India as an example, with a population of 1.3 billion people, around 10 million people own a laptop. It's
nearly impossible to envision someone living without a computer or laptop in today's environment. They've evolved
into electronic devices that people of all ages use practically every day, and they're now required in almost all
business transactions. Every laptop contains crucial data and information that is very valuable to its owner, and its
loss or theft can result in substantial financial loss. According to the National Crime Records Bureau, over 1.3 lac
laptops were stolen in 2016, and unexpectedly, the number is increasing. The recovery rate was as low as 8 percent.
It is the responsibility of police officers or the crime section to address such situations, but they are always
preoccupied with more serious crimes. The officials' task of tracking the laptop is difficult and time-consuming. As
a result, not all computers are tracked. If the laptop belongs to someone of importance or includes critical or crucial
data of national interest or national security, the crime department will try to hunt it down as necessary. As a result,
the common guy is the one who suffers in the end.

Laptops and all IT systems are extremely difficult to safeguard. Laptops are mobile and easily concealable, there is a
large market for selling the hardware, and several of them can be found in a single building. With laptops' improved
data storage capacities, the loss of even a single laptop might result in significant expenses to the enterprise. As a
result, even if a business has a huge number of computers, losing even one laptop may be unacceptable. Laptop theft
is especially dangerous in open-access organizations. Hospitals and universities, for example, admit hundreds of
individuals every day, indicating that 46 percent of data breaches occur in institutions open to the public: education,
health care, and government. In these conditions, laptops with critical medical or academic data become extremely
insecure. The issue that security professionals face is how to protect laptops in such open environments.

2. LITERATURE SURVEY

Taking India as an example, with a population of 1.3 billion people, around 10 million people own a laptop. It's
nearly impossible to envision someone living without a computer or laptop in today's environment. They've evolved
into electronic devices that people of all ages use practically every day, and they're now required in almost all
business transactions. Every laptop contains crucial data and information that is very valuable to its owner, and its
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loss or theft can result in substantial financial loss. According to the National Crime Records Bureau, over 1.3 lacs
of laptops were stolen in 2016, and unexpectedly, the number is increasing. The recovery rate was as low as 8
percent. It is the responsibility of police officers or the crime section to address such situations, but they are always
preoccupied with more serious crimes. The officials' task of tracking the laptop is difficult and time-consuming. As
a result, not all computers are tracked. If the laptop belongs to someone of importance or includes critical or crucial
data of national interest or national security, the crime department will try to hunt it down as necessary. As a result,
the common guy is the one who suffers in the end.

All IT systems and laptops are particularly hard to protect. Laptops are mobile and easily concealable, there is a big
market to sell the hardware and there can be many of them in a single building. With the increased data storage
capabilities of laptops, the loss of even a single laptop can induce dramatic costs to the organization. Thus, although
there can be a large number of laptops in an organization, losing even a single laptop may not be acceptable.
Organizations open to the public are particularly at risk from laptop theft. Hospitals and universities, for example,
accept hundreds of people that can wander on the premises every day pointing out that 46 percent of data breaches
occur in institutions open to the public: education, health care, and the government. Laptops containing sensitive
medical or academic data become highly vulnerable in these environments. The problem security professionals face
is how to protect laptops in such open organizations.

In recent decades, urban populations have continuously increased by a rate that is greater than half a billion
inhabitants per decennial on a worldwide basis [6]. This continuously growing urbanism has boosted the growth of
various problems, which deteriorate the quality of living in civilian settlements. The collection of data is a necessary
procedure in the context of smart cities to gather information regarding various parameters that are related to all
aspects of human activity. Additionally, the data collected have to be processed and transmitted over various
distances. Modern technological advances have enabled the inexpensive massive fabrication of wireless sensor
nodes that, despite their fairly small dimensions, have remarkable sensing, processing, and communication
capabilities. This is the reason why wireless sensor networks (WSNSs) and IoT, which have a continuously growing
range of applications [11-13], are generally considered to be technologies that, when combined with the application
of appropriate algorithms, are ideally suited to be deployed in the framework of smart cities [14—16].

3. SYSTEM ARCHITECTURE
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Figure 1 - System Architecture

Unlike previous laptop tracking solutions on the market, the methodology described in the study tracks the laptop
even when it is turned off or not connected to the internet. With 10T, the owner will be able to follow his or her
stolen laptop the instant it makes a slight movement and will be able to activate an alarm that will be incorporated
into the laptop. The alarm will emit a noise that may be heard up to 10 meters away, making the thief reconsider
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carrying the laptop with him. Meanwhile, the owner will be able to track the whereabouts of his or her stolen laptop
using a mobile application put on his or her phone, which will communicate with the laptop's GPS and GSM
modules via the cloud.

4. RESULTS

Figure 2 - Hardware setup
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Figure 3 - Application

5. CONCLUSIONS

Laptops are always an important asset for its owner. It contains vital data and information about its owner. It
becomes a huge problem for the owner if his or her laptop gets stolen. Laptop tracking techniques present in the
current market are inefficient and not worth the money since they only can track the laptop if it is switched on and is
connected to the internet. The methodology mentioned in the paper is an efficient way to track the laptop since it
notifies the owner the moment anyone fiddles with the laptop. Also, the laptop will be continuously tracked even if
it is switched off.
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