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ABSTRACT

With the growth of wireless technologies in sectors like the military, aviation, etc, there is a need to determine the
authenticity of a genuine user. The location-based authentication is a quite new direction in the information
security. The direction gains in importance nowadays due to mobile devices coming to wireless network
environment. Authentication is accepting proof of identity given by a credible person who has evidence on the said
identity or on the originator and the object under assessment as his artifact respectively. Traditional authentication
technique generally requires an id and password to verify the identity of user. By nature, user is looking for a
password that is easy to remember and secured from any attack. However, remembering many complicated
passwords, especially when user has different accounts, is not an easy task. Earlier two factor authentication
technique is common in use. In the two factor authentication individual can be identified by his user name and
password. If username and password is matched then process of authentication is done and user can access the
data. But in this technique anyone can hack password and access information.
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1. NETWORK SECURITY

Networks are computer networks, both public and private, that are used every day to conduct transactions and
communications among businesses, government agencies and individuals. Networks are comprised of “nodes”,
which are “client” terminals (individual user Personal Computers), and one or more “servers” and/or “host”
computers.

They are linked by communication systems, some of which might be private, such as within a company and others
which might be open to public access. The obvious example of a network system that is open to public access is the
Internet, but many private networks also utilize publicly-accessible communications.

Today, most companies' host computers can be accessed by their employees whether in their office over a private
communications network or from their homes or hotel rooms, while on the road through normal telephone lines.
Network security involves all activities that organizations, enterprises and institutions undertake to protect the value
and ongoing usability of assets and the integrity and continuity of operations. An effective network security strategy
requires identifying threats and then choosing the most effective set of tools to combat them [1-4].

2. LITTERATUE SURVEY

Renaud et al. [30] make comparison how users responded to traditional text challenge questions and picture-based
challenges for both name-based and location-based questions. Where the location-based questions were often
answered incorrectly in both cases, due to the fact that users were needed to enter a text city and country name,
which lead them to a incorrect inputs by users. In GeoPass, users may input text in the search bar, but if the text is
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not proper then they will receive instant feedback as the map they are shown would be different than what they
intended to search for. And also, when users give’s input text into the search bar, they are presented with a drop-
down list from which they choose their intended search term [31-41]. While entering a location password in
GeoPass is more time consuming than typing a text name, its design aids the usability of correctly entering exact
locations. Authentication through a digital map can be seen as a type of graphical password.

Denning and Macdorman [42] were among the first authors to perform research studies about location-based
authentication and to highlight its importance for improving network security. In a virtual environment where
physical borders are blurred, location determination during authentication can be helpful in many scenarios e.g.
remote access to critical systems, authenticating financial transactions, enforcing export controls on software and so
on. They describe a technology by the International Series Research in USA, called CyberLocator, which is used to
achieve location-based authentication by using what is called a location signature. A client that wants to access a
protected resource is challenged to provide a location signature, which is then verified by the server. The server does
this by also computing its own location and comparing it to the one provided by the client.

Since the location signature is unique for each location at any given time, this information cannot be spoofed or
replayed later. However, in order to achieve this, CyberLocator needs its clients to possess a special kind of GPS
sensor that is different to the ones that are commercially available [43-56].

YounSun et al. [57] propose a location—aware access control mechanism (LAAC) based on a WLAN infrastructure
of wireless access points and wireless mobile devices, such as PDAs and wireless laptops. Access is granted to a
device located inside a region formed by overlapping coverage of multiple access points. Each access point
periodically broadcasts a random nonce which is captured and used by the device to generate a location key.

Devices outside the range of the access points won’t be able to receive these random nonces and consequently won’t
be able to derive valid location IDs. In this way access is granted only within specific locations.

Bao [58] proposes similar mechanism using wireless access points. His system is known as LENA (Location
Enforced Network Access). LENA has two schemes, one known as LENA-SK (LENA using Security Keys) uses
Diffie-Helman key exchange protocol to authenticate user location, authorize network access, and distribute a key
for data encryption. The other scheme, LENA-PAP (LENA using Personal AP Protocol) uses mobility management
protocol to ensure authenticity of location claims. These mechanisms are designed specifically for controlling access
to wireless networks.

Jansen and Kolorev [59] designed a location—based authentication mechanism that involves policy beacons and
mobile devices. These policy beacons broadcast and communicate location data to mobile devices using Bluetooth.
Mobile devices determine their proximity to beacons and calculate their location relative to them. Based on this
location certain functionalities in the mobile devices are enabled or disabled accordingly. Policy beacons establish a
perimeter with a distinct organization policy. Devices within this perimeter inherit this policy. Their setup, however,
focuses only on controlling the use of mobile devices, especially in an environment such as in an organization and it
requires a significant costly infrastructure setup and synchronization of policy beacons [60-65].

Takamizawa and Kaijiri [66-68] proposed and designed an authentication method using location information
obtained from mobile telephones that is suitable in web-based education applications. A student who wants to login
into the web-based application, in addition to using username and passwords, has also to provide his/her location
through a mobile telephone in order to prove the authenticity. In their method, location from a mobile phone is
determined using GPS. For that, mobile phone must be equipped with a GPS receiver and a clear view of the sky is
needed for the process to work. QR codes are also used for web applications to prompt the mobile phone for the
location. The user has to scan the code from the screen using his/her mobile phone and therefore a phone needs a
camera. In addition, the authors did not pay attention to security threats and vulnerabilities for their location—based
authentication method and as such the mechanism may be susceptible to trivial attacks. For example, the location
could be easily spoofed or modified [69-70]. Ardagna et al. [71] analyzed how location information can be used to
strengthen access control mechanisms by adding features for defining and enforcing location—based policies. They
proposed design of a Location—based Access Control (LBAC) architecture and provided an extension to the
XAMCL policy language (introduced by the Open Geospatial Consortium — OGC) for defining and describing
geographic location coordinates. This extension is known as GEOXAMCL. They showed examples of how this can
be used to express access control rules that can be used in a typical application.
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3. CONCLUSION

Some of the existing solutions have been focused on designing and constructing general conceptual security models
for these kinds of mechanisms. Some have demonstrated and justified the use of location in improving existing
security mechanisms. Despite the security features that they offer, most of these solutions however have suffered
from problems such as practicality, usability, reliability and cost. In addition since the location signature depends on
GPS, the mechanism suffers a lot of reliability issues especially indoors or in places where there is no clear view of
the sky. Others have proposed protocols, which however apply only to specific scenarios or require specific devices.
A general and flexible approach that can be applied in different situations is still lacking
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