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ABSTRACT  

 Nowadays every platform have cloud storage like Google, Apple, Amazon  and Any other data Most of them 

are store the data to the cloud. So the storing data on third party’s system causes serious concern on data 

confidentiality. To improve and provide the cloud security we are using the various cryptography algorithms. 

Secure data forwarding in cloud using the RSA algorithm is the one way to securely forward your data. Using 

RSA user encrypt the file and store to cloud using the public key and other who wants to access the file they 

enter the private key and decrypt it. This is the traditional technique for data fo rwarding, but for the more 

security they introduce re-encryption concept. In which your will be encrypted twice. 

Keywords—Cloud Storage; Secure Data;Data Confidentiality ;RSA algorithm; Re-Encryption.  

I.  INTRO DUCTIO N  

A cloud is the platform for storing the data. It is the place where we can share the any types of the data like 

documents, databases, media, personal data, etc...But, we must have to provide security for the data.  There are 

multiple ways to provide the security. And we have to choose best of them. Cryptography is the one of the 

effective way to provide the security to any type of data. 

There are two types of cryptography algorithms Symmetric key and Asymmetric algorithms which are very 

useful to provide tight security.. The symmetric algorithm contains AES, DES, and Blowfish. The Symmetric 

algorithm is fast and suitable for large amount of data but problem with the symmetric algorithm is key sharing. 

The key sharing process is the most effective because there is the fear of key theft and losing the data. So we have 

to be very careful at a time of key sharing. 

In asymmetric algorithm we have two types of key one is Public key and other is the Private Key. The public 

key is use to encrypt data and the private key is use to decrypt data. Both public key and private keys are 

mathematically related to each other. Only associated private key can decrypt data. Both keys are unique. 

Asymmetric algorithms are like Diffie-Hellman, DSA, El-Gamal, RSA, etc… These Algorithms are used to 

provide high level security and do not require any initial key exchange between sender and receiver. These types 

of algorithms are used to open network. In Real time of applications both types of algorithms are used to provide 

tight better security.   

Objective 

The lack of strong security control of user´s private information that led theft the information from stored in 

the device. Save information is not in secure encrypted media. The Data robustness is a major requirement for 

storage systems. The re-encryption scheme secures the data. The RSA is best encryption algorithm for securing 

the data. The results show that RSA is secure algorithm for the Encrypt the data.  

 

II.  CLO UD STO RAGE OVERVIEW AND BACKGRO UND 

Here the overview of the cloud storage and background of it. 

A. Cloud Storage Overview and Background 

Cloud is platform of on demand network access of computer resources like networks, servers, applications, 

services, and storage. Cloud is increase the running capacity of device because of minimal load on the device 

and after once upload on cloud it is accessible anywhere. Cloud is allowing using applications on internet, and 
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that store and protecting your data while providing the services, for example e -mailing. It also provides the 

storage for business, personal data, etc… 

 Cloud is on-demand deployment, internet services, and open source platform. Cloud is using the virtual 

servers to store the data. The virtualization allows them to fast and easily update the user’s activities. 

 

 

         

        

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  Fig 1: Cloud Computing Architecture  

 

   There are three types of infrastructure models Public, Private, and Hybrid cloud. Public cloud runs by third 

parties like Google, and applications are use by the different customers. Private Cloud is built for the private use 

of one person, providing the most control over data, security, and requirement of users. Private cloud are built 

by own companies. Hybrid Cloud is combination of private and public cloud. 

B. Architecture Layers of Cloud 

There are three Layers in cloud first is Software as a service, second is Platform as a Service and third is 

Infrastructure as a Service. 

Software as a Service (Saas): Saas is the feature a complete application service on demand. One instance run 

cloud and services multiple end users as client companies.  

Platform as a Service (Paas): Paas provide service that is used to build high level service. There are two 

possibility in Paas one of that produce Paas and other one is using the service. Paas provides every phase of 

software development process, like maintaining, testing, developing, etc… 

 

 

Fig 2:Architecture Layers of Cloud 

Infrastructure as a service (Iaas): Iaas is the basic storage standardized services over the network. It offers 

more storage space to users. 

C. Issues in Cloud 

Here are several issues of cloud platform: 

Layer1 
• Software as A Service 

Layer2 
• Platform as A Service 

Layer3 
• Infrastructure as A Service 
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 Cost There are different-different cost of the public cloud and private cloud.   

 

 Speed The cloud gives you more flexibility to control the speed of your device. But sometimes it takes much 

time to upload or retrieve data. 

 
 Security The cross Cloud communication is performed over the public Internet so there is fear of data theft and 

hacking of the personal information. If any business data then any attack can destroy the data so we have to 

overcome these issue.  

 

 D. Solution over Issues on Cloud 

 

  Different Encryption techniques are there for issues in cloud. The encryption of the data is the secure way to 

the protect data. But sometimes it is not efficient. There is re-encryption method for more security till now 

method is only at server side, so there is possible way that we can implement it on client side. For the more 

security we can track data and do the time analysis for the any type of data. For speed we go through time 

analysis we can track the speed and time for the same size of the file. The time analysis of the uploading and 

downloading will be track by the time analysis function. We can combine the cryptography with the time analysis 

function so our two motives will be solving in the one implementation. We can use the cryptography for provide 

the security, data robustness and data confidentiality. 

III. SECURE DATA FO RWARDING 

In the Cloud we are sharing the data among each other but from where we are share the data and from where we 

are retriving. Also do not know that it is secure or not for that reason we rrequire data security at the time of 

forwardd the data. There differenr secure ways to protect data.one of the most effiecient way is cryptography. 

So we have to encrypt the data.There are following steps to forward the data.  

Updating  Data which is to be updated from the anuser which is encrypted and then save to the server, and other 

user who wants retrieve the data then have to decrypt it with key and then he/she can use it.  

Forwarding  Data Forwarding is the process of forward the data  from one user to other user using cloud.So the 

sender encrypt with the public key and receiver decrypt with private key and get the data.  

Retrieving   Data retrieval has two retrievals one for the sender and one for the receiver. If sender wants to get 

the data then the encrypted data is retrieved from the data servers before it is decoded and then sent to the sender 

there each decoded encrypted parts are decrypted by using the secret key of the sender which is requested from 

the key servers and then combined for the complete data.  

Deleting Data deleting could be done using key entering, If user wants to delete data from the source then 

he/she have enter the key. Anyone can not directly perform delete performance. The user can use the same key 

as encryption to delete the data from the server. 

These four steps are known as the data forwarding from one user to another.These data forwarding is 

implemented with the RSA algorithm. 

IV.  RE-ENCRYPTIO N 

 

The encryption scheme supports encoding operations over encrypted messages and     forwarding operations 

over encrypted and encoded messages. The tight integration of encoding, encryption, and forwarding makes the 

storage system efficiently meet the requirements of data robustness, data confiden tiality, and data forwarding. 

The process of Re-Encryption increases the security while storing the data in the cloud environment. These high 

level security mechanisms reduce the security breach while storing the files  in the cloud environment. This 

security mechanism provides  the secure transaction of files between users and the Cloud Environment. The RSA 

algorithm is use for encryption .we can use it for re-encryption technique. Normal RSA encryption is done with 

1024 bits. If we want to re-Encryption then we have to use 2048 bits RSA algorithm is the most secure 

algorithm which provide high level security, otherwise we can also use AES algorithm for the re-encryption.
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V.  PRO PO SED WO RK 

The RSA is the public key asymmetric cryptographic algorithm, which was found by Ron Rivest, Adi Samir and 

Len Adleman in 1977. RSA algorithm is used for encrypt the data to provide security.

 
Fig. 3: Basic RSA Algorithm 

In RSA algorithm there are two keys first is private key and second is public key. The public ke y is use for 

Encrypt the data. The public key is same for all users and the private key is used for the decrypt the data. Private 

Key is only with users, who want to decrypt the data, There are two scenario for the implementation The first is 

data encrypted with the normal RSA algorithm like describe in [1].And the second step is encrypt the data at 

time of uploading on server. This process is  done at the client-side. This is new approch to secure the data at 

client-side. 

A. Key Generation 

A Key Generation: KeyGen(p, q) 

Input:  

1. Take two large primes – p, q 

2. Compute n = p *q 

 3. Compute φ (n) = (p - 1)*(q – 1) 

4. Select the public exponent e ε {1, 2… ,φ (n)-1} such that gcd(e, φ (n) ) = 1 

5. Compute the private key d such that d * e ≡ 1 mod φ (n)  

Key: Public key = (e, n), Private Key= (d, n) 

A. Encryption 

C = M 
e
 mod n // where C is the Encoded text and M is the Decoded text. 

B. Decryption 

M = C 
d

 mod n   //where C is the Encoded text and M is the Decoded text. 

VI. IMPLEMENTATIO N  

 

To RSA algorithm there are three steps. And for the re-encryption repeat the process. But this process is done in 

two scenarios as mention in proposed work. And the cloud server setup is done with access key for the cloud 

server. 

A. RSA algorithm for key generation 

• Input: none 

• Computation: 

1. Select two prime integer’s p, q 

2. Compute integers n = p * q and v = (p-1) * (q-1) 

3. Select small odd integer k so gcd (k, v) =1 

4. Compute integer d such that (d*k) %v= 1 

• Output: n, k, and d 

B. RSA algorithm for encryption 

• Input: integer’s k, n, m //m as plaintext message 

• Computation: 

1.  Let C as cipher text C = (m 
k
)%n 

• Output: integer C - encrypted message 

C. RSA algorithm for decryption 

• Input: integers d, n, C // C as cipher text • Computation: 

1. Let D as decrypted cipher text D = (C
d

)%n 

• Output: integer D - Decrypted message 

D. Re-Encryption 
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As mention above the re-encryption is the process of encrypts data twice. Previous encryption algorithm 

provides the limited protection and because of that there is fear of data theft, data lost at the time of upload or 

download. Due to this it’s easy to access the data from server. So we need more security for the data. The re -

encryption of the algorithm is done two ways. First is the re-encrypt the key and second is re-encrypt the data. 

The Re-Encryption of the data is done at time of uploading on server. And will do at time of download and 

again through previous algorithm.  

Cloud Server Amazon S3 Connection The cloud server connection with server is done also with java. All the 

data of web application will be store on could server. 

1. Create the console account in aws.amazon.com 

2. Select the type of Users and accept the policies of amazon web services. 

3. Install the AWS SDK to IDE and accept polices. 

4. Create the security credentials and get the “access key” and “access id”. 

5. In S3 create new Bucket and in bucket create Object.  

This is the process to connect the amazon web services. After that we have again implementation RSA 

algorithm and encrypt file at upload time and then upload to server the reverse process for decryption and in 

case of that we have to decrypt the file. 

 

VII. RESULTS  & ANALYSIS  

 For the RSA algorithm time is performance factor which shows the performance of the RSA algorithm. 

The time analysis of the RSA algorithm for Encryption and decryption of file is done according to size of file. 

This will show that RSA taking more time for decryption and less time for encryption. And according to file 

size different time limit is taken for encryption and the decryption. Same for the re-encryption process to test the 

time factor for the performance analysis. 

Table: 1 RSA Performance Analysis 

Sr.no File Size in 

(KB) 

Encryption 

Time(sec) 

Decryption 

Time(sec) 

1 5 0.64 0.97 

2 10 1.02 1.20 

3 15 1.34 1.44 

4 20 1.46 1.60 

5 25 1.61 1.83 

6 30 1.72 1.94 

7 35 1.89 2.01 

 

 Graphical Representation of Results  

1. Encryption 

 
Fig: 4 Encryption Time for RSA Algorithm 

2. Decryption 
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Fig: 5 Decryption Time for RSA Algorithm 

 

                 

            Conclusion 

The data forwarding from one user to another user by traditional encryption way cause the data confidentiality 

problem it’s better to consider the re-encryption scheme to forward and retrieve data because this is very secure 

way to communication. It will be propose a new re-encryption scheme and integrate it with a mobile platform 

using RSA algorithm because till now it’s most secure asymmetric algorithm which is widely used over internet 

for security purpose. The encryption scheme supports encoding operations over encrypted messages and 

forwarding operations over encrypted and encoded messages. To provide better data robustness and data 

confidentiality use the re-encryption system rather than general encryption. It will secure your cloud data. And 

secure data forwarding will give you less traffic at process of the uploading and retrieving  
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