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ABSTRACT 

In today's world,  leading IT giants are encouraging and approaching toward cloud storage like Google, 

Microsoft, Apple, Amazon  and other similar companies are offering data storage in cloud for end users. We 

know that storing the data on third party’s system causes serious concern on data confidentiality. To enhance 

and provide the cloud security, various cryptography algorithms are used. Secure data forwarding in cloud 

using AES(Advanced Encryption Standard) algorithm is one of the safest way to securely forward the data. AES 

encryption and decryption is highly secured and fastest technique. Client side encryption is an  effective 

approach to provide security to data  before forwarding it on a cloud storage. This is the traditional technique 

for data forwarding, now to take security to next level, re-encryption concept is introduced, in which data will 

be encrypted twice. 
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I.  INTRO DUCTIO N  

Cloud is remote virtual place where we can store and share any type of data like documents, databases, media, 

personal file, etc...Though, we ought to provide essential security for the data. There are multiple ways to provide 
the security and we shall choose best among them. Cryptography is the one of the effective way to provide the 

security to any type of data. The cryptography algorithms are categorized into two types , which are very useful to 
provide robust security. Symmetric key algorithms and Asymmetric algorithms.  

In asymmetric algorithm we have two types of key one is Public key and other is the Private Key. The public 
key is used to encrypt data and the private key is use to decrypt data. Both public key and private keys are related 

to each other. Only associated private key can decrypt data. Both keys are unique. Asymmetric algorithms are like 

Diffie Hellman, DSA, El-Gamal, RSA, etc… These Algorithms are used to provide high level security and do not 
require any initial key exchange between sender and receiver. These types of algorithms are used to open 

network. 

The symmetric algorithm contains AES, DES, and Blowfish. In symmetric key cryptography every user have 

own secret key. Only one secret key is used for encryption as well as decryption.The Symmetric algorithm is fast 
and suitable for large amount of data but problem with the symmetric algorithm is key sharing. The key sharing 

process is the most effective because there is the fear of key theft and loosing the data. So we ha ve to be very 

careful at a time of key sharing. AES is a block cipher algorithm which has 3 fixed 128-bit block with three keys 
i.e. 128-bits,192-bits 1nd 256-bits. The maximum block size is 256-bits. And It encrypts data blocks of 128 bits in 

10, 12 and 14 round depending on the key size. In Real time applications, both types of algorithms are used to 
provide as per the security requirements.   

Objective 

The lack of strong security control of user´s private information that leads to malicious attack, which 

compromises  the information from stored in the device. The Data security and robustness is a major requirement 
for storage systems and to do so, we are going to introduce re-encryption method. The AES is best encryption 

algorithm for securing the data and we will use the same for re-encryption.  

 

II.  CLO UD STO RAGE OVERVIEW AND BACKGRO UND 

Here is the overview of the cloud storage and background associated. 
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1.Cloud Storage Overview and Background 

Cloud computing is divided into two parts: The first part is known as front-end and the other one is back-end. 

Both  are connected to each other via Internet. The front-end includes the client system. System application is 

required to retrieve the cloud computing data. The back-end part consists  several computer systems, server 

nodes and data storage systems that develops  the cloud of the computing service. The central server’s task is to 

administrate the system, monitor the trace and meet client demands to ensure that everything runs smoothly. It 

follows a different set of rules known as protocol and uses a special type of software which is called as 

middleware. The Middleware facilitates communication between the network computers to collaborate with one 

another.  

 Cloud computing is a rapidly growing computing model all over the world. In cloud computing, 

resources of the computing communications are provided as services over the Internet. Storing data into the 

cloud offers great help to users since they do not need to worry about the complexities of hardware 

management. 

 

 
        

Fig 1: Cloud Computing Architecture 

There are three types of cloud deployment models as Public, Private, and Hybrid cloud. Public cloud runs by 

third parties, it is available to end users  and large industries. This type of cloud is developed for selling cloud 

services.  Private Cloud is a cloud which is build for a particular organization. It provides the most control over 

the data security. Hybrid Cloud is combination of above two. 

2. Architecture Layers of Cloud 

The cloud architecture is divided into three layers.  The first is Software as a service, second is Platform as  a 

Service and the last is Infrastructure as a Service. 

Software as a Service (Saas): It is a distributed model in which application are installed by the vendor or cloud 

provider and it is made available for end users over Internet. 

Platform as a Service (Paas): It is a platform environment that allows developers to develop, run and manage 

Web applications without the complexity of building and maintaining the infrastructure e.g. Google play store. 

 

Fig 2:Architecture Layers of Cloud 
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Infrastructure as a service (Iaas) : IaaS provides the underlying operating systems, networking,  security, and 

servers for developing such applications, services, and for deploying development tools, databases, etc. 

3.  Issues in Cloud 

Here are the major concerns of cloud platform: 

 Cost: The cost of cloud is higher than the traditional storage system. 

 Speed:  The cloud provides more flexibility to control the speed of your device though sometimes it takes much 

time to upload or retrieve data (due to variation in speed). 

 Security: The cross Cloud communication is performed over the public Internet so there is a fear of data theft 

and hacking of the personal information. Any vulnerable attack can destroy the data, so these issues must be 

overcome.  

4. Solution over Issues on Cloud 

  There are different techniques used to resolve these issues . Secure way to protect the data is encryption 

method. However, sometimes that is not good enough. We need thrive for more security. So re-encryption 

method is being used to get maximum level of security , Currently it is being used at only server side, so 
implementing it on client side has a bright future. In order to get more security, tracking the date and time 

analysis of any date can be useful. To overcome the issue of speed, we take a look at time analysis, speed and 
time for the same size of the file can be tracked. Time analysis function will track the uploading and 

downloading. So our two objectives can be compiled into one motive by combining cryptography with the time 
analysis function. Cryptography is used to provide security, data robustness and data confidentiality.  

III. SECUREE DATA FORWARDING 

Different types of data are being shared over the network from one end to another. We are not concerned about 
the security of the data while sending or retrieving it from the cloud . While retrieving the data we are not sure 

about the security of the data that if it is being compromised or not. For the reason being, it is required to make 
sure that at the time of data forwarding, it is secured. Most efficient way to protect the data is cryptography . 

Following are the steps to forward the data. 

Forwarding: Data Forwarding is the process of transmitting the data  from one user to the other  using cloud. 

The data is encrypted with the key and to decrypt it , one has to use the same key which was used at the time of 

encryption of the data. 

 Retrieving :  Retrieval can be done in two ways. One for the sender and the other is  for the receiver. If sender 

wants to get the data then the encrypted data is retrieved from the data servers before it is decoded and then sent 
to the  

Updating: After updating the data, user has to encrypt before saving it on the server. If any other user wants 
retrieve the data, then he/she has to decrypt it with the same encrypted key. The each part or block of the data is 

encrypted or decrypted using the same key. If you do not enter the key at a time of updating the data, then the 
alteration can't be saved. 

Deleting: If a user wants to perform deletion operation on a data in cloud, then he/she has to enter the 

encryption key.  One can not delete any data from a cloud without the encryption key.  

 

IV. RE-ENCRYPTIO N 

The encryption technique improves the security of data. We can use different type of algorithm to encrypt the 

data or encode a message. After doing so we can safely forward it over a network. The tight integration of 

encoding, encryption, and forwarding makes the storage system efficiently meet the requirements of data 

robustness, data confidentiality, and data forwarding. The process of Re-Encryption increases the security while 

storing the data in the cloud environment. These high level security mechanisms reduce the security breach 

while storing the files in the cloud environment. This security mechanism provides  the secure transaction of files 

between users and the Cloud Environment. The AES encryption algorithm is widely used for the data 

communication and it is most secure algorithm that exists. Normal AES encryption has variable key length of 

128, 192, or 256 bits; default 256, while the round operations are 10, 12 and 14 respectively. We can use any 

length of key to perform re-encryption which is nothing but the encryption of encrypted data. We can also use 

RSA algorithm for the re-encryption as well. 
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AES Algorithm: 

 

1. Key expansion – from rijandael’s key schedules derives round key from its ciphers.  

2. Intial round –  

 a. Add round key – by using bitwise XOR combine each bit with round key.  

3. Rounds –  

 a. Sub bytes – each byte is replaced with another using a look up table as a non linear substitution.  

 b. Shift rows – each row is shifted cyclically to a number of times called transposition.  

 c. Mix columns – combines four bytes in each column.  

 d. Add round key  

4. Final round –  

 a. Sub bytes  

 b. Shift rows  

 c. Add round key  

V. CLOUD SERVER AMAZON S3 CONNECTION 

 

We will use the eclipse mars along with java language to develop a web application through which we will get 

the access to the our Amazon console account and data will be stored on cloud server. 

Following are the steps: 

1. Create the console account in aws.amazon.com 

2. Select the type of Users and accept the policies of Amazon web Services. 

3. Install the AWS SDK to IDE and accept polices. 

4.Generate the security credentials to get the “access key” and “access id”. Generate the security credentials to 

get the “AWSAccessKeyId” and “AWSSecreteKey” 

5. We will create bucket in S3 followed by object creation in the bucket . This is the process to connect the 

Amazon web services. After that we can use the services and storage of the Amazon web server. We can store 

data in bucket and perform operation any operation on it  and we can also provide server side encryption. 

 

VI. Performance Analysis of AES 

 

Now we will see the encryption time analysis as well as decryption time analysis by uploading a file.  Here file 

size will be in kb and the time will be in second. 

  

 
From the above graph, we can say that the algorithm is taking 0.24 second to encrypt a file size of 35 kb. 
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From the above graph, we can say that the algorithm is taking 0.42 second to decrypt a file size of 35 kb. So we 

can say that the decryption time is almost double then the encryption time. 

 

 Conclusion And Future work 

          We have presented an approach by which we can provide more security to our file or data so that we can 
achieve confidentiality. With this method, client can provide better security to data which is not present in 

existing public cloud system. To achieve the data confidentiality, we have suggested client side re - encryption and 
re-decryption technique using single secret key. We can store our file on a public cloud (Amazon S3) in 

encrypted format and after that we can also encrypt the encrypted data using AES algorithm. So that way we 
explored AES re-encryption and re- decryption scheme to make cloud users data secured and also guarantee the 

data privacy in the cloud. 

 The future research should address the development of a framework through which the data or any type of file 
will be re-encrypt before storing it on a public cloud. So the trust on " third party" issue can be resolved at most. 
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