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Abstract

                      A protection  breach could also be hazard to nationwide personal records or the non-public 

records of a business or a person. The utmost renowned type of password used for cover function is Text-based. 

However, those passwords could also be without difficulty broken and one might also lose his/her personal 

records to the wrong hands. With the upward thrust in cyber-crime, hacker, protection threats related to login 

& accesses have mature to be a primary concern. Also, exploitation unwed protection authentication is not 

enough adequate to maintain you blanketed from cyber threats. In spite of severe endeavour’s taken today 

nonetheless protection risks could also be visible all around the place. Also, from the beginning, we’re using 

merely unwed degree mystery key validation factors, that isn’t adequate to offer  a lot of protection. To be safer 

we have a tendency to will believe 3 level arcanum authentication. In these studies, painting, three degree 

arcanum authentication is proposed and prompt experimental results. From the top result analysis , its miles 

discovered that the three degree authentication offers a dependable protection degree in assessment to the 

current mechanism. 

Keyword: Authentication, text based authentication, OTP based authentication, Password, security, Three level 

password. 
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 I INTRODUCTION

                           The project is associate in nursing authentication system that solely allows users to access the 

system if they need entered the proper parole. The project includes three levels of user authentication. There 

square measure a variety of parole systems, several of that have failed because of larva attacks. Whereas some 

have pushed them to their limits. In short, the majority passwords available these days may be cracked to some 

extent. Therefore, this project aims to attain most security in user authentication. Contains 3 logins that have 3 

differing types of parole systems. The difficulty of the parole will increase  with every level. Users should  enter 

the proper parole to log in with success. Users have the proper to line passwords as they need. The project 

includes text passwords, i.e., passphrase, associate in nursing  image-based parole, and a graphic-based password. 

for all 3 levels. That way there would be negligible probabilities of the larva or anyone else cracking the 

passwords, though key  crack the primary or second level it be not possible to crack the third. Therefore, once 

developing the technology, the stress was on the employment of innovative and non-traditional strategies. Most of 

the widely used text-based password systems square measure unfriendly for several users, thus within the case of 

three-level passwords, we have a tendency to try and produce a straightforward user interface and supply users 

with maximum amount convenience as doable in password resolution.                                             

  

II. LITERATURE SURVEY 

 

                            In associate degree analysis product, tolling observe and technologies are unknit presented. 

doubtless development and improvement are unit reviewed, along with potential to totally different intelligent 

transportation system.  

1. IEEE Xplore, three level watchword Authentication System. This paper counsel the employment of every 

hardware token (smart-card) and thus the software token (HOTP that’s system generated). These 2 tokens are 

unit used as separate levels of authentication to form positive the safety  to user profile.  

 

2. Implementation of Security System exploitation 3- Level Authentication This paper can be distinctive 

associate degree an mystic study of exploitation pattern as watchword and implementation of secured system, 

using three levels of security-(Text watchword, Pattern-Lock, and One-Time machine driven generated 

password).  

 

3. IEEE Xplore , 4, April 2014 , 3-Level watchword  Authentication System. They planned a multifactor 

authentication theme that mixes the benefits of the current authentication schemes and thereby, overcomes the 

pitfalls of the presently used authentication schemes. 

 

4. In 2018 Aparna M and Anjusree CM projected “Three level security system exploitation Image primarily 

based Authentication”. This paper introduces OTP (one time watchword) construct password as their third 

level. They suggested exploitation image selection Authentication wherever user will choose explicit image 

from given choices as second level. Author has projected a special kinds of  Authentication system, that area 

unit secured extremely. 

 

5. In June, 2020 Rahul Chourasia projected “Three level watchword authentication system”. This paper 

projected a mercantilism approach for matter content passwords. They suggested dynamical  textual content 

passwords with the help of exploitation graphical passwords, that makes straightforward to remember and 

fewer troublesome for humans to use. In addition, the graphical word is bigger security. 

 

6. In December, 2022 Gauri Sankar Mishra, Pradeep Kumar Mishra and Parmanand proposed “User 

Authentication: A 3 level password Authentication Mechanism”. This paper relies on Users Authentication for 

Verification and Validation methodology. They proposed a technique wherever system verifies user if he or 

she claim to be by exploitation 3 level password verification 
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III. SYSTEM ARCHTECTURE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                 Fig. working diagram 

 

A  Registration 

User ought to login 1
st
  and want to fill details in registration type.  

B    Password Set-up  

1) Whereas registering, the user has to fill all three-level password as per their need 

 

2) Following are the 3 levels for password set-up.  

a) First Level: The primary level may be traditional  text-based password system.  

b) Second Level: The second level is associate image-based password.  

c) Third Level: The third level is the OTP -based authentication. 

C. Login  

After registration users will login and check all the 3 security levels and want to recollect all three 

security levels for login in future. 

Authentication  

As the users can begin coming into the password for 1
st
 level then after verification of 1

st
 level it goes to 

second level and equality, the second level and third level. 

 

IV. RELATED WORK 

The main objective of 3-level security system may be a distinctive associate in nursing an abstruse study of 

victimization picture as countersign that helps to convey  extreme secure to the system , so we tend to square 

measure using three  level of security.  

1. Text authentication (Level 1) 

2. Image authentication (Level 2) 

3. OTP authentication (Level 3) 

TEXT AUTHENTICATION 

USER user 

Text based 

authentication 

image based 

authentication 

OTP based 

authentication 

login to system 
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Figure 1. text based authentication 

Password are used with computers since the earliest time of computing 1961. It had a LOGIN command that 

request a user parole. When typewriting parole. The system turns off the printing mechanism, if doable, in 

order that the user might sort in his parole with privacy. To log in, the user is asked to sort the password that 

already given whereas making  login. Therefore, security at LEVEL1 is ensured by use of text parole  they are 

allowed to possess special character that could be a  usual approach with traditional login theme. 

 

Image authentication  

 

 
Figure 2. Imaged -based authentication 

 

Image primarily  based authentication was developed as another click based graphical parole theme wherever  

users choose one image from the grid of picture, the uploaded as presently as a user selects a click purpose  are 

saved for next login authentication. The system determine the choose if picture wherever the users must select 

an equivalent image from the previous choice. If a user enter an incorrect click-point throughout login, 

consequent  click purpose displayed won’t be considered. 

 

OTP authentication 
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Figure 3. OTP-based authentication 

OTP authentication LEVEL security has been obligatory by generating quondam random code. This random 

code or will say the watchword are generated anytime throughout the precise login, for the user to login to his 

account when the successful completion of 2 authentication processes (security level1-text watchword and 

security level2-imaged primarily based authentication). This distinctive code are updated within the 

information  of the server. And therefore,  the user are wise to  of this one-time watchword through an 

automatic signal. this may undoubtedly facilitate in threatening brute force attack (can be tried  upon the 

previous 2 security levels), as this distinctive one -time watchword are send on user’s phone number saved 

within the information. The user are allowed to access that one- time watchword, solely upon having access to 

that signal. 

 

 

V. PROPOSED METHODOLOGY  

 

                            In the registration innovate in Fig1, the user ought to give  user’s details together with his/her 

user name and user standard matter password that is robust the maximum amount  and troublesome to guess. 

This can shield the system from Tempest attack, Brute-force attack at consumer facet. User ought  to register 

with his/her mobile range along with one security question for validation phase of authentication and forget 

secret recovery purpose at the same time. Above all, user has to choose position of pattern in step with his/her 

alternative it’s nothing however pattern-lock for that individual user, one advantage that choosing pattern is user 

will give any reasonably pattern he wanted whereas registration. Security at text-based level has been obligatory 

by mistreatment  Text based  mostly password (with special characters), which is a usual associate degreed 

currently an asynchronous  approach. At pattern-lock level the safety  has been obligatory using patterns, 

wherever user are asked to select a pattern as issue level that is exclusive one for every and each Individual user.  

After preceding on top of 2 levels in registration system can generate random-code that is employed to provide 

one-time secret authentication level that’s next and top third level of authentication. This generated random code 

is valid for that specific  registration section solely. After the productive registration solely all the related 

information concerning  user for authorised/legal use of system (or) application can keep in information. In the 

authentication innovate in Fig 2 ,the user should give user name alongside its registered text-base countersign  

for matter password authentication that is level1,after preceding level1 user can invite getting into  pattern in 

pattern-lock at level2, this pattern ought to match to the pattern in pattern-lock that is unique one and totally 

different for every and each user and has elect by user at the time of registration. At this stage pattern ought to 

be same as that of registered pattern in pattern-lock for individual user. If it’s fails to match merely that user is 

unauthorised user to access that specific system (or) application. once preceding on the top of  two levels, 

random-code that has generated by system, can send to registered user’s mobile number (or) for application 

flexibility purpose it can be send to user’s entered mobile range at level3 , it’s a six digit code, and advantage of 

this code is that it’s valid for current login session solely. If anybody  of on top of three levels of security get 

mismatched (or) compromised user won’t authenticate to system (or) application merely that would be restricted 

user. This distinctive  and user-friendly 3-Level Security System is involving three levels of security. Wherever 

the preceding level should be so as to proceed to next level. · Security at level1 has been obligatory by using 
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Text primarily based countersign (with special characters), that could be  a usual associate degreed currently  an 

anachronistic approach. · At level2 the protection  has been obligatory exploitation Pattern-Lock authentication 

wherever the user are asked to select pattern levels. For every and each user can have totally  different levels 

with distinctive  pattern lock, from wherever the user should choose any reasonably pattern he need. · once the 

productive clearance of the on top of 2 levels, the Level3 Security System can then generate a one-time numeric 

password that may be valid only for that registration (or) login session solely.  

 

VI FEATURES    

1. The system is users-friendly with simple interface. 

2. Provides strong protection against bot attacks or hackers. 

3. Users can set or upload their own images. 

4. Protests systems vulnerable to attacks. 

 

VII. CONCLUSION 

                 The three-level authentication system had been applied to the upper than system that makes it 

extraordinarily secure at the facet of additional easy. This method can facilities with Man-in-the-middle attacks 

and Brute-force attacks on the user’s side. A three-level security system could also be protracted  approach 

since the user should enter details rigorously for all 3 security levels and eventually, the user can add any 

image for its final level Authentications. Therefore, this method isn’t appropriate for the overall purpose of 

security since it takes time to fill altogether three security level details. but it’ll undoubtedly be helpful in high-

security levels wherever the protection of data could also be  concern and time quality is secondary. Within the 

future, we tend to square measure able to add extra opinion like OTP (One Time Password) Authentication and 

Captcha Authentication wherever if the user uses VPN (Virtual non-public Network) to browse then multiple 

Captcha can stop the user to use the actual computer code package The most objective of this project is to 

boost the protection level of the systems for many survey papers where researched. It’s found that a three-level 

authentication system helps to provide additional  security compared to one-level and two-level authentication 

systems. three levels square measure additional important as a result of  the user must enter vital details and 

log in with three utterly totally different levels of authentication. 
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