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The Impact of Technology on National Security:
Examining Israel's Military Innovation Culture
Yaron Katz
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We live in a competitive global world led by countries that gain strategic advantages in innovation.
Israel is a remarkable example for the ability to produce military innovation with limited resources. Its
defense budget is less than one-thirtieth of that of the United States, although the “start-up nation” is
leading the world in military innovations such as the Iron Dome missile defense system and the Trophy
active defense system for armored vehicles. The research examines Israel's military innovation culture,
which is based on a commitment to military technological superiority. It is argued that the enormous
influence of high-technology start-ups on Israel's economy and its global competitiveness are related to
security issues, as human resources are encouraged by government p olicy and the mandatory service
in the army. The "security culture" which identifies the Israeli society can be expla ined in the role of
Israel Defense Forces as the “people's army”. The impact of technology is since the concept of
national security, which the country is identified with since its establishment, has been under siege with
the growing impact of digital military activity. The research found that the success of Israel's military
innovation culture is with no proportion to its relative size, given the demands of national security and
the cooperation between all parties – government, army and society – allowing it to maintain military
superiority through the development of new technology.
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Introduction
A rapidly changing world and competitive global environment have triggered intensive interest in the
innovation, particularly in the defense sector. The research examines the relations between military and
innovation, using the Israeli experience. The main issue that is at the core of the research is an analysis
of how Israel, as a small country, transitioned its economy from a labor-intensive economy to become a
nation with the second largest start-up ecosystem and perhaps the most innovative army in the world.
As argued here, innovation is the main engine of Israeli economy, which is based on technology
supremacy. The country revolutionized the global economy through innovation and start-up leadership,
which became critical to competitive strategy. Although it is not surprising that Israel has become a
leader in military innovation, given the demands of national security, it is notable that the
characteristics of Israel’s military and security productio n have transformed Israeli economy and
revolutionized its military.
In the digital era, everything is rapidly and constantly changing, and military activities are based
primarily of new innovations. The Israeli army (Israel Defense Forces – the IDF), is leading the world
in innovations that protect civilian population and improve the military capabilities of its operations.
The technological development of new era presents a new challenge to the IDF, similarly to all other
militaries, with growing reliance on digital activity, and innovation enables Israel to strengthen its
defense needs and ensure that the IDF's maintains its qualitative military edge. The research examines
the success of the Israeli military in leading the world in innovation and empowering a new and
modern military strategy, based on technology supremacy. It explores the connection between society
and military and the links between military and technology.
Security Culture
To understand the importance of military supremacy and innovation, we need to understand first role of
the army in Israel's society. The small country faces security challenges from its establishment in 1948,
and requires of its citizens extended military service and service in the reserves. The Israel Defense
Forces have characteristics of a “people's army,” with conscripts and reservists strongly outnumbering
long-time service professionals (Bick, 2010). The 'security culture' that characterizes the Israeli society
was formed since the security subject is perceived the central issue of the national conscience and has
central ramifications in all areas of life. Israel can be referred to as a society in which not only the army
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but the public in general is ready for enlistment for the sake of what the government defines as a
national interest. According to Melman (1993), Israel is considered to be “an enlisted society” where
the entire public, and not only army personnel, is always ready to be drafted for a go al defined by the
government as having national interest. The security issue takes a central place in the national
consciousness, and the goal of the leadership is to create national consent and faith in the government
and the state. Israel can be described as a "drafted society", where national insecurity leads to public
loyalty in the army and its duties and military activities . During times of security tensions or military
activities, the public turn into a "drafted model" consensus, which is based on th e national interests,
supporting the government and the army, emphasizing social solidarity and amplifying the dangers of
terrorism or combat activities (form example: Sucharov, 2005; Peri, 2006: Maoz, 2007; Katz, 2012).
The unique "security culture" which identifies the Israeli society can be explained in the IDF’s role as
the “people’s army” (Malchi, 2018). Israel’s national security environment is extraordinarily volatile
and characterized by an extremely high degree of uncertainty (Freilich, 2006). Falke (2016) suggests
that the security culture is linked to the search for identity and cohesion. The aspects that are aimed at
protecting national identity include according to Tarasiuk (2021) the image of the Jewish state and its
security policy. As a result, the Israeli society has traditionally seen national security as more important
that the need of the public to be exposed to sensitive information. It is commonly agreed that although
Israel is a democratic state where freedom of speech and freedom o f the press are cornerstones of its
existence, in all that relates to security things should be different. The common view is that security
needs are above the need of the media to publish and the need of the public to know, since Israel's
security issues stand at the heart of its very existence and the common interests of the army are
considered as an issue of national security.
One of the main dilemmas that Israeli society is dealing with is the role of the army in defensive and
peace-oriented events. The intensity of the conflict in the Middle East are mounted by external forces
and the nature of military conflicts that Israel is involved in modern times . The conflict is impacted by
the involvement of political and global forces and gains a widespread and constant coverage by the
international media, especially in times of military conflicts or peace initiatives . Markus (2018)
explains that the uncertainty is related to increased risk of lower tolerance for large -scale military
operations and the effect on the role of the army in society, the IDF’s fighting spirit, and willingness to
utilize reservist units. The uncertainty of the public has mounted since it is clear today that the actual
combat is against terror organizations acting against the civilian population and not against an
organized army of another country, as used to be in the past. The impact of technology is since the
concept of national security, which Israel is identified with since its establishment, has been under
siege with the growing impact of digital military activity. Berman (2012) argues that the IDF innovated
effectively after military and civilian leaders similarly understood the importance of military
innovation against threats of military conflict. Thus, the innovation superiority of the IDF is not only
providing excellence in the fight against terrorism but also reassuring the Israeli public that the security
culture that has it so long been identifies with, would continue to safeguard in the age of digital military
defense.
Global Innovati on Leadership
Innovation provides similar opportunities to all countries (Neibel, 2018), but countries that lead the
world in generating advanced technologies and leveraging the full productive capacity of their
economies can gain a strategic competitive advantage (Schwab, 2018). Innovation should be a catalyst
for progress in any society and any country that seek to advance their competitive position through
investments in technology, because the promotion of innovation needs to include increasing spending
on research and development and investing in education (European Central Bank, 2019). Innovation is
a major driver of productivity, economic growth and provides key development to boost productivity
through investments in technology (Brand, 2017). Technology and globalization changed the way that
the world operates in all fields - business, government, economic and social - in a way that creates
global competition between countries for innovation. Advancements in information technolo gy and the
coming of competition between countries for innovation and new technology became crucial for global
business strategy (Lawlor, 2007). Technology and innovation are fundamental to economic success and
the struggle for markets in an increasingly competitive world. Digital technologies gained prominence
as critical forces that determine economic growth, and these changes create new possibilities and raise
new problems for consumers, businesses, and government agencies. In a modern economy, innovatio n
is the key for financial growth, alongside with technology is openness to the world and deregulation of
financial markets. In a global world, where global economy transpires - in contrast to economies that
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were based on their own closed market - competition between countries is based on innovation. The
result of the change in global economics is that countries that fall behind their rivals in technological
development and secure economy become more vulnerable to exploitation (Chaudhry, 2006). Global
competition demonstrates that government support in targeting companies effectively improves their
innovation performance, and strong government intervention leads to the concentration of resources in
innovation (Wang, 2017).
Israel has become a global technological and entrepreneurial powerhouse. The Bloomberg Innovation
Index, an annual ranking of countries that measures performance in research and development,
technology education, patents and other marks of technological prowess, listed Israel at #5 in the
world, after South Korea, Germany and Finland. In all that relates to innovation, Israel is an
entrepreneurial powerhouse for technologies and the world's leading multinational companies have all
choose to develop research and development centers in the country. They include companies like
Microsoft, Motorola, Google, Apple, Facebook, Berkshire-Hathaway, Intel, HP, Siemens, GE, IBM,
Philips, Lucent, AOL, Cisco, Applied Materials, IBM, J&J, EMC, and Toshiba. Also, many
multinational corporates such as Tata, Kodak, Citi bank, and many others have established innovation
centers in Israel (Minnen and Kirsch, 2016; Rosenberg, 2018; Katz, 2018; Ziskind and Brake, 2019).
The main reasons for the leadership in innovation are that Israel has managed to stay on top of
technology in a variety of sectors and allows international players companies the opportunities and
assistance to search for new innovation. Israel is ranked high in research and development expenditure
per capita, investing about 4.8% of its GDP, whereas the average among the OECD is about 2%
(OECD, 2018). Israel has a high quality educational system and is among the most educated societies
in the world, with high percentage of engineers and scientists and one of the highest ratios of university
degrees and academic publications per capita. Israel is world renowned as being the “start-up nation”
and is the world leader for number of start-ups per capita, with small and medium-sized startup and
high-tech companies and hosts large technology companies and multinational corporations with
research and development centers (for example: Senor and Singer, 2009; Tabansky, 2016; Eldar and
Fagerberg, 2017, Katz, 2019). The leading global status of Israel in innovation is supported by the
government, since the Innovation Authority provides a variety of support programs and the Investment
Law enables foreign companies to receive investment grants and pay a reduced corporate tax rate.
Another incentive program offered by the government provides employment grant s for research and
development centers and large enterprises. The program offers a 4-year grant scheme covering on
average 25% of the employer's cost of salaries for each new employee (Eldar and Fagerberg, 2017a;
Israel Innovation Authority, 2022). According to Fischer (2018), the findings indicate that the main
reasons for the successes of innovation projects have been the commitment of government policies and
programs; the technological developments by elite military units; a military and business culture that
embraces risk and entrepreneurship; the role of its universities in applied research and development;
and the Russian Jewish immigration that brought a wealth of human capital.
Military Innovati on Culture
The influence of high-technology start-ups on Israel's gross of national product is enormous, with no
proportion to its relative size in the local or international context. Tabansky (2016) suggests that Israel
demonstrated cyber power when applying various means towards achieving ends beyond enhanced
cyber security. As Malach-Pines and Shade (2004) explain, the phenomenon of Israeli high -technology
entrepreneurs raised great curiosity worldwide, as the unique relations between the Israeli-armed forces
and the local hi-tech industry have been identified as a strong explanatory variable for the Israeli hitech boom. Shachmurove (2018) explains that Israel transitioned from a labor-intensive economy to
become a nation with the second largest startup ecosystem in the world. According to the OECD
(2018a), Israeli military intelligence unit drives country's hi-tech boom. Israel`s security needs have
promoted the role of the IDF and the compulsory service requirement allows the intelligence unit to
choose the best people to serve in technology based and cyber intelligence units. The IDF is leading the
world in security development and expertise and serving in these units allows to develop leadership
skills that can afterwards be applied to startup.
Perhaps the most important aspect of Israel's leading role in global innovation is related to the IDF.
Due to the mandatory military service, young people receive advanced technical training during their
military service and acquire a high sense of responsibility and success orientation. Military service is
mandated by law but is also regarded as a privilege. Garyn -Tal (2019) found that combat experience,
even including life-threatening situations, makes Israelis more willing to take risks in general, and
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physical risks in particular, after their discharge from the army. As explained by Swed and Butler
(2013), military service brings with it professional training, social ties, and social codes that influence
the composition of the hi-tech workforce and hi-tech industry’s organizational and functional culture.
Examination of Israeli hi-tech workers’ profiles reveals a very high proportion of military capital
amongst the employees and an institutional preference for those who possess it . As such, the Israeli
reality is that military service does not simply reproduce ethnic and class inequalities but rather, by
molding the soldiers' conceptions of citizenship, is still a powerful mechanism of legitimizing a
hegemonic militarized and class -differentiated social order (Levy and Sas son-Levy, 2008). The Israeli
Army’s intelligence divisions are known throughout the world for incubating some of the Start -up
Nation’s most successful high-tech ventures. Adamsky (2010) explains that the culture of military
innovation offers a systematic, thorough and unique analytical approach that may well be applicable in
other perplexing strategic situations.
The strength of Israeli economy is related to security issues, as human resources are encouraged by
government policy and the mandatory services in the army. On top of the military service, Israel has
experienced several immigration waves of academics from all over the world , with the result that
Israel's creative, skilled, and ambitious workforce is one of the most obvious reasons leading
executives turn to Israel to do business. In fact, Israel has an unusually large number of hightechnology entrepreneurs and companies and it boasts one of the most highly educated, entrepreneurial
and multi-cultural workforces, producing technologies, innovations , and research products adopted
around the globe and across different sectors. Rothke (2018) explains that the success is related to
military innovation culture that the job needs to be done: don`t worry about how the job is done, just
get the job done. He explains that this approach trickles out into Israel’s high -tech sector, where
problem solving and fast innovation drive products to market. This anti-bureaucratic approach fuels
innovation, as an IDF soldier serving and advancing in an IT unit controls a budget and operational
responsibility equivalent to that of a mid-career IT executive twice his age employed by a US firm. As
Google CEO Eric Schmidt explains: “Israel is booming in terms of entrepreneurship because you have
a culture that allows you to challenge authority and question everything.”
Innovati on of the IDF
Over the years, the IDF has built a significant array of groundbreaking technology and many Israeli
innovations are present in upgrades to U.S. Air Force ﬁghters and Army equipment. Although Israel
has become a leader in military innovation given the demands of national security (Sanders, 2000),
Tariq (2020) argues that Israeli military and security would not have been attainable without the
extraordinary official assistance and private investment from the United States. According to Swed and
Batler (2013), the unique relations between the Israeli-armed forces and the local hi-tech industry,
supported by aid for military innovation from the United States, have been identified as a stro ng
explanatory variable for the Israeli hi-tech boom. As a result, the Israeli army developed technologies
that protect the civilian population and improve the performance of IDF soldiers – thus continuously
re-affirming its status as one of the best fighting forces in the world.
The most famous is the “Iron Dome” Air Defense System. The objective of the "Iron Dome" is to
protect Israeli civilians from the constant threat of rockets launched at Israel from the Gaza Strip. It
operates since 2011, after being developed by the Israel Aviation Authority and sponsored by
American military aid to Israel. Each rocket is about $250,000, but its advantages are unaccountable
for. With the Iron Dome, Israeli civilians have been protected from rockets in the last decade , including
thousands of rockets that were launched during military operations carried by the army against
terrorists in the Gaza Strip. As soon as a rocket is launched by the enemy, the radar station detects and
tracks its course, and then immediately launches a missile to intercept and neutralize the enemy rocket
before it causes damage to civilians or property.
A system used by air forces around the world is the F-16I "Sufa". The 'I' was added by Israel to F16
airplanes to adapt them the specific needs of the Israeli Air Force. To make the work of a pilot as easy
and effective as possible, the F-16I has been equipped with a state-of-the-art weapons system, a
specially constructed radar system, and a unique helmet system that allows the pilot to launch wea pons
at an enemy plane using only sight. Another system used by the Israeli Air Force is the drone, which is
also called "the eyes of the IDF", since it allows to see without being seen. It has a wingspan of 85 feet,
similar to that of the Boeing 737 aircraft. And is capable of carrying out long-range missions and has a
36-hour life in the air without interruption. The drone can withstand all weather conditions, since it is
equipped with an automatic defrosting system and a take-off and landing system which can be
integrated with many sensors. It operates on land and sea and doing a great job to control the enemy's
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activities. Another important aerial system is the “Skylark I-LE”, which is an unmanned aerial vehicle.
It is small and almost undetectable. It is also light enough to be transported by one person and can be
configured to fly in less than 8 minutes. The “Skylark” can handle 3 hours of unmanned flight with a
live video day and night and in any weather condition.
Another unique Israeli development is the “Trophy” System, which aims to protect tanks. Because antitank missiles are able to damage tanks beyond repair, the “Trophy” System was built to counteract this
threat. The detection system creates a 360-degree protective shield around the tank. When an enemy
launches a missile against a tank equipped with a “Trophy,” the system instantly detects and neutralizes
the threat by firing a missile of its own to explode the enemy missile. Another Israeli made system to
improve protection against tank damages is the “Merkava IV”. This system includes an improved fire
control system with the ability to defend against helicopter attack, a digital battlefield management
system, and an unprecedented suspension and tracking system that enables movement even on th e
roughest of terrains that would force any other tank to its knees. It’s not surprising that it’s considered
one of the best tanks in the world. Another system is the “Namer” (also called Leopard), which is a
heavily fighting vehicle that has an advanced system that protects tanks and soldiers inside. It is
considered the most heavily armored vehicle in the world of any type.
Other innovations improve ground military activity and protect soldiers. The “Tzefa Shirion” is a
system that consists of a 394-foot-long chain propelled by a missile. When it falls to the ground, it
explodes mines and allows clearing of roads up to 394 feet in length and 19-26 feet wide, consequently
eliminating mines and creating open paths to advance through terrain. Another system, the "EyeBall",
is a small black ball that transmits a 360-degree image to allow soldiers to stay outside of a room
before they enter it without knowing what is waiting for them inside. With the EyeBall, they can see
and hear everything that’s happening inside and have all the information necessary to safely enter the
building to arrest the terrorist. The “Spike” is a rocket launcher that was developed specifically for the
needs of the IDF. The newest edition features a 40% reduction of weight from its prev ious design. It
mounts to the shoulder and is the first of its kind with unique characteristics better equipped for ground
operations. The “Spike” can be transported quickly and easily and can reach structures accurately from
hundreds of feet away.

Conclusion
In examining the impact of technology on our lives, there is no doubt that the information age led to a
revolution in the way that global communications interact between countries. Technology plays a large
role in globalization on a cultural, political and economic level. It has become a fundamental vehicle
for the development of every country, in areas such as the economy, politics, military and education.
We live in a world of technology, which is improving at such a rapid rate, that we barely have time to
learn the old technology before new technology comes out. This changes the way that people interact
today and leads to debate of how our culture can adapt to such change and what affect it will have on
society in the future. In the industrial age, the role of governments in technological development and
economic growth has become crucial to the success of innovation policy.
In the information age policies must change to meet global competition and governments must
formulate national innovation strategies. The global environment is dominated by a combination of
technology, innovation and competition, with tremendous impact on the countries that have capitalized
globalization and can benefit from investments global economy. The role of governments in advancing
technology has become crucial for the global and economic development of countries since
technological advances which cause the integration of the economies into a single market have become
the determinant of the process of globalization.
The paper provides background on the role of innovation to the success of the Israeli economy and the
importance of military innovation in a global economy. It describes the reasons and implications of the
success of Israel's high-tech industry and the contribution of military innovation to the technological
superiority of the country and its competitive position in the global economy. An important conclusion
is that the core of success of military innovation is the result of cooperation between the government
and the military, along with the adoption of an advanced military strategy of transforming the army to
digital operation. This development emphasizes the unique situation of Israel, since the strategy of
Israel Defense Forces is defensive while its operations and tactics are offensive and cut to the heart of
national identity. The distinction between defensive values and offensive operations can provide the

664

ijariie.com

18243

Vol-8 Issue-5 2022

IJARIIE-ISSN(O)-2395-4396

means to understand the unique role of the IDF in Israeli heritage and society and the importance of
cooperation between all parties – government, army and society – to maintain Israel's military
superiority through the development of military innovation.
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