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Abstract — Electronic voting systems require strong security, transparency, and reliability to ensure fair and
trustworthy elections. This paper proposes an Al-assisted blockchain framework for secure and transparent
electronic voting that integrates face verification technology and blockchain to enhance the voting process.
Artificial Intelligence is used for face verification-based voter authentication, ensuring that only authorized
voters can access the system and preventing identity fraud or duplicate voting. Once a voter is authenticated,
the vote is recorded on a blockchain network, which provides adecentralized and tamper-resistant ledger to
securely store all voting transactions. Blockchain ensures that votes cannot be altered or deleted, thereby
maintaining transparency and integrity. Additionally, smart contracts are used to automate vote validation
and counting processes. The proposed framework improves voter privacy, system security, and auditability
while minimizing the risk of manipulation. This approach provides a reliable, transparent, and efficient
electronic voting system suitable for modern democratic elections.

Keywords — Artificial Intelligence, Blockchain, Electronic Voting System, Face Verification, Secure Voting, Smart
Contracts, Voter Authentication, Data Integrity, Decentralized System, Election Transparency.

I. INTRODUCTION

Electronic voting (e-voting) has emerged as an important technological solution for modern democratic systems,
enabling faster vote counting, improved accessibility, and enhanced participation compared to traditional paper-based
voting methods. However, despite its advantages, electronic voting systems face significant challenges related to
security, transparency, privacy, and trust. Issues such as vote manipulation, unauthorized access, identity fraud, and
lack of transparency have raised concerns about the reliability of many digital voting platforms. Therefore, developing
a secure, transparent, and tamper-resistant voting framework has become a critical research area in modern
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information systems and cybersecurity.

Recent advancements in blockchain technology and artificial intelligence (AI) have opened new possibilities for
improving the security and reliability of electronic voting systems. Blockchain is a decentralized and distributed
ledger technology that records transactions in an immutable and transparent manner. Due to its decentralized
structure, it eliminates the need for a central authority and significantly reduces the risk of data manipulation or
unauthorized changes. According to Nakamoto [1], blockchain-based systems provide a secure and transparent
mechanism for recording digital transactions, making them highly suitable for applications such as electronic voting
where trust and data integrity are essential.

Blockchain-based voting systems ensure that each vote is recorded as a secure transaction within a distributed
network, making it extremely difficult to alter or delete voting data once it has been recorded. Several studies have
explored the integration of blockchain technology in electronic voting to improve transparency and accountability.
For example, Singh et al. [3] proposed a secure electronic voting model using blockchain to prevent vote tampering
and ensure accurate vote counting. Similarly, Kumar and Patel [6] introduced a decentralized blockchain architecture
designed to enhance election security and eliminate centralized vulnerabilities. Lee and Park [7] also emphasized the
importance of privacy-preserving blockchain mechanisms to protect voter identity while maintaining transparency in
the voting process.
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Figure 1: Blockchain-Based Electronic Voting Architecture

In addition to blockchain, Artificial Intelligence (Al) plays a crucial role in improving the efficiency and security of
modern voting systems. Al techniques can be used for fraud detection, voter authentication, anomaly detection, and
identity verification. Zhao et al. [8] highlighted the use of Al algorithms for detecting fraudulent voting behavior and
identifying suspicious voting patterns in real time. Similarly, Roy and Das [29] proposed Al-based fraud detection
models capable of identifying abnormal voting activities that may indicate attempts to manipulate election results.

One of the most important challenges in electronic voting systems is voter authentication. Traditional authentication
methods such as passwords or identification numbers are vulnerable to theft, duplication, or misuse. To address this
issue, researchers have proposed biometric authentication techniques such as face recognition and fingerprint
verification. Al-based face verification systems provide a reliable method of confirming voter identity by analyzing
unique facial features. Sharma and Gupta [2] demonstrated that Al-driven biometric authentication can significantly
enhance the security of electronic voting platforms. Similarly, Wang et al. [5] developed deep learning-based face
verification techniques that improve the accuracy and reliability of biometric authentication in digital voting systems.

Face recognition technology has become increasingly effective due to the advancement of deep learning and neural
networks. Deep neural network models can accurately analyze facial features and distinguish individuals even under
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different lighting conditions or facial expressions. Studies such as those by Khan and Rahman [23] and Chen et al.
[41] show that deep learning-based face recognition systems provide highly accurate identity verification, making
them suitable for secure authentication in digital voting platforms. Furthermore, Bose et al. [31] demonstrated that
facial recognition-based voter identification can significantly reduce identity fraud and duplicate voting attempts.

Another important component of blockchain-based voting systems is the use of smart contracts. Smart contracts are
self-executing programs stored on the blockchain that automatically enforce predefined rules. Nguyen and Tran [4]
explained that smart contracts can automate vote validation, vote recording, and result generation processes, reducing
human intervention and increasing transparency. Reddy et al. [13] further highlighted that smart contracts can ensure
fairness in vote counting by automatically executing election rules without the possibility of manipulation.

Several recent studies have also focused on integrating Al, biometrics, and blockchain technologies to create highly
secure and efficient voting frameworks. Chen and Zhang [17] proposed an Al-powered blockchain voting system that
combines biometric authentication with decentralized ledger technology to enhance election security. Similarly,
Gupta et al. [47] presented a voting system that integrates biometric verification and blockchain to improve voter
authentication and data integrity. These hybrid systems offer multiple layers of security, making it extremely difficult
for attackers to manipulate the voting process.
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Figure 2: Al-Based Face Recognition for Voter Authentication

Despite these advancements, challenges still remain in the implementation of secure electronic voting systems. Issues
such as scalability, computational complexity, privacy protection, and infrastructure requirements must be addressed
before large-scale adoption can occur. Kumar and Singh [24] discussed several security challenges associated with
electronic voting systems, including cyberattacks, identity theft, and system vulnerabilities. Addressing these issues
requires the integration of advanced technologies that can ensure secure authentication, transparent vote recording,
and reliable election management.

To overcome these limitations, this research proposes an Al-assisted blockchain framework for secure and transparent
electronic voting that integrates face verification for voter authentication and blockchain technology for secure vote
storage and management. The proposed system aims to enhance voter authentication accuracy, prevent fraudulent
activities, and ensure the transparency and immutability of voting records. By combining the strengths of artificial
intelligence, biometric verification, and blockchain technology, the framework provides a secure and trustworthy
digital voting platform suitable for modern democratic environments.

II. LITERATURE SURVEY

Electronic voting systems have gained increasing attention as governments and organizations seek secure and
transparent methods for conducting elections. Traditional voting methods often suffer from issues such as manual
errors, vote tampering, and delayed result processing. To overcome these challenges, researchers have explored the
integration of blockchain technology, artificial intelligence (AI), and biometric authentication to develop more
reliable electronic voting systems.

Blockchain technology has been widely studied as a promising solution for secure electronic voting due to its

decentralized, immutable, and transparent architecture. Nakamoto [1] highlighted that blockchain provides a tamper-
resistant ledger that securely records digital transactions, making it suitable for applications such as voting systems
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where data integrity and transparency are essential. Similarly, Singh et al. [3] proposed a blockchain-based electronic
voting model that stores votes as encrypted transactions in a distributed ledger, preventing unauthorized modification
of voting records. Kumar and Patel [6] also introduced a decentralized blockchain voting architecture that improves
election transparency while eliminating the risks associated with centralized voting systems

Privacy and voter anonymity are also important considerations in electronic voting systems. Lee and Park [7]
developed a privacy-preserving blockchain voting model that ensures voter anonymity while maintaining
transparency in the vote recording process. Fernandez [19] further emphasized that blockchain-based voting platforms
must balance transparency with privacy protection to ensure secure and confidential elections.

In addition to blockchain technology, Artificial Intelligence plays a crucial role in enhancing the security and
efficiency of electronic voting systems. Al techniques can be used to detect fraudulent voting behavior, monitor
election processes, and analyze voting patterns. Zhao et al. [8] proposed an Al-based fraud detection mechanism
capable of identifying suspicious activities in electronic voting systems. Similarly, Roy and Das [29] introduced an
Al-driven anomaly detection model that analyzes voting patterns to detect irregularities that may indicate election
manipulation.

One of the most critical aspects of electronic voting systems is voter authentication. Traditional authentication
methods such as passwords or identification numbers are vulnerable to impersonation and identity theft. To address
this issue, researchers have proposed biometric authentication techniques such as fingerprint recognition and face
verification. Sharma and Gupta [2] demonstrated that Al-based biometric authentication significantly improves the
security of electronic voting systems by ensuring that only authorized voters can participate in the election process.

Face recognition technology has become one of the most reliable biometric authentication methods due to
advancements in deep learning and computer vision. Wang et al. [5] developed a deep learning-based face verification
system for secure voting applications. Similarly, Li and Chen [11] and Bose et al. [31] proposed facial recognition-
based voter identification systems capable of accurately verifying voter identity and preventing duplicate voting
attempts. These systems use neural networks to analyze facial features and ensure accurate voter authentication.

Another important development in blockchain-based voting systems is the use of smart contracts, which automate
voting processes such as vote validation, vote recording, and result generation. Nguyen and Tran [4] explained that
smart contracts can ensure fairness and transparency by automatically executing election rules without human
intervention. Reddy et al. [13] also proposed a smart contract-based voting model that improves election integrity and
reduces the possibility of manipulation.

Recent studies have also focused on integrating Al, blockchain, and biometric technologies to develop highly secure
voting systems. Chen and Zhang [17] proposed a hybrid Al-blockchain voting framework that combines biometric
authentication with decentralized ledger technology to enhance security and transparency. Gupta et al. [47] also
introduced a blockchain-based voting system integrated with biometric authentication to improve voter verification
and protect election data integrity.

Despite the significant progress in this field, several challenges still remain. Issues such as system scalability, privacy
protection, computational complexity, and infrastructure requirements must be addressed before blockchain-based
electronic voting systems can be widely adopted. Kumar and Singh [24] emphasized that addressing these challenges
is essential for developing practical and secure voting systems for real-world elections.

1. EXISTING SYSTEM

Traditional electronic voting systems are widely used to simplify the election process and improve efficiency in vote
counting. Most existing systems rely on centralized databases where voter information and voting records are stored
and managed by a central authority. Although these systems provide faster results compared to manual voting, they
face several challenges related to security, transparency, and trust. Centralized architectures are vulnerable to
cyberattacks, data manipulation, and unauthorized access, which may compromise the integrity of election results.
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Figure 3: Traditional Centralized Electronic Voting System

Many existing electronic voting platforms use basic authentication methods such as voter ID numbers, passwords, or
smart cards to verify voter identity. However, these methods are susceptible to identity theft, impersonation, and
duplicate voting. According to Sharma and Gupta [2], traditional authentication methods lack strong security
mechanisms and may allow unauthorized users to access voting systems.

Additionally, existing systems often lack transparency because voters cannot independently verify whether their votes
were recorded and counted correctly. Singh et al. [3] highlighted that centralized voting systems are prone to vote
tampering and lack a reliable audit mechanism. Furthermore, most traditional voting systems do not use advanced
technologies such as blockchain or artificial intelligence for fraud detection and secure data storage.

IV. PROPOSED SYSTEM

The proposed system presents an Al-assisted blockchain framework for secure and transparent electronic voting
designed to address the limitations of traditional and centralized electronic voting systems. The system integrates
biometric authentication, blockchain technology, artificial intelligence, and smart contracts to ensure secure voter
authentication, transparent vote recording, and reliable election monitoring. By combining these technologies, the
proposed framework improves the integrity, security, and trustworthiness of the voting process while maintaining
voter privacy and system transparency.

The architecture of the proposed system consists of several key components including voter authentication, voting
application interface, smart contract logic, blockchain network, Al-based security module, and administrative
monitoring dashboard. Each component works together to create a secure and efficient digital voting environment.

Voter Authentication Using Biometrics

The first stage of the proposed system is voter authentication, which ensures that only authorized voters can participate
in the election. Traditional voting systems often rely on identification numbers, passwords, or physical identity cards
for authentication. However, these methods are vulnerable to identity theft, impersonation, and unauthorized access.
To overcome these issues, the proposed system incorporates biometric authentication techniques, such as face
recognition and fingerprint verification, to provide a more secure method of identity verification.
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Figure 3.2: Biometric Authentication Using Face Recognition

Biometric authentication uses unique physical characteristics of individuals to verify their identity. Facial recognition
technology analyzes facial features and compares them with stored biometric data to confirm voter identity. Similarly,
fingerprint recognition ensures that the voter’s identity matches the registered biometric record in the system database.
This approach significantly reduces the risk of duplicate voting and identity fraud. According to recent studies,
biometric authentication systems can improve the reliability and security of digital identity verification in electronic
voting systems [20].

Once the voter successfully completes the biometric authentication process, the system grants access to the voting
application interface. Unauthorized users who fail authentication are denied access to the voting system.

Voting Application Interface

After successful identity verification, the voter is directed to the voting application interface, which serves as the
platform where voters can cast their votes. The interface is designed to be user-friendly and accessible to ensure that
voters can easily select their preferred candidate or option. The voting application communicates with the backend
system through a secure Application Programming Interface (API) that manages voting transactions.

The voting interface ensures that each voter can cast their vote only once during the election process. Once a vote is
submitted, the application generates a secure voting transaction that is sent to the blockchain network for validation
and recording. The voting system also ensures that voter identities remain anonymous while maintaining the integrity
of the voting record.

Smart Contract Logic

One of the most important components of the proposed system is the implementation of smart contracts. Smart
contracts are self-executing programs stored on the blockchain that automatically enforce predefined rules and
conditions. In the context of electronic voting, smart contracts are responsible for validating voting transactions,
ensuring election rules are followed, and recording votes securely.

28379 ijariie.com 11



Vol-12 Issue-3 2026 IJARIIE-ISSN(0O)-2395-4396

N R el
* ——
t".m-l - R —
: -
| Ml
- Aleo'n 4 )
+
brm .- .
(—— j - g ?rv' - ‘
| - = -'.2" Tt e wve
! 2 —
OO vugs '1' o
- —‘._'.x-":.‘.’_'_\._.
Y Prat *rs LA lifantanad
W?M !
R . . -y -
-
o - A0 st
Farrw: Lanc oo cote EhrwaRe
»
Saw wpoe _ AJ
- e - —
- - —
o

Figure 5: Voting Application Interface and Transaction Flow

When a voter submits their vote, the smart contract verifies several conditions, such as whether the voter has already
voted and whether the election period is still active. If the conditions are satisfied, the smart contract approves the
transaction and records the vote on the blockchain network. If the conditions are not met, the vote is rejected. This
automated process eliminates the need for manual intervention and significantly reduces the possibility of human
error or manipulation.

Smart contract-based voting systems enhance transparency because the rules governing the voting process are
predefined and cannot be altered once deployed. As highlighted in recent research, smart contracts play a crucial role
in ensuring the integrity and fairness of blockchain-based voting systems [21].

Blockchain Network for Secure Vote Storage

After validation by the smart contract, the vote is stored in a blockchain network, which acts as a decentralized and
immutable ledger. Each vote is recorded as a transaction in a block, and the block is added to the chain of previous
blocks through cryptographic mechanisms.

Blockchain technology ensures that once a vote is recorded, it cannot be modified, deleted, or tampered with. This
immutability provides a high level of security and transparency in the voting process. Additionally, because the
blockchain operates on a distributed network of nodes, there is no single point of failure, which reduces the risk of
system attacks or data manipulation.

Each block in the blockchain contains encrypted voting data, a timestamp, and a cryptographic hash linking it to the
previous block. This structure ensures that any attempt to alter the voting data would be immediately detected by the
network. As a result, blockchain-based voting systems provide a reliable and transparent mechanism for maintaining
election records and ensuring vote integrity [22].

Al-Based Security and Anomaly Detection
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To further enhance the security of the voting system, the proposed framework incorporates an Artificial Intelligence
(Al) security module. This module is responsible for monitoring system activities and detecting anomalies or
suspicious behavior during the election process.

Al algorithms analyze various factors such as voting patterns, user behavior, network activity, and transaction
frequency to identify potential security threats. For example, if the system detects unusual voting patterns, such as
multiple votes originating from the same device or abnormal voting activity within a short time period, the Al module
can flag the activity as suspicious.

The anomaly detection mechanism helps prevent election fraud, bot attacks, and unauthorized system access. By
continuously monitoring the voting environment, the Al module enhances the overall reliability and security of the
voting system. Al-based security monitoring systems have been widely studied for their ability to detect fraudulent
activities and improve election transparency [23].

Administrative Dashboard and Result Visualization

The proposed system also includes an administrative dashboard that allows authorized election administrators to
monitor the voting process in real time. The dashboard provides detailed information about voter participation, system
performance, and election progress without revealing individual voter identities.

Administrators can use the dashboard to observe voting statistics, verify blockchain transactions, and monitor system
security alerts generated by the Al module. Additionally, the system includes a results visualization module that
presents election results in graphical formats such as charts and graphs. This feature enables election authorities to
analyze voting outcomes efficiently while maintaining transparency.

Because the voting data is stored on the blockchain, election results can be independently verified by authorized
stakeholders. This ensures that the final election results are accurate and free from manipulation.

Advantages of the Proposed System

The proposed Al-assisted blockchain voting framework offers several advantages over traditional electronic voting
systems. First, biometric authentication ensures secure voter identity verification and prevents unauthorized access.
Second, blockchain technology guarantees transparency and immutability of voting records. Third, smart contracts
automate vote validation and ensure that election rules are followed consistently. Finally, Al-based anomaly detection
enhances system security by identifying suspicious activities during the election process.

V. RELATED WORK

Electronic voting systems have received significant attention from researchers due to the increasing demand for
secure, transparent, and efficient election mechanisms. Traditional voting systems often suffer from challenges such
as vote manipulation, lack of transparency, identity fraud, and delayed result processing. To overcome these issues,
researchers have explored advanced technologies including blockchain, artificial intelligence (AI), biometric
authentication, and cryptographic techniques to develop more reliable electronic voting frameworks [1][15].

Blockchain technology has emerged as a promising solution for secure digital voting because of its decentralized,
transparent, and immutable ledger structure. Nakamoto [1] emphasized that blockchain can provide tamper-resistant
record keeping for digital transactions, making it highly suitable for applications such as voting systems. Similarly,
Singh et al. [3] proposed a blockchain-based electronic voting system that records votes as encrypted transactions
within a distributed ledger, ensuring data integrity and preventing vote manipulation. Kumar and Patel [6] also
introduced a decentralized blockchain voting architecture designed to improve election transparency and eliminate
the vulnerabilities associated with centralized voting infrastructures.

Privacy and voter anonymity are critical requirements in electronic voting systems. Lee and Park [7] developed a
privacy-preserving blockchain voting framework that protects voter identity while ensuring transparency in vote
recording. Fernandez [19] further highlighted that blockchain voting systems must balance transparency with privacy
protection to maintain voter confidentiality. Similarly, Garcia et al. [35] conducted a security analysis of blockchain
voting systems and emphasized the importance of cryptographic mechanisms to ensure secure vote storage and
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verification.

Smart contracts have also been widely used in blockchain-based voting systems to automate election processes.
Nguyen and Tran [4] proposed a blockchain-enabled voting framework where smart contracts automatically verify
voting eligibility and record votes in the blockchain. Reddy et al. [13] developed a smart contract-based electronic
voting model that improves transparency and eliminates manual intervention in vote counting. Mehta et al. [34] also
demonstrated that smart contracts can enforce voting rules automatically, ensuring that each voter casts only one vote
and that all voting transactions follow predefined election protocols.

In addition to blockchain technology, researchers have investigated biometric authentication techniques to improve
voter identity verification. Traditional authentication methods such as passwords, voter ID numbers, or identification
cards are vulnerable to impersonation and identity theft. Sharma and Gupta [2] proposed an Al-based biometric
authentication system that enhances voter verification and prevents unauthorized access to electronic voting
platforms. Similarly, Wang et al. [5] developed a deep learning-based face verification model that provides accurate
and secure identity authentication for voting systems.

Face recognition has become one of the most reliable biometric authentication technologies due to advancements in
deep learning and neural networks. Li and Chen [11] presented a facial recognition-based voter authentication system
capable of verifying voter identity in real time. Bose et al. [31] also proposed a face recognition-based voter
identification system designed to prevent duplicate voting attempts. In addition, Khan and Rahman [23] studied deep
learning techniques for facial verification and highlighted their effectiveness in improving identity authentication
accuracy in digital applications. Chen et al. [41] further demonstrated that deep neural networks can significantly
enhance face recognition performance in security systems.

Artificial Intelligence has also been applied in electronic voting systems for fraud detection and election monitoring.
Al algorithms can analyze system behavior, voting patterns, and user activity to identify anomalies that may indicate
fraudulent activity. Zhao et al. [8] proposed an Al-based fraud detection system capable of identifying suspicious
voting behavior and preventing election manipulation. Similarly, Roy and Das [29] developed an Al-driven anomaly
detection model that analyzes voting data to detect irregular voting patterns.

Researchers have also explored the integration of Al and blockchain technologies to develop hybrid voting
frameworks. Chen and Zhang [17] proposed a secure digital voting system that combines Al-based analysis with
blockchain technology to enhance election transparency and reliability. Patel et al. [42] introduced an Al-powered
voter authentication framework that integrates machine learning algorithms with blockchain infrastructure to
strengthen election security. Ibrahim et al. [38] also discussed how blockchain technology can enhance electoral trust
by providing transparent and verifiable voting mechanisms.

Several studies have also focused on improving the security and scalability of blockchain voting systems. Hassan et
al. [32] proposed a blockchain-based election integrity model designed to ensure accurate vote recording and secure
election management. Tan and Liu [28] conducted a security evaluation of blockchain voting systems and highlighted
the importance of robust cryptographic protocols to protect voting data. Clark and Adams [37] examined the role of
blockchain in enhancing transparency in digital elections and emphasized its potential for improving governance
systems.

Despite the significant progress in blockchain-based voting research, challenges such as scalability, privacy
protection, and system performance remain important issues. Kumar and Singh [24] discussed various security
challenges associated with electronic voting systems, including cyberattacks and identity fraud. Malik and Gupta [43]
also identified several limitations in blockchain voting systems, including high computational requirements and
difficulties in handling large-scale elections.

VI. SYSTEM ARCHITECTURE

The system architecture of the proposed Al-Assisted Blockchain Framework for Secure and Transparent Electronic
Voting is designed to ensure secure voter authentication, transparent vote recording, and reliable election monitoring.
The architecture integrates several modules including biometric authentication, voting application interface, smart
contract logic, blockchain network, Al-based security module, and administrative monitoring system. These

28379 ijjariie.com 14



Vol-12 Issue-3 2026 IJARIIE-ISSN(O)-2395-4396

components work together to provide a decentralized and secure electronic voting environment.

W Crract Comtrace
=l Legh Adwin
= poneted o ['s Teoeion Uoatdriars
. n Dbk < . '
y
| v
' .
. @ Veting ( Aratts
-t ey Aggriration AFY Tiaduetian
— M —p — | — e
K s =73 : =

Bchitunt Netamid

] ’ ot
©) o { Lyntuts e =

Al Secutity Madus

1. Voter Authentication Module

The voting process begins with the voter authentication module, which verifies the identity of the voter before
allowing access to the voting platform. The proposed system uses biometric authentication methods such as face
recognition or fingerprint verification to ensure secure identity verification. Biometric authentication helps prevent
identity theft, impersonation, and duplicate voting attempts. Al-based face verification techniques can accurately
analyze facial features and compare them with stored biometric data to confirm voter identity [5][23].

2. Voting Application Interface

Once the voter is successfully authenticated, they are redirected to the voting application interface. This interface
provides a simple and user-friendly platform where voters can select their preferred candidate or option. The voting
application securely communicates with the backend server through secure APIs. Each voter is allowed to cast only
one vote, and the system ensures that the vote submission process remains anonymous while maintaining vote
integrity.

3. Smart Contract Module

The system uses smart contracts to automate the voting process. Smart contracts are self-executing programs stored
on the blockchain that enforce election rules automatically. When a voter submits a vote, the smart contract verifies
whether the voter is eligible and ensures that the voter has not already voted. If the conditions are satisfied, the vote
is validated and recorded in the blockchain. Smart contracts eliminate manual intervention and increase transparency
in the election process [4][13].

4. Blockchain Network

The blockchain network serves as the core component of the system architecture. After vote validation, the vote is
recorded as a transaction in the blockchain ledger. Each block contains encrypted voting data, a timestamp, and a
cryptographic hash linking it to the previous block. This structure ensures that once a vote is recorded, it cannot be
modified or deleted. The decentralized nature of blockchain eliminates the risk of centralized data manipulation and
enhances election transparency [1][6].

5. AI-Based Security and Monitoring Module

The architecture also includes an Artificial Intelligence security module that continuously monitors system activities
to detect anomalies or suspicious behavior. Al algorithms analyze voting patterns, system logs, and network traffic
to identify potential fraud attempts such as abnormal voting activity or unauthorized access. This module improves
the reliability and security of the voting system by providing real-time fraud detection and system monitoring [8][29].

6. Administrative Dashboard and Result Visualization
The final component of the architecture is the administrative dashboard, which allows election administrators to

monitor the voting process. The dashboard provides real-time statistics about voter participation, blockchain
transactions, and system performance. It also includes a result visualization module that presents election results
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through charts and graphs. Because all votes are stored in the blockchain, election results can be verified transparently
without compromising voter privacy.

Summary of Architecture

Overall, the proposed system architecture integrates biometric authentication, smart contracts, blockchain technology,
and artificial intelligence to create a secure and transparent electronic voting system. Biometric authentication ensures
secure voter identity verification, blockchain guarantees immutability and transparency of votes, smart contracts
automate election rules, and Al modules provide fraud detection and system monitoring. This architecture
significantly improves the reliability, transparency, and security of digital voting systems while maintaining voter
privacy and election integrity.

VII. RESULTS AND DISCUSSION
The proposed Al-assisted blockchain-based electronic voting system was evaluated to analyze its performance in
terms of security, transparency, authentication accuracy, and system reliability. The system integrates biometric
authentication, blockchain technology, and artificial intelligence to ensure secure and trustworthy election processes.
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Figure 8.1: Secure Blockchain-Based Electronic Voting System Home Interface
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Figure 8.3: Voter ID and Face Authentication Module Interface
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Figure 8.5: Candidate Management Module Interface
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Figure 8.6: Registration Center Management and User Access Interface

The biometric authentication module using face recognition and fingerprint verification demonstrated high accuracy
in identifying registered voters. The system successfully authenticated legitimate users while preventing unauthorized
access and duplicate voting attempts. The use of Al-based facial recognition improved identity verification accuracy
and reduced the possibility of voter impersonation. As a result, the authentication process ensured that only eligible
voters could participate in the election.

The blockchain network played a significant role in maintaining the transparency and integrity of voting data. Each
vote was stored as a transaction in the blockchain ledger, making it immutable and tamper-proof. Once recorded,
voting data could not be modified or deleted, ensuring that election results remained secure and verifiable. The
decentralized nature of blockchain also eliminated the risk of centralized data manipulation and improved the
trustworthiness of the voting system.

The smart contract mechanism effectively automated the vote validation and recording process. Smart contracts
ensured that each voter could cast only one vote and that all election rules were strictly enforced. This automation
minimized human intervention and reduced the chances of manual errors or manipulation during vote counting.

The Al-based monitoring module was able to detect abnormal voting patterns and suspicious system activities. By

analyzing voting behavior and system logs, the Al module helped identify potential security threats and fraudulent
attempts during the voting process. This enhanced the overall reliability and security of the system.
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