Vol-2 Issue-6 2016

IJARIIE-ISSN(O)-2395-4396

A Survey On Reversible Data Hiding In
Encrypted Images
Mruga G. Patel1, Krunal J. Panchal2
1

Research Scholar, Information & Technology Department, L.J. Institute of Engineering & Technology,
Gujarat, India
2
Assistant Professor, Information & Technology Department, L.J. Institute of Engineering & Technology,
Gujarat, India

ABSTRACT
There is good potential for practical applications such as encrypted image authentication, content owner
identification and privacy protection, reversible data hiding in encrypted image has attracted increasing attention in
recent year. Data hiding is the technique by which some data is hidden into a cover media. Data hiding can be done
in audio, video, image, text, and picture. we use image for data hiding especially digital images. The data may be
any text related to the image such as authentication data or author information. At the receiver side it must be able
to extract the hidden data and original image. A data hiding technique satisfying this requirement is known as
reversible data hiding. Reversible data hiding is a type of data hiding techniques whereby the host image can be
recovered exactly. Being lossless makes this technique suitable for medical, military applications and cloud storage.
In cloud storage, a content owner can encrypt an image to preserve his/her privacy, and upload the encrypted data
onto cloud. Reversible data hiding in encrypted image , which can recover the original image without any distortion
from the marked image after the hidden data have been extracted. Now a days reversible data hiding in encrypted
images is in used due to its excellent property which is original cover can be recovered with no loss after extraction
of the embedded data. Also it protect the original data. Existing reversible data hiding methods in encrypted images
(RDHEI) can be divided into two categories: without or with a preprocessing before image encryption.
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1. INTRODUCTION:
Encryption and data hiding are two effective means of data protection. While the encryption techniques convert
plaintext content into unreadable ciphertext, the data hiding techniques embed additional data into cover media by
introducing slight modifications. There are a number of schemes which performs data hiding and encryption jointly.
Different methods are used to data hide. But sometimes data hiding in images causes damages to the original image
and also to the embedded data during extraction. It is feasible in the applications like cloud storage and medical
systems.
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Fig -1: General Block Diagram of RDH[7]
In Fig 1, an overall view of the Reversible Data Hiding process. I represent the image and D, the data to be hidden.
These two data are fed into the embed block which hides the message bits into the image. This image is represented
by ID. When ID is fed into the extract/reverse block produces the original image after extracting the data. The
restored image IR is same as the original image.[7]

2. LITERATURE REVIEW:
2.1 A Separable Reversible Data Hiding In Encrypted Image With Improved Performance

•

In [1] Rintu Jose, Gincy Abraham paper, The owner of the image first encrypts the image by permutation,
making use of an encryption key. Since permutation only shuffles the pixels, the histogram of the image
remains the same. The data hider, without any knowledge about the original image content, hides data into
the encrypted image by histogram modification method. Before hiding the data, the data hider permutes
image using data hiding key and after data hiding he performs inverse permutation. At the receiver side, if
the receiver has only data hiding key, he can extract the data, but cannot read the content of the image. If he
has only encryption key, he can decrypt the image to get an image similar to the original one. If he has both
keys, he may first extract the data using data hiding key and then decrypt the image using encryption key.
This decrypted image is exactly same as the original image.

2.2 Reversible Data Hiding In Encrypted Images Based On Progressive Recovery
•

In [2] Zhenxing Qian, Xinpeng Zhang, Guorui Feng Paper, Three parties: the content owner, the datahider, and the recipient. The content owner encrypts the original image. The data-hider divides the
encrypted image into three sets and embeds message into each set to generate a marked encrypted image.
The recipient extracts message using an extraction key. Approximate image with good quality can be
obtained by decryption if the receiver has decryption key. When both keys are available, the original image
can be losslessly recovered by progressive recovery. this paper limits the distortion to three LSB-layers,
and accordingly improves the embedding rate.

2.3 An Improved Reversible Data Hiding In Encrypted Images
•
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In [3] Shuang Yi, Yicong Zhou, The original work randomly selects pixels from an original image to obtain
the estimation error for secret data embedding. In this work, we estimate half of the pixels in the original
image to obtain the estimation error so that the maximum embedding rate can be significantly improved
while keeping a high image quality of the marked decrypted image. This method is first to estimate a part
of the pixels in an original image using the rest pixels and obtain the estimation errors.Then we encrypt the
estimation errors and the rest pixels. The data hider then embeds the secret data into the encrypted
estimation errors and scrambles the image using the sharing key. At the receiver side, the secret data and
original image can be extracted and recovered separately by using different security keys.
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2.4 Reversible Data Hiding In Encrypted Image Based On Block Histogram Shifting
•

In [4] Zhaoxia Yin, Andrew Abel, Xinpeng Zhang, Bin Luo Proposed and evaluated a new separable
RDHEI framework. Additional data can be embedded into cipher image previously encrypted using
josephus traversal and a stream cipher. A Block histogram shifting (BHS) approach using self-hidden peak
pixels is adopated to perform reversible data embedding. Depending on the keys held, legal receivers can
extract only the embedded data with the data hiding key or they can decrypt an image very similar to the
original image with the decryption key. They can extract both the embedded data and recover the original
image error-free if both keys are available. The results demonstrate of that higher data embedding
capacity, better
decrypted-marked-image quality, error-free data extraction and accurate image
reconstruction.

2.5 Lossless And Reversible Data Hiding In Encrypted Images With Public Key Cryptography
•

In [5] Xinpeng Zhang, Jing Long, Zichi Wang, and Hang Cheng proposes a lossless, a reversible, and a
combined data hiding schemes for ciphertext images encrypted. In the lossless scheme, the ciphertext
pixels are replaced with new values to embed the additional data. In the reversible scheme, a preprocessing
is employed to shrink the image histogram before image encryption. The data extraction procedures of the
two schemes are very different. Receiver side, the additional data embedded by the lossless scheme cannot
be extracted after decryption, while the additional data embedded by the reversible scheme cannot extracted
before decryption. So we combine schemes to construct a new scheme, in which data extraction in either of
the two domains is feasible. That means the additional data for various purposes may be embedded into an
encrypted image, and a part of the additional data can be extracted before decryption and another part can
be extracted after decryption.

3. COMPARATIVE TABLE:
Table -1: Comparative Table

Paper Title

Methods/Techniques

Advantages

Disadvantages

A Separable Reversible Data
Hiding In Encrypted Image With
Improved Performance

Chaotic Based Permutation,
Histogram Modification Based
Method

Data Hiding Capacity
Is High

Psnr Value Low

Reversible Data Hiding In
Encrypted Images Based On
Progressive Recovery

Stream Cipher Algorithm Used
Such As Rc4, Aes, Lsb

An Improved Reversible Data
Hiding In Encrypted Images

Histogram Shifting Method
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Losslessly Recover Less Lsb-Layers, And
Image,
Accordingly Improves
Good Quality
The Embedding Rate

Embedding Rate
Improved

Work On Grey Scale
Images Only
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Encrypted Image Based On
Block Histogram Shifting

Lossless And Reversible Data
Hiding In Encrypted Images With
Public Key Cryptography
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Permutation Encryption Based On
Higher Data
Josephus Traversing & Stream Embedding Capacity,
Cipher, Block Histogram Shifting
Error-Free Data
Approach
Extraction,
Accurate Image
Reconstruction

Public Key Cryptosystems With
Probabilistic And Homomophic
Properties, LSB

Loss Less
Encryption, High
Embedded Rate,
High Recovery Rate

Less PSNR

Slight Distortion

4. CONCLUSION:
This paper mainly focuses on many related works of data hiding and comparison between them. Some methods hide
large amount of data, some other embed low amount of data. In some techniques data hiding cause distortion to the
original image also cause distortion to the embedded data also. The distortions in some work are relatively very low
which are negligible but some distortions will very badly affect both the data and the image. Payload capacity is
differ for different methods. The methods in each work have different level of applications. Each work has its own
positives and negatives. Existing systems there is no provision for efficient security. Thus it is necessary to develop
an efficient and effective system that provides data embedding and recovery without any distortion and provides
better security.
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