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Abstract

Cloud computing is the most promising current implementation of utility computing in the business world, because it
provides some key features over classic utility computing, such as elasticity to allow clients dynamically scale-up
and scale-down the resources in execution time. Nevertheless, cloud computing is still in its premature stage and
experiences lack of standardization. The security issues are the main challenges to cloud computing adoption. Thus,
critical industries such as government organizations (ministries) are reluctant to trust cloud computing due to the
fear of losing their sensitive data, as it resides on the cloud with no knowledge of data location and lack of
transparency of Cloud Service Providers (CSPs) mechanisms used to secure their data and applications which have
created a barrier against adopting this agile computing paradigm. This study aims to review and classify the issues
that surround the implementation of cloud computing which a hot area that needs to be addressed by future
research.
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1. Introduction

Cloud computing becomes a promising networking for infrastructure pattern which can deploy large-scale
application in a cost-effective method. It is defined as “applications delivered as services over the Internet and the
hardware and systems software in the data centers that provide those services [1]. Recently, cloud computing has
been widely adopted by the industry and organizations due to its usability and simple cloud of services-oriented
models. The number of cloud users can access the cloud of services to keep on the increasing daily and safe systems
in the cloud computing environments. Cloud computing technology plays an important role in academic and
industry organizations. The business processes are composed and implemented in the distributed loosely coupled
environments and the composite of services which includes more services and thus the cloud of services will be
connected by varies patterns and approaches. Cloud computing is providing organizations to use shared data storage
and cloud resources. It is better than to develop with the own platforms. Further, cloud computing provides
companies to have a data flexible, secure system, and cost-effective cloud infrastructure [2]. Additionally, the cloud
computing can provide on demand dynamically scalable virtualized cloud resources via the web of internet. indeed,
the cloud computing has not only changed the way of providing cloud services but influenced the way of application
development, which helps companies to save IT resources during the lifecycle and shorten application development
time [3].

Despite, the advantages of the cloud computing, it still surrounded by several issues that are associated with security
management [4] includes lack of trust in data security and privacy by users, organizational inertia, loss of
governance, and uncertain provider’s compliance [5]. The security issue became extra complex under the cloud
model as new scopes have arrived into the problem scope associated to the model data security [6], users’ privacy
[7], network security, platform and infrastructure issues. Recently, studies from various disciplines emphasized to
the importance of cloud computing security management in all areas of application to mitigate those issues. The new
version of cloud security management consists of the processes and methods that are useful to reduce cloud security
issues. It also includes characteristics like on-demand service provision, virtualization and virtual data centers, and
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high flexibility access to data on cloud storage and release of service provision like storage, network, cloud
applications, servers and its cloud services. Indeed, they present the conceptual model for cloud security that
involved components such as data privacy, legally and standard, policy, compliance and regulatory issues of
government organizations. Due to the fact that there are many types of security issues, this study reviewed many
types of security issues. This study also classified the sub-issues of cloud computing under structured groups which
helps future research to explore the related solution. To classify the security issues in the government, this study
interviewed the managers of information technology department in 23 of Iragi government departments and they
classified the security issues under five main groups which are: - mobility and cloud government application
security issues, cloud security services and application issues, cloud security data, cloud network security issues and
issues for cloud security platform and infrastructure.

2. Literature Review
2.1. Cloud Computing Issues

There are many cloud security issues appear in different type of technologies which include networks, databases,
operating systems, virtualization, resource scheduling, transaction management, concurrency control and memory
management are used in cloud computing [8]. The cloud computing is designed as computing utility. The majority
of individuals and enterprises use to migrate their work into the cloud, workloads which became more
heterogeneous because the cloud computing resources are much more heterogeneous as cloud providers constantly
scale or update the clusters with new generations of machines. For example, the government organizations run
applications and data transfer in their own the private cloud and then transform it to the public cloud. Nevertheless,
there are many security issues exist in the cloud computing technology that threaten the data credibility and
confidently. This emphasis to the important to design a cloud computing security with relevant standards and
policies to protect the users. Despite, there are major efforts made to design effective cloud computing, the cloud
service security is still facing new business and management problems arising from virtualization, multi-tenancy in
the cloud, and data encryption technology, trusted cloud and cloud data sensitive confidentiality issues [9]. The
government and non-government organizations are struggling to identify the features of cloud security issues and
then build and prepare plan that can help them to make appropriate decision toward a successfully adoption of cloud
computing technology projects for organizations. There are several key cloud security challenges within the cloud
computing environment as shown in Figure, which include mobility and application security issues [10], cloud
security services and applications issues, cloud security data issues [11], cloud network security issues [12] and
cloud security platform and infrastructure issues [13].

2.1.1. Mobility and Cloud Government Application security issues

Despite the growth usage of mobile computing, exploiting its full potential advantages is difficult due to its inherent
problems such as secure resource, frequent disconnections, and mobility [14]. Data in the cloud is typically in a
shared environment alongside with data from other customers. Encryption is critical to protect data sensitive
confidentiality and privacy of the data while in transiting and in cloud storage. Legally, third-party cloud service
providers (CSPs) and their customer organizations are distinct enterprises. It the CSP fails in its responsibilities, it
could have legal liability implications for the CSP’s customer organizations. In contrast, if a cloud customer
organization fails in its responsibilities, it is less likely to be exposure to legal implications of the CSP [15]. There
are some responsibilities for the organizations such as flexibility access issue of cloud providers, protect sensitive
data in the cloud computing, understand legally and standards issues, software development life cycle management,
portability and interoperability, and cloud platform reliability and latency. The policy is a foundational issue that is
related to legal definition and organizational charter to facilitate and guide the establishment of the vision, missions,
responsibilities, and authorities of major actors in cloud computing organization. Open Security Architecture (OSA)
provides frameworks that are easily integrated into software applications for the security architecture community. Its
patterns are based on schematics that show the data traffic flow control for secure cloud computing and particular
implementation with policies implemented at each step for the cloud security issues. The cloud mobile applications
can connect and request services hosted on a remote cloud computing by interfaces [18]. However, mobile Web
services need to consider additional constraints other than standard Web services: frequent loss of connectivity, low
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computational resources, and low bandwidth [37]. In this section, the mobility and cloud government application
security issues are discussed.

Table 1 Issues for Mobility and Cloud Government Application Security Based on Studies

Mobility and Cloud Government Application security issues Related works
Lack of Standards, Legally, and Policy [16]-[19].
Loss of Security Governance [20]-[22].
Malicious Insider Threats in the Cloud Computing [23], [24][25]
Cloud Computing Regulatory Requirements and Cloud Compliance [22], [26]-[29].
Challenges [30][31]
Cloud Computing Portability and Interoperability
Biometric Security System for Cloud Computing Environment [32][33][341[35]

2.1.2. Cloud Security Services and Application Issues

Service and application-level issues relate to the security factors concerned with performance measurements of the
cloud computing system, and the quality of service and cloud service level agreement [41]. For example, in what
ways do mobile cloud computing systems ensure data of availability; what are the fault- tolerance (FT) mechanisms
employed to ensure smooth execution and uninterrupted service [42]. Therefore, cloud of services able to extend
dynamically to meet user on demand and requirements. Additionally, capabilities of the cloud can be rapidly and
elastically increased to meet immediate demand and scaled down to release unused resources. However, monitoring
should be done by the cloud service provider frequently to ensure that the cloud is secure and not infected by the
malicious code that have been uploaded to the cloud by the hackers or attackers with the purpose of stealing
sensitive data or even damaging the information of users. Further, Table 0O, illustrates the issues for cloud security
services and application based on studies bellow.

Table 2. Issues for Cloud Security Services and Application Based on Studies

Cloud Security Services and Application Issues Related works
Cloud Service Level Agreement (SLAS) and Quality of [36]-[45].
Service [22], [43], [46]-[54].
Trusted for Cloud Services [2], [16], [24], [43], [48], [52], [54].
Access Control in Cloud Computing Environment [23], [25], [27], [28], [55].
Security of Cloud Interfaces and API [38], [48], [58]-[62].
Availability of Cloud Data

2.1.3. Cloud Security Data

Generally, the data in cloud computing belongs to different owners in the cloud computing resources which must be
trusted. Therefore, unauthorized users should be forbidden from that data or information [52], [54], [59]. In trusted
and cloud data sensitive confidentiality refers to original data that must keep in a password protected by data
management systems with security guard services in the cloud computing environments. All cloud data are entered,
stored and backed-up in a password protected by the management of data in the cloud computing [63]. Besides, the
cloud data storage is a model of data storage in which the integrity data is stored in logical pools. It allows cloud
users to store their data in a remote server to get rid of expensive local storage and managing brand cost and then
flexibility access data of interest anytime and anywhere [64].
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Table 3: Issues for Cloud Security Data Based on Studies

Cloud Security Data Security Related works
Cloud Data Privacy Security [16], [17], [22], [25], [27], [31], [58], [65].
Data Protection in Cloud Computing [2], [54], [55], [47].
Environments

Cloud Data Confidentiality Issues [48], [49], [52], [54].
Cloud Data Limitations and Segregation [31], [62], [60]-[61].

Cloud Data Integrity [16], [24], [27], [52], [54], [59].

Cloud Data Eavesdropping Attack and Leakage [23], [33], [39], [55], [57].

2.1.4. Cloud Network Security Issues

Cloud network security is one of the network security issues. Cloud Computing permits ever-present, convenient,
on-demand network access to a shared pool of configurable networks that can be quickly provisioned and free with
negligible management effort or service provider communication [67]. Due to the fact that the Cloud Computing
embodies a comparatively new computing model, there is an important deal of vagueness about how security at
network can be attained and how applications security is progressed to Cloud Computing [62]. The cloud network
issues are the higher response time of nodes while performing data communication through co-operative caching

[8].

Table 4: Issues for Cloud Network Security Based on Studies

Cloud Network Security issues Related works
Detection and Recovery [2], [15], [31], [52], [55], [59]-

Flow Control for Secure Cloud Computing [2], [27], [43], [58].
Cloud Account or Cloud Service Hijacking [19], [40], [63], [64] .
Cloud Network Traffic Analysis and control [21], [25], [45], [65].
Bandwidth Cost in the Cloud [26], [50], [51], [58]].

Distributed Denial of Service (DDoS) Attacks for the [2], [15], [47], [66].

Cloud

2.1.5. Cloud Security Platform and Infrastructure Issues

Security of the cloud infrastructure relies on trusted cloud and cryptography. In addition, no standard service
contract exists that covers the ranges of cloud services available and the needs of different organizations. Beside that
the cloud computing technology allow to design and implemented a real time alert system on top of the cloud
infrastructure [44]. However, cloud computing offers an elastic infrastructure that Cloud Management Agents can
use to obtain streaming resources that match the demand. Also, multi cloud providers support different platforms
and offer constantly changing packages of capabilities. Further, infrastructure security is the basis of cloud
computing security, mainly in the cloud for the upper layer of security services to provide security, infrastructure
security by hardware and software security, can be a variety of intrusion defence, redundant backup of data,
intrusion detection and prevention in network security. Cloud infrastructure security issues the risk associated end-
user’s concern and is also the focus this work’s research direction. Therefore, the centralized security solution for
insecurity cloud is proposed and the scenarios of this system and methods after that constructed.
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Table 5: Issues for Cloud Security Platform and Infrastructure Based on Studies

Cloud Security Platform and Infrastructure Issues Reference
Cloud Platform Reliability and Latency [31], [65], [71]-[68].
The multi-tenancy in the Cloud Scalability and [15], [24], [27],

Capability in the Cloud

3. Cloud Security Issue Factors

Many cloud security issues can obtain from different technologies that including networks, databases, operating
systems, virtualization, resource scheduling, transaction management, concurrency control and memory
management are used in cloud computing [8]. Additionally, cloud computing is designed as computing as a utility.
Customers rent computing resources in the cloud to complete their work. Then to ensure the quality of service (QoS)
requirements defined by customers and guarantee the resource utilization in the cloud datacentres, effective resource
management systems should be considered. Therefore, more individuals and enterprises migrating their work into
the cloud, workloads in the cloud become more heterogeneous. Meanwhile, cloud computing resources are much
more heterogeneous as cloud providers constantly scale or update the clusters with new generations of machines
[69]. However, in reality government organizations run applications and data transfer in their own the private cloud
and then transmute it to the public cloud. While there are many security issues exist in the cloud computing
technology, cloud security should design relevant standards and policies as soon as possible [43].

Cloud computing is a new emerging technology, which every organization these days wants to adapt for its business
for more profitability, interoperability, capability, and scalability. This network communication defined cloud
computing, highlighted all the cloud service models likes public, private, hybrid and community cloud computing.
In addition to information security risks under traditional IT architecture, cloud service security is still facing new
business and management risk arising from virtualization, multi-tenancy in the cloud, and data encryption
technology, trusted cloud and cloud data sensitive confidentiality issues [9]. However, cloud computing is changing
the current IT delivery model for services. Benefits for business and IT include reduced costs, scalability, flexibility
access to data on cloud storage, capacity utilization, higher efficiencies, performance, and mobility [40]. The
enterprise will be able to identify the features of cloud security issues and then build and prepare plan that can help
them to make appropriate decision toward a successfully adoption of cloud computing technology projects for
organizations [60]. Generally, cloud computing’s issues can bring negative effects on any companies or
organizations, therefore an effective risk management is needed to balance the operational and financial cost as well
as proactive actions to secure data, network, platform information systems and technologies [70]. According to [53],
understanding the true potential of mobile cloud computing and identifying issues with mobile cloud security,
privacy, feasibility and accessibility remain a major concern for both the customers and the enterprises [57].
Therefore, the presence of cloud security issues and challenges have critical influence on the success of cloud
computing systems. Thus, it is critical to identify and classify control various issues during cloud computing
environments by using controlling mitigation techniques those security issues, the success rate of cloud computing
systems could be increased. Cloud security, cloud data privacy, feasibility and accessibility remain a major concern
for both the users and the enterprises [56]. There are several key cloud security challenges within the cloud
environment such as [28]: Key stores that must be protected in data storage, detection and recovery and in backup.
Improper key storage may lead to encryption data. Flexibility accesses to key data storage have to be limited to the
authorized personnel who require the individual keys. These keys ought to be under policies governing them [45].

4. Conclusion

Cloud computing is a new emerging technology, which every organization these days adapt it to facilitate the
flexibility of their businesses in terms data storage, exchange, transform which enable them to upgrade their
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profitability, interoperability, capability, and scalability. This network communication defined cloud computing,
highlighted all the cloud service models likes’ public, private, hybrid and community cloud computing. The cloud
computing is changing the current IT delivery model for services. Benefits for business and IT include reduced
costs, scalability, and flexibility access to data on cloud storage, capacity utilization, higher efficiencies,
performance, and mobility. Despite, the advantages of the cloud computing, it still surrounded by several issues that
are associated with security management, includes lack of trust in data security and privacy by users, organizational
inertia, loss of governance, and uncertain provider’s compliance. The security issue became extra complex under the
cloud model as new scopes have arrived into the problem scope associated to the model data security, users’ privacy
network security, and platform and infrastructure issues. This study was designed to highlight the cloud computing
security issues. The finding of this study emphasises that there are five main issues associated with cloud computing
implementation which are Mobility and Cloud Government Application security issues, Cloud Security Services and
Application, Cloud Security data, cloud network security issues and cloud security platform and infrastructure
issues. These issues form an open room for future research to fill up security issues gap through providing either
technical approach or empirical model to mitigate these issues.
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