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ABSTRACT 

 
It is possible to lower the risk of fraud caused by database manipulation in electronic voting systems by 

incorporating blockchain into the database distribution. The proposed system explained in this study includes the 

use of blockchain algorithms to record voting results from each voting location. Unlike Bitcoin's proof-of-work 

mechanism, the suggested system depends on pre-defined power-ups for each node in the blockchain. This system 

allows online voting, providing voters the ease of casting their votes from any location and at any time, which in 

turn enhances voter turnout. By distributing the database among several users, the proposed system decreases the 

chances of fraud and manipulation while also offering a more accessible and efficient voting process. Overall, the 

integration of blockchain technology into electronic voting systems has the potential to boost the security, 

dependability, and fairness of elections. 
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1. INTRODUCTION 

The term "blockchain revolution" can encompass a variety of ideas, which may be confusing for people and 

organizations. However, it essentially refers to the concept of decentralized records, where transaction data is 

distributed across multiple network nodes rather than being stored on a single centralized server. While the idea of 

blockchain technology originated in the 1980s, it was Bitcoin's emergence in 2009 that popularized it. Although it 

was not the first cryptocurrency, many credit Bitcoin with catalyzing the development of paperless, digital financial 

transactions with physical assets. However, it is worth noting that without centralized controllers overseeing 

transactions, this asset/currency might lack fundamental value. The blockchain's mathematical equations provided 

the basis for its development. Elections play a crucial role in any democratic system. With the introduction of 

internet technology, ensuring a fair election process has become even more critical. External factors could 

potentially impact a county's administration and processes, making it imperative to prioritize fairness. Many nations 

have dealt with authoritarian governments in the past, which is always a challenging experience for the average 

person. 

The theft of the common people's fundamental human rights and the freedom enshrined in their constitution has left 

them vulnerable. In such circumstances, it is crucial to establish a fair and impartial election system for the nation's 

proper growth and development. Election voting machines (EVMs) have faced criticism in India due to 

inconsistencies in results reporting, as well as concerns about vulnerabilities and tampering. Moreover, current 

voting procedures have been exploited to gain control, with instances of fraud, including voter fraud, ballot fraud, 

and booth capturing, shaking public trust in the electoral process. Nevertheless, making the voting process more 

equitable, transparent, and accountable could help resolve the problems associated with the current system. It should 

be noted, however, that although the current method guarantees voter anonymity, it is not entirely transparent, and 

voters must have blind faith in election results due to the lack of systemic verifiability. Recently, internet-based 

voting systems have gained popularity, and the Telangana State Election Commission developed a mobile-based 

electronic voting application that was tested in one district. 

The protection and security of voter data is crucial during the voting process, which is facilitated by the Ethereum 

blockchain's secure and efficient voting mechanisms. Since the data collected during the voting process is highly 
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sensitive, tampering or unauthorized access must be prevented, and blockchain technology can ensure this. The use 

of Solidity in developing smart contracts for this project makes the code used in the voting process transparent and 

auditable, which further strengthens the security and trust in the system. 

 

 

 

2. METHODOLOGY 
 

2.1 Working of Blockchain 

 

Fig- 1: Working of Blockchain 

 

The mechanism of blockchain technology involves a network of computers that maintains a secure and decentralized 

ledger for recording transactions. This ledger, which is composed of linked and encrypted blocks, grows 

continuously and each block is comprised of a cryptographic hash of the previous block, a timestamp, and 

transaction data. 

The blockchain is highly resistant to tampering and hacking, as any attempt to modify a block will alter all 

subsequent blocks, and the information stored in a block cannot be changed or deleted without the consensus of the 

network. This provides a high level of security to the blockchain, making it difficult for malicious actors to tamper 

with the data stored within it. Other participants in the network can easily detect any attempts to alter the blockchain, 

further reinforcing its security. 

Participants in a blockchain network, known as nodes, collaborate to verify transactions and incorporate them into 

the blockchain. Whenever a new transaction is initiated, it is sent to all nodes in the network. The nodes then 

validate the transaction by verifying its authenticity and ensuring that the individual initiating the transaction has 

adequate funds. Once a majority of nodes agree on the transaction's validity, it is recorded in a block, which is 

subsequently broadcast to the whole network and appended to the blockchain. 

 

 



Vol-9 Issue-3 2023                IJARIIE-ISSN(O)-2395-4396 
     

20102 www.ijariie.com 534 

 
Fig- 2: SHA-256 Algorithm 

 

 

Smart contracts on a blockchain operate through "if/when...then" statements that are coded and stored on the 

blockchain. Once predetermined conditions are confirmed, a network of computers executes the specified actions, 

which can include disbursing funds, registering a vehicle, issuing notifications, or generating a ticket. Upon 

completion of the transaction, the blockchain is updated, ensuring that it cannot be altered, and only authorized 

parties can access the results. 

To ensure successful execution of the activity, a smart contract can include multiple conditions that reassure all 

participants involved. The participants must agree on the rules that govern the transactions and consider any 

potential exceptions while also designing a framework for dispute resolution. Additionally, the representation of 

transactions and their associated data on the blockchain must also be decided by the participants. 

 

 

2.2 MetaMask 

 

Metamask, a cryptocurrency wallet, enables users to interact with the Ethereum Blockchain, including exchanging 

tokens and cryptocurrencies based on Ethereum and managing their account keys. Users can connect to 

decentralized networks through a web browser or mobile device's built-in browser app. To establish a connection 

between a decentralized network and Metamask, developers can use the Javascript plugin Web3js. Ethers are used 

as gas to complete transactions between Metamask and smart contracts.Metamask is a blockchain wallet that allows 

users to manage their funds and complete transactions using a web browser extension. Once a transaction is 

initiated, a Metamask window pops up to request confirmation from the user before the transaction is executed. 

 

 

 

 
 

Fig- 3: Working of MetaMask 
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Fig- 4: MetaMask Wallet 

2.3 Ethereum Virtual Machine 

 

The Ethereum Virtual Machine (EVM) is designed as a secure runtime environment for Ethereum's smart contracts. 

It operates in isolation from the rest of the system, ensuring that repeated calls to a particular function on the EVM 

will not modify data or programs. 

The Ethereum Virtual Machine (EVM) enables the execution of scripts on the Ethereum blockchain, allowing for 

the implementation of various activities. Creating new tokens on the Ethereum blockchain is made simple by the 

EVM, which executes a script consisting of instructions that guide the computer on how to perform a particular 

function. Access to any network node is required to execute the necessary commands and create new tokens on the 

blockchain using the EVM. 

Ethereum Virtual machine has two parts: 

i. EVM (the part that runs solidity source code) 

ii. Uncles 

 
Fig- 5: Working of Ethereum Virtual Machine 
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2.4 Ether.js 

 

Originally created to support ethers.io, the ethers.js library has evolved into a versatile and comprehensive library 

for interacting with the Ethereum Blockchain and its ecosystem. 

It is important to interface with a hub that can gain information from the blockchain and compose new exchanges. 

This association can be laid out in different ways, including straightforwardly from an internet browser, a product on 

a PC, or a back-end server. When the association is laid out, the hub can be utilized to distribute new exchanges and 

get information about digital currencies and NFTs. This association can empower the making of a completely 

decentralized site that supports decentralized applications. The ethers.js library can be utilized as a minimized and 

complete library for cooperating with the Ethereum Blockchain and its environment.  

Ether.js Modules: 

i. Ethers.Contract 

ii. Ethers.Utils 

iii. Ethers.Provider 

iv. Ethers.Wallet 

 

3. RESULT 
 

The experimental result obtained by performing the project is as follow: 

 

 
 

 

 

Blockchain-based casting a ballot framework is plan to give quick and productive strategy to cast a ballot counting, 

Bringing about prompt political race results. The principal objective of fostering this framework is to resolve the 

issue of broadened sitting tight period for acquiring results. With our task, the outcomes can be gotten in only 

second. Essentially diminishing the stand by time. 

 

 



Vol-9 Issue-3 2023                IJARIIE-ISSN(O)-2395-4396 
     

20102 www.ijariie.com 537 

4. CONCLUSIONS 

This paper proposes an electronic voting system that addresses several problems associated with traditional voting 

methods. Through the use of the internet, citizens can cast their votes from any location, at any time, thanks to this 

system's security and convenience. Blockchain technology is used to ensure that the vote data is stored in a tamper-

proof manner, and no central authority can modify it. This produces an open-source and transparent voting platform 

that is available to everyone. 

The proposed electronic voting system is intended to be efficient, user-friendly, and speedy, with immediate results. 

This would eliminate the need for manual counting, reducing both the time and resources required to obtain election 

results. In addition, the system would be available on any device with internet access, enabling all citizens to 

participate in the voting process, regardless of their technical abilities. Its implementation is a significant step 

forward in modernizing the electoral process, as it makes voting more convenient, efficient, and secure, encouraging 

greater participation while ensuring the accuracy of every vote. This system offers a practical and effective solution 

to conducting elections, and if widely adopted, has the potential to improve the democratic process on a global scale. 
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