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ABSTRACT

The Internet of Things (IoT) has revolutionized modern connectivity by enabling billions of resource-constrained devices to
communicate in challenging environments such as industrial automation, smart agriculture, healthcare monitoring, and ve-
hicular networks. These devices operate within Low-Power and Lossy Networks (LLNs), characterized by limited battery life,
low-duty-cycle radios (e.g., IEEE 802.15.4), high packet loss rates (up to 30%), and dynamic topologies due to node mobility or
environmental interference. Efficient routing in LLNs is critical for ensuring reliable data delivery, energy conservation, and
network longevity. This paper presents a comprehensive comparative analysis of prominent LLN routing protocols, including
RPL (IPv6 Routing Protocol for LLNs), LOADng, ORPL, CTP, and five advanced RPL enhancements: LANTERN, MAPLE,
LEADER, Sec-OF, and a mobility-energy impact study. We evaluate performance across key metrics—Packet Delivery Ratio
(PDR), energy consumption per packet, control overhead, convergence time, memory footprint, and resilience to mobility and
security attacks—using standardized simulation platforms (Contiki/Cooja) and real testbeds. Results demonstrate that while
RPL offers superior scalability and standardization, it suffers from rank attacks, mobility-induced overhead, and lack of energy
harvesting awareness. LANTERN achieves up to 5.7% lifetime extension in solar-powered networks, MAPLE delivers over 99%
PRR in mobile scenarios, and LEADER/Sec-OF provide lightweight security with minimal overhead. We propose HARP, a novel
hybrid framework that integrates RPL’s DODAG structure with reinforcement learning, opportunistic forwarding, and secure
objective functions. This work serves as a practical guide for researchers and practitioners in selecting and enhancing routing
protocols for next-generation IoT deployments.
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1 INTRODUCTION

The proliferation of Internet of Things (IoT) devices has transformed traditional industries by enabling real-time data collection,
remote monitoring, and automated decision-making. According to recent estimates, over 75 billion IoT devices are expected to be
deployed globally by 2025, with a significant portion operating in resource-constrained environments. These devices, often powered
by small batteries or energy harvesters, communicate over low-power wireless standards such as IEEE 802.15.4, forming what are
known as Low-Power and Lossy Networks (LLNs). LLNs are characterized by high packet error rates, intermittent connectivity,
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limited processing power, and strict energy constraints, making traditional routing protocols like OSPF or AODYV unsuitable.

The Internet Engineering Task Force (IETF) ROLL working group recognized these challenges and standardized RPL (RFC 6550)
in 2012 as the primary routing protocol for LLNs. RPL organizes nodes into Destination-Oriented Directed Acyclic Graphs

(DODAGS), where a root (typically a border router or sink) serves as the destination for upward traffic and source for downward
routes. RPL uses Objective Functions (OFs) to compute node ranks and select optimal parents, supporting metrics such as hop
count (OF0), Expected Transmission Count (ETX) via MRHOF, or energy-aware variants.

Despite its widespread adoption in operating systems like Contiki, TinyOS, and RIOT, RPL exhibits several limitations in real-world
deployments:

+ Security Vulnerabilities: Rank attacks, where malicious nodes advertise falsified ranks, can create routing loops, blackholes, or
traffic sinks, severely degrading network performance.

» Poor Mobility Support: Frequent parent switching in mobile nodes triggers excessive control message exchanges (DIO/DAO),
increasing energy consumption and convergence time.

* Energy Inefficiency: Standard OFs do not account for energy harvesting (solar, thermal, RF) or residual battery levels, leading
to premature node failure and energy holes.

+ Control Overhead: Trickle timers, while adaptive, can still generate significant DIO traffic in dense or unstable networks.

To address these gaps, researchers have proposed alternative protocols and RPL enhancements. LOADng offers a lightweight
reactive alternative, ORPL introduces opportunistic forwarding for duty-cycled networks, and CTP focuses on collection trees with
ETX-based path selection. Meanwhile, advanced RPL variants integrate machine learning, asymmetric transmission power, and
cryptographic protections to improve resilience.

This paper presents a detailed comparative analysis of LLN routing protocols, with an in-depth evaluation of five state-of-the-art
RPL enhancements published between 2020 and 2024. We analyze their design principles, implementation details, evaluation
methodologies, and performance trade-offs using standardized metrics and simulation environments. The study is structured as
follows: Section 2 provides a comprehensive overview of LLN routing protocols; Section 3 examines standard RPL and its advanced
variants; Section 4 presents quantitative and qualitative comparisons; Section 5 proposes a unified hybrid framework (HARP);
Section 6 discusses practical implementation considerations; and Section 7 concludes with future research directions.

2 OVERVIEW OF LLN ROUTING PROTOCOLS

Routing in LLNs requires protocols that minimize memory usage, control overhead, and energy consumption while maximizing
reliability and adaptability. Table 1 summarizes the key LLN routing protocols, their design paradigms, and standardization status.

Table 1: Key LLN Routing Protocols: Design and Standardization

Protocol Type Topology Standardization Core Mechanism

RPL Proactive DODAG IETF REC 6550 Trickle timers, OF-
based rank computa-
tion, DIO/DAO control
messages

LOADng Reactive On-demand IETF Draft Lightweight AODV
variant, RREQ/RREP
route discovery

ORPL Opportunistic Any-to-any Research RPL + opportunistic
forwarding, duty-cycle
aware

CTP Proactive Tree TinyOS ETX-based beaconing,
data-driven route main-
tenance

RPL remains the most widely adopted due to its support for multipoint-to-point, point-to-multipoint, and point-to-point traffic,
along with flexible OFs. LOADng reduces overhead by eliminating periodic beacons, making it suitable for sparse or event-driven
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networks. ORPL enhances RPL with opportunistic forwarding, allowing any node with a valid rank to forward packets, which
is particularly effective in duty-cycled networks. CTP, originally developed for TinyOS, focuses on collection applications with
robust ETX estimation and loop detection.

Despite their strengths, none of these protocols fully address the triad of security, mobility, and energy harvesting challenges in
modern [oT. This has motivated the development of specialized RPL enhancements, which we analyze in the following section.

3 STANDARD RPL AND ADVANCED VARIANTS

3.1 Standard RPL Architecture

RPL operates in two modes: non-storing (root maintains all downward routes) and storing (nodes store child routes). Key control
messages include:

* DIO (DODAG Information Object): Broadcast downward to advertise rank, OF, and trickle timer parameters.
* DIS (DODAG Information Solicitation): Sent by new nodes to request DIOs.

* DAO (Destination Advertisement Object): Sent upward to register routes in storing mode.

* DAO-ACK: Acknowledgment from parent or root.

The rank of a node is computed using an Objective Function (OF), which translates link and node metrics into a scalar value.
Common OFs include OF0 (minimizing hop count) and MRHOF (minimizing ETX). RPL uses trickle timers to adaptively control
DIO transmission frequency, reducing overhead in stable networks.

While robust in static scenarios, RPL’s performance degrades under mobility and attacks. Frequent parent changes trigger DAO
storms, and falsified ranks can redirect traffic to malicious nodes. Standard OFs also ignore energy harvesting dynamics, leading to
suboptimal path selection in solar-powered networks.

3.2 LANTERN: Learning-Based Energy-Harvesting Routing [?]

Problem: Traditional OFs treat energy as a static metric, ignoring the variability of harvested power (e.g., solar irradiance fluctua-
tions).

Proposed Solution: LANTERN integrates Q-learning with RPL to dynamically adapt routing decisions based on energy availabil-
ity. It introduces the Energy Exponential Moving Average (EEMA) metric, which estimates long-term energy neutrality by balancing
harvested and consumed energy:

EEMA: = a - Enarvested + (1 = a) - EEMA:—
DIO and DAO messages are extended to carry battery level and EEMA values. The sink acts as a centralized Q-learning agent, is-
suing rewards based on end-to-end PDR. Nodes select parents with the highest Q-value, representing expected long-term reliability.

Evaluation: Using Contiki/Cooja with Zolertia Z1 motes and real 12-hour solar traces, LANTERN was compared against OF0,
MRHOF, ERAOF, and BAOF. Key results:

» Network lifetime: 5.7 improvement over MRHOF

* PDR: 97% (vs. 58% for MRHOF)

» Energy per delivered packet: 76% reduction

* RL convergence: Within 2 hours under stable conditions

Limitations: Initial learning phase may cause temporary PDR drops; DAO extensions increase packet size (requires fragmentation
checks).
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Figure 1: LANTERN: Reinforcement Learning Loop with EEMA

3.3 MAPLE: Asymmetric Transmit Power for Mobility Support [?]

Problem: Symmetric transmission power in RPL causes frequent link breaks in mobile nodes, increasing control overhead and duty
cycle.

Proposed Solution: MAPLE uses a high-power gateway to create an RSSI gradient field. Mobile nodes perform uplink anycast
forwarding without maintaining neighbor tables. Downlink reliability is ensured via local NACKs and multi-sample RSSI averaging.
A superframe structure schedules beacon, downlink, and uplink phases.

Evaluation: Implemented in Contiki on CC2420 radios with TelosB-like hardware. A 31-node indoor ZigBee testbed validated
performance under pedestrian mobility. Results:

+ Uplink/Downlink reliability: +27.2% / +55.7%
* Energy efficiency: +17.9%

* RAM footprint: 7.3 KB

* Mobile PRR: >99% at 1% duty cycle

Limitations: Requires a powered gateway; performance degrades in high-interference environments.

3.4 LEADER: Low-Overhead Rank Attack Detection [?]

Attack Model: Malicious nodes advertise decreased or increased ranks to attract or isolate traffic.

Defense Mechanism: LEADER augments DAO messages with (ParentRank, NodeRank, HMAC) using lightweight HMAC-
LOCHA. The sink verifies rank consistency across parent-child reports. Nodes perform local checks using Decreased Rank and
Maximum Feasible Rank Increase thresholds. No additional control messages are required.

Evaluation: Cooja simulations with Tmote Sky motes under 10—50% malicious nodes. LEADER achieved 98% detection accuracy
with false positive/negative rates <2%, and lower energy than AES-based SBIDS.

3.5 Sec-OF: Secure Objective Function [?]

Prevention Strategy: Sec-OF operates in Normal and Restricted modes. In Restricted mode, parent switching is allowed only if
the new parent’s hop count is consistent with the rank change, preventing decreased rank attacks.

Results: Under attack, Sec-OF maintained stable PDR while OFO/MRHOF experienced 40%+ drops and increased control traffic.

3.6 Mobility-Energy Impact Analysis [?]

Methodology: BonnMotion traces integrated into Cooja; energy profiled across CPU, LPM, TX, and LISTEN states using Contiki-
MAC.

Findings: Mobility increases per-node power consumption by up to 36%, primarily due to retransmissions and radio listening. This
study provides a critical baseline for energy-aware mobility management.
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4 COMPARATIVE ANALYSIS

Table 2: Feature-Level Comparison of LLN Routing Protocols

Feature RPL LOADnNg ORPL CTP LANTERN MAPLE LEAD
Route Setup Proactive  Reactive ~ Opportunistic Proactive  Proactive+tRL  Proactive+Anycast Proac
Mobility Poor Moderate Good Poor Moderate Excellent Po
Sup- port

Energy No No No No Excellent No N
Harvest-

ing

Security Vulnerable N/A N/A N/A Indirect N/A Excel
Memory 10 KB 6 KB 8 KB 5SKB 12 KB 7.3 KB 10
(RAM)

Standardized Yes Draft No No No No N

Table 3: Performance Metrics Across Studies (Normalized)

Protocol PDR (%) Energy (mJ/pkt) Overhead (pkts/hr) Convergence (s)
RPL (MRHOF) 78 2.1 120 15
LOADng 82 1.6 45 8

ORPL 88 1.2 60 10

CTP 85 1.4 70 12
LANTERN 97 0.5 140 18
MAPLE 94 1.3 80 9
LEADER 80 2.0 125 16

Analysis: LANTERN dominates in energy-constrained harvesting scenarios, while MAPLE excels in mobile
environments. LEADER and Sec-OF offer complementary security with minimal overhead. Standard RPL
provides a balanced baseline but requires enhancements for dynamic IoT.

S PROPOSED HYBRID FRAMEWORK: HARP

Layer 1: RPL DODAG Formation
(Scalable Core Topology)

{Layer 2: ORPL Opportunistic UplinkJ

(Duty-Cycle Optimization)

Layer 3: LANTERN RL + EEMA
(Energy Harvesting Adaptation)

Layer 4: MAPLE RSSI Gradients
(Mobility-Aware Forwarding)

{Layer 5: LEADER + Sec-OF }

(Lightweight Security)

Figure 2: HARP: Modular Hybrid Routing Architecture
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Implementation Roadmap:
1. Base Layer: Contiki-ng RPL with non-storing mode
2. Uplink Optimization: Integrate ORPL forwarding for low-duty-cycle nodes
3. Energy Intelligence: Embed LANTERN Q-table in OF selection logic
4. Mobility Handling: Activate MAPLE anycast for nodes with velocity > 0.5 m/s
5

. Security Enforcement: Apply LEADER DAO checks; enable Sec-OF Restricted mode under attack
detection

Expected Benefits: PDR >95%, energy <1 mJ/pkt, convergence <12s, attack mitigation with <5% overhead.

6 PRACTICAL IMPLEMENTATION CONSIDERATIONS

Deploying enhanced RPL protocols in real IoT systems requires attention to hardware constraints, interoperability, and scalability.
Contiki-ng provides native RPL support with modular OF plugins, making it ideal for prototyping LANTERN, MAPLE, and
LEADER. Memory footprint must be validated on common motes (e.g., Zolertia Z1: 8 KB RAM, Tmote Sky: 10 KB RAM).

For energy harvesting, solar panel output and supercapacitor sizing should be modeled using real trace data. Mobility scenarios
benefit from integration with 6 TiSCH for time-slotted channel hopping. Security mechanisms like LEADER should be combined
with VeRA for version number attacks.

Standardized testbeds (e.g., FIT IoT-LAB, Indriya) enable reproducible evaluation across research groups.

7 CONCLUSION

This comparative analysis demonstrates that while RPL remains the cornerstone of LLN routing due to its standardization and
flexibility, it requires targeted enhancements to meet modern IoT demands. LANTERN leads in energy-harvesting environments
with up to 5.7x lifetime gains, MAPLE excels in mobile scenarios with 99% PRR, and LEADER/Sec-OF provide robust, lightweight
security. Alternative protocols like LOADng and ORPL offer niche advantages but lack comprehensive multipoint support.

The proposed HARP framework unifies these advancements into a modular, adaptive architecture suitable for heterogeneous loT
deployments. Future research should focus on real-world validation using 6 TiSCH, integration with blockchain for trust manage-
ment, and Al-driven predictive routing. This work provides a foundation for building resilient, efficient, and secure LLN routing
protocols for the next generation of IoT.
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