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Abstract

Crypt-DAC is a system that allows for dynamic access control of unsecured data stored in the cloud. It allows for real
cryptographic enforcement by assigning the cloud responsibility to update encrypted data, cancelling access permits,
encrypting a file, and so on. In order to provide dynamic access control, we recommend limiting the size of key lists
and encryption levels. We also recommend efficiency by instantly revoking access permissions, requiring no expensive
decrypt from the administrator side, and by using a formalized framework and system. For many people and
organizations, the idea of cryptographically enforcing access control for unsecured data in the cloud is appealing.
However, it is still difficult to create dynamic access control for cloud services that are not cryptographically
enforceable. Crypt-DAC uses a symmetrical key list for encrypting a file within the system. This symmetrical key list
includes both revocation keys and file keys. Each time a revocation occurs, a specific administrator uploads the new
revocation key to the cloud. The cloud then updates the encrypted "key list accordingly implemented"

INTRODUCTION
Cloud computing: What is it?

Utilizing computer resources, such as hardware and software, that are available over a network, often the internet, is
the foundation of the cloud computing idea. The cloud form symbol, which is utilized in system architecture and acts
as a metaphor for the extensive infrastructure it contains, is where the term "cloud computing" first appeared. In
essence, cloud computing enables remote services to access the data and processing of a user. The availability of
hardware and software resources that are made available online as managed services allows for this. Access to
sophisticated software applications and lightning-fast server networks is frequently advantageous for users of cloud
computing services.
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How Does the Cloud Work?

Utilizing traditional supercomputing resources, such as those used by the military or research institutions, for
consumer-facing applications like financial portfolios, the delivery of individualized information, the storing of data, or
the powering of massively immersive video games is the main goal of cloud computing. Large networks of computers
that often run low-cost consumer PC technology with specialized connections share data processing activities, and the
shared IT infrastructure is made up of virtualization methods.

What features and service delivery models distinguish cloud computing?

Cloud computing is defined The NIST defines three types of self-service computing capabilities: on-demand,
broadband network access, and resource pooling. On-demand computing capabilities allow a consumer to access server
resources and network storage on their own terms, without having to interact with a service provider. Broad network
access allows for access to computing capabilities through the network and standard mechanisms that facilitate the use
of a heterogeneous range of client platforms. Resource pooling refers to when a provider's computing resources are
used to provide services to multiple users.it’s similar to having multiple tenants, where different resources are assigned
and reallocated based on the consumer’s needs Location independence: The consumer usually has no control over
where resources are delivered resources that can be provisioned quickly and easily. In In some cases, provisioning
capabilities may be automatically configured to scale out in a short period of time, and then rapidly released for scaling
in. Consumers often assume that provisioning capability is limitless and that they can order at any time, in any
quantity. On the other hand, cloud-based systems automate the management and optimization of resource utilization. A
metering function is used to measure the utilization of resources at the level of abstraction related to the service. For
example, storage, process, and bandwidth are measured, while active user accounts are measured. The utilization of
resources is tracked, regulated, and reported. This provides transparency for providers and customers.

5 Essential Characteristics of Cloud Computing
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PRODUCT MODEL:

model of service Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS) are
the three service models that make up cloud computing. The End User Layer (EUL), which includes the end user's
perspective on cloud services, completes all three service models. Below is an illustration of the end user layer. In
order to execute their own application on a cloud infrastructure, cloud users can access services at the infrastructure
level. They are still responsible for the security, upkeep, and support of such programs. These duties are usually
handled by the cloud service provider if a service is offered at the application
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Structure of service models

The benefits of cloud computing are as follows: Reduce the cost of each unit, project, or good. Reduce the cost of
infrastructure for technology. Maintain straightforward access to data with minimal initial investment. Pay as you need
based on demand. Cheaply internationalize your workforce. Anyone with access to the internet can use cloud services
from any location. Streamline processes with fewer personnel. Reduce capital expenditure. Reduce the need for
software licenses or programs. Improve accessibility. Improve project oversight. Keep costs low and anticipate
completion cycle times. Less staff training required. Low learning curve. Increased productivity with fewer workers.
Expand and grow without expensive software licenses.

IMPLEMENTATION

Modules:

e Users

e a Cloud Provider

e aKey Rotation Scheme

e  Adjustable Onion Encryption

e Access Control Administrator
Encryption with configurable onions Pay-As-You-Go Adjustable Onion Encryption (Weekly, Quarterly, or Annual)
Considering Demand The ability to update files using configurable onion encryption can be delegated by
administrators. A new revocation key simply has to be uploaded to the cloud provider by the administrator. After
obtaining the key, the cloud service provider uses the revocation key. Before deleting the files, a new layer of
encryption is implemented. Two Modes:

Security Mode

Efficiency Mode

This mode lets the administrator choose the right bound for the file. Initially, the strategy works in security mode. As
revocation happens, the encryption layers increase. When reach the bound, It goes into efficiency mode, which reduces
the layers of encryption by giving the cloud more confidence. This means the administrator can easily set a reasonable
limit for each file depending on what kind of file it is, how it's accessed, etc., to balance security and efficiency..

Key rotation scheme

The key rotation scheme creates a sequence of keys using the initial key and the hidden key. The subsequent key in the
sequence can be derived only by the owner, however, any user who recognizes a key in the sequence is capable of
deducing all prior iterations of the key.

ACCESS CONTROL
ADMINSISTRATOR

The access control administrator’s primary responsibility is to implement access control policies for file data. It is also
responsible for generating, updating, and distributing cryptographic keys which are used to secure the file.
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USERS:
Users are able to download any kind of policy/data file to the cloud; however, they are limited to decrypting and
reading files depending on their access privileges.

CLOUD PRODIVER:

The cloud provider shall be responsible for the management and preservation of the data. This data comprises the file
data of users within the organization and the policy data governing access policies to those files. Gardner et al.
proposed two revocation schemes. The first scheme necessitates that the administrator re-encrypt the file with fresh
keys, whereas the second scheme permits the administrator to perform re-encryption of the file independently. Wang et
al., proposed a second revocation scheme that uses a symmetric homomorphic encryption scheme to encrypt the file
directly using a design of the cloud.

DISADVANTAGES OF EXISTING SYSTEM

The downside of this plan is that it takes up a lot of communication time. It also comes with a downside in terms of
security since it puts off the revocation until the next person makes a change in the file. That means the person whose
access is taken away from them still has access to the file until the next time they write to it. Plus, since the encryption
and decoding process is the same as public key encryption, it adds up to a lot of file reading and writing time.

ASSIGNED SOLUTION:

At Crypt-DAC, we offer dynamic, cloud access control solutions that provide cryptographic enforcement for untrusted
clouds. When you revoke permissions, the cloud updates your encrypted file. Symmetric key lists are used to encrypt
the encrypted file using symmetric encryption. Each symmetric key list contains a series of revocation keys and a file
key, and when you perform a revocation, your administrator sends you a revocation key as a part of your revocation
process. As a result, your encrypted key list updates and you add a layer of encryption to your encrypted file. Crypto-
DAC recommends: Encryption strategy that allows you to delegate to the cloud to update your policy data Encryption
strategy with adjustable onion that allows you to delegated to update your file data system

SYSTEM TESTING:

System testing is all about finding any flaws or weak spots in software. It's a way of looking at how different parts,
parts, assemblies, and/or even a finished product work together. Basically, it's a way of making sure that software
meets user needs and meets requirements without crashing in a way that's not acceptable. There are a few different
kinds of system testing, each of which responds to a different testing need.

TYPES OF TESTES

UNIT TESTING

What is Unit Testing? Unit testing is when you design test cases to test the internal logic of the program and make sure
that the program outputs are correct. It's when you test the individual software components of the application. Before
integration, you do unit testing after each unit has been tested. It's a really invasive structural test that depends on how
you built the unit. Unit testing does basic tests at the component level and looks at a particular setup of the system, app,
or business process. It makes sure that each different way of doing something in a business process is up to the mark
and has the right inputs and outputs.

INTEGRATION TESTING

Integration testing is the process of combining different pieces of software and testing to see if they work together as
one program. It's more event-based and looks at the big picture of what the screens or fields will look like. Even if the
individual parts of the software did well in unit testing, the integration tests show that the combination is correct and
consistent. Integration tests are made to highlight the problems that come from combining different parts.

INPUT DESIGN AND OUTPUT DESIGN

INPUT DESIGN

Input design is the connection between your info system and the user. It's all about creating specifications and
processes for preparing data. These steps are needed to turn transaction info into something useful for processing. You
can do this by looking at your computer to read it from a file or printing it out, or you can have people key the info into
your system. The goal of input design is to control how much info is needed, avoid mistakes, cut down on delays, get
rid of extra steps, and keep the process simple. Input design is designed to be safe and easy to use, while still keeping
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the user's privacy safe. It looks at things like what info should be input, how it should be structured or encrypted, the
dialog to guide your people in inputting, how to prep input validations, and what to do if something goes wrong.

OUTPUT DESIGN

A successful output design is one that is catered to the needs of the final user and effectively communicates the
information. Any system's outputs are the channels via which the results of processing are transmitted to users and
other systems. The output's design, which acts as the user's primary source of information, dictates how the information
is to be transported for immediate usage, including to the printed copy. Successful and clever output design strengthens
the system's relationship with users, empowering them to make better decisions. Computer output must be planned out
methodically and logically; the right output is produced while making sure that each output component is effective and
user-friendly. Analyzing the computer output is vital to establish the precise output required to satisfy the criteria.
Finally, the information produced by the output must be included in the document, report, or other format.

SYSTEM STUDY
FEASIBILITY STUDY:
The Feasibility study is the part where you figure out if the project is going to work. You submit a business proposal
with a basic idea of what you want to do and a few figures on how much it'll cost. During the system analysis, you
need to make sure that the system you're thinking of is actually feasible so that the solution you come up with doesn't
put too much strain on your business. You also need to make sure you understand what the main system needs are.
The feasibility analysis depends on three criteria:

e ECONOMY QUALITY

e THE TECHNIQUE QUALITY

e THE SOCIAL COMPANY QUALITY

ECONOMICAL QUALITY:

The goal of a feasibility study is to figure out how much money the system will cost your business. Since your
company has a tight budget for system research and development, you need to make sure the costs are supported by
evidence. The system you ended up with was actually cheaper than expected because most of the tech was already out
there and you only had to buy the specialized stuff.

TECHNICAL QUALITY:

The goal of the study is to figure out what the system needs to do or if it's technically feasible. The system shouldn't
take up too much of your tech resources. If you do, your client will be expecting a lot from you. The system should
have minimal demand because it only needs a few tweaks.

SOCIAL QUALITY:

The objective of the study shall be to ascertain the extent to which the user will adopt the system. It is important to note
that the user should not feel intimidated by the system; rather, they should view it as an absolute necessity. The
techniques employed to inform and educate the user are the sole factors that will influence the user's adoption of the

system. Since the user is the end-user of the system, their self-assurance should be enhanced so that they can provide
useful feedback.

CONCLUSION

We recommend that you update your policy data using an encryption strategy that's private and won't cost you a lot of
money to re-encrypt. We also suggest using an onion encryption technique that's flexible and can be used on the admin
side. And lastly, we suggest using a de-onion encryption strategy so you don't have to spend a lot of time reading files.
All of this is to make sure you're dealing with a dynamic access control system that's not trusted by the cloud provider.
Our theory and performance tests show that Crypto-DC offers orders of magnitude more efficiency when it comes to
access revocation compared to legacy systems.
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