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ABSTRACT

Stealthy attacks were considered as a kind of dangerous attack because a small number of malicious parties can
easily ruin the entire network performance. The most possible attacks were misrouting, power control, identity
delegation, colluding collision, data modification and denial of service. Stealthy packet dropping disrupts the packet
from reaching the destination through malicious behavior at an intermediate node. The malicious node gives the
impression to its neighbors that it performs the legitimate forwarding action. Moreover, a legitimate node comes
under suspicion. A popular method for detecting attacks in wireless networks is behavior based detection performed
by normal network nodes through overhearing the communication in their neighborhood. this project provides a
protocol namely MAAM to detect and isolate stealthy packet dropping attack efficiently .it performs effectively
because by maintaining extra neighbours in the monitoring process and accurately identifies the malicious user.
MAAM presents two techniques that can be overlaid on basic local monitoring: having the neighbors maintain
additional information about the routing path, and adding some checking responsibility to each neighbor.
Additionally, MAAM provides an innovative mechanism to better utilize local monitoring by considerably increasing
the number of nodes in a neighborhood that can do monitoring. We show through analysis and simulation
experiments that basic local monitoring fails to efficiently mitigate most of the presented attacks while MAAM
successfully mitigates them.
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1. INTRODUCTION
1.1 Wireless Ad-hoc Network

A wireless ad hoc network is a decentralized type of wireless network The network is ad hoc because it does not rely
on a preexisting infrastructure, such as routers in wired networks or access points in managed (infrastructure)
wireless networks. Instead, each node participates in routing by forwarding data for other nodes, and so the
determination of which nodes forward data is made dynamically based on the network connectivity. In addition to
the classic routing, ad hoc networks can use flooding for forwarding the data.

An ad hoc network typically refers to any set of networks where all devices have equal status on a network and are
free to associate with any other ad hoc network devices in link range. Very often, ad hoc network refers to a mode of
operation of IEEE 802.11 wireless networks. It also refers to a network device's ability to maintain link status
information for any number of devices in a 1 link (aka "hop™) range, and thus this is most often a Layer 2activity.
Because this is only a Layer 2 activity, ad hoc networks alone may not support a routable IP network environment
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without additional Layer 2orLayer 3capabilities.The earliest wireless ad hoc networks were the "packet radio”
networks (PRNETS) from the 1970s, sponsored by DARPA after the ALOHA net project

1.2 Ad-hoc Networks

Ad-hoc networks can pose a security threat. Ad-hoc networks are defined as peer-to-peer networks between
wireless computers that do not have an access point in between them. While these types of networks usually have
little protection, encryption methods can be used to provide security. The security hole provided by Ad-hoc
networking is not the Ad-hoc network itself but the bridge it provides into other networks, usually in the corporate
environment, and the unfortunate default settings in most versions of Microsoft Windows to have this feature turned
on unless explicitly disabled. Thus the user may not even know they have an unsecured Ad-hoc network in operation
on their computer. If they are also using a wired or wireless infrastructure network at the same time, they are
providing a bridge to the secured organizational network through the unsecured Ad-hoc connection. Bridging is in
two forms. A direct bridge, which requires the user actually configure a bridge between the two connections and is
thus unlikely to be initiated unless explicitly desired, and an indirect bridge which is the shared resources on the user
computer. The indirect bridge provides two security hazards. The first is that critical organizational data obtained via
the secured network may be on the user's end node computer drive and thus exposed to discovery via the unsecured
Ad-hoc network.

The second is that a computer virus or otherwise undesirable code may be placed on the user's computer via the
unsecured Ad-hoc connection and thus has a route to the organizational secured network. In this case, the person
placing the malicious code need not “crack" the passwords to the organizational network, the legitimate user has
provided access via a normal and routine log-in. The malfactor simply needs to place the malicious code on the
unsuspecting user's end node system via the open (unsecured) Ad-hoc networks.

1.3 Security Issues and Solutions

ATTACK ATTACK DESCRIPTION | ATTACK INSTANTIATION
NAME REQUIREMENT
one compromised node in the route
misrouting | relays the packet to wrong | between the sender and receiver
next hop
one compromised node in the route
power controls the transmission to | between sender and receiver with power
control exclude next hop control capability
one compromised node in the route
colluding simultaneous transmission | between the sender and receiver and one
collision to create a collision at the | external attacker node close to the next-
next hop hop from the compromised node
one compromised node in the route
identity delegate the relay | between the sender and receiver and one
delegation | responsibility to a | external attacker node close to the
colluding partner close to | compromised node
the sender
once a compromised source host has
denial of renders a network host or | been identified it is quarentied it is a
services other piece of network | slow process
infrastructure unusable by
legitimate users
once the gnode gets data modified
data data get modified in | details it retransmit the data
modification | destination node  from
source node
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1.4 Stealthy Packet Dropping Attacks:

We distinguish between an external malicious node, which does not possess the cryptographic keys in the network,
and an internal compromised node, which does and is created by compromising an erstwhile legitimate node.
Consider a scenario in which a node called S is forwarding a packet to a compromised node called M. M is supposed
to relay the packet to the next-hop node D. The first form of the attack is called packet misrouting. In this mode, M
relays the packet to an incorrect next-hop neighbor. The result is that the packet does not reach its intended next-
hop(D) while M appears to the guards as doing its forwarding job correctly.

The second mode is called the power control attack. In this mode, M controls its transmission power to relay the
packet to a distance less than the distance between M and D. Therefore, the packet does not reach the next-hop while
the attacker avoids detection by many guards. The third form of the attack is called the colluding collision attack. In
this mode, the attacker uses a colluding node (external or internal) in the range of D to transmit data at the same time
when M starts relaying the packet to D. Therefore, a collision occurs at D, which prevents the packet from being
correctly received by D, while M appears to be performing its functionality correctly. The final mode of stealthy
packet dropping is called the identity delegation attack. In this mode, the attacker colludes with a node E placed
close to the source node S. E is allowed to use M’s identity and transmit the packet. Since E is almost at the same
place as S, D does not receive the packet while the guards of M are deceived that M relays the packet to the next-
hop. In each of these attack types, the adversary can successfully perform the attack without detection through BLM.
Additionally, in each attack type, a legitimate node is accused of packet dropping. We provide a protocol called
MAAM (MAJOR PACKET ATTACKS IN AD HOC NETWORKS: DETECTION AND RECTIFYING).

2. RELATED WORK

2.1 Stealthy attacks in wireless ad hoc networks:

Detection and counter measure (2010). Stealthy packet dropping is a suite of four attacks viz. misrouting, power
control, identity delegation and colluding collisionTIthat can be easily launched against multihop wireless ad hoc
networks. We show that local monitoring, and the wider class of overhearing-based detection, cannot detect stealthy
packet dropping attacks. Additionally, it mistakenly detects and isolates a legitimate node. we present a protocol
called sadec that can detect and isolate stealthy packet dropping attack. We have introduced a new class of attacks
called stealthy packet dropping which disrupts a packet from reaching the destination by malicious behavior at an
intermediate node. this can be achieved through misrouting, controlling transmission power, malicious jamming at
an opportune time, r identity sharing among malicious nodes we showed that basic local monitoring (blm) based
detection cannot detect these attacks. Additionally, it will cause a legitimate node to be accused. We then presented
a protocol called sadec that successfully mitigates all the presented attack. sadec builds on local monitoring and
requires nodes to maintain additional routing path information and adds some checking responsibility to each
neighbor. we showed through analysis and simulation that blm fails to mitigate most of the presented attacks while
sadec successfully mitigates them. the improvement is seen in terms of increase in the probability of isolation of
malicious nodes and decrease in the probability of isolation of legitimate nodes. in future work, we are considering
detection techniques for multichannel multi-radio wireless networks. The listening activity for detecting malicious
behavior is more complicated due to the presence of multiple channels and multiple radios. We also plan to analyze
the impact of the detection technique on the network throughput under different adversary models.

2.2 Mispar:

Mitigating stealthy packet dropping in locally-monitored multi-hop wireless ad hoc networks (2008).local
monitoring has been demonstrated as a power full technique for mitigating security attacks in multi-hop ad-hoc
networks. In local monitoring, nodes overhear partial neighborhood communication to detect misbehavior such as
packet drop or delay. local monitoring as presented in the literature is vulnerable to a class of attacks that we
introduce here called stealthy packet dropping. stealthy packet dropping disrupts the packet from reaching the
destination by malicious behavior at an intermediate node we provide a protocol called mispar based on local
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monitoring to remedy each attack. it presents two techniques — having the neighbors maintain additional information
about the routing path, and adding some checking responsibility to each neighbor. We show through analysis and
simulation that the basic local monitoring fails to mitigate any of the presented attacks while mispar successfully
mitigates them the malicious behavior cannot be detected by any behavior-based detection scheme presented to date.
Specifically, additionally, it will cause a legitimate node to be accused. We then presented a protocol called mispar
based on local monitoring to remedy each attack. the solution takes two forms — having nodes maintain additional
routing path information, and adding some checking responsibility to each neighbor..in future work, we are
considering detection techniques for multi-channel wireless networks. The listening activity for detecting malicious
behavior is more complicated due to the presence of multiple channels. We also plan to analyze the impact of the
detection technique on the network throughput

3. SYSTEM DESIGN

3.1 Aim And Objective
e To detect and to isolate stealthy packets from normally delivered packets.
o To efficiently isolate stealthy packets dropping attacks

e To provide and innovative mechanism to better utilize local monitoring.

3.2 Block Diagram

MISROUTING
POWER CONTROL

IDENTITY
DELEGATION
COLLUDING
COLLISION

DATA
MODIFICATION
DENIAL OF
SERVICES

Chart -3.1 Overall block diagram for adhoc network

3.3 Program Flow

In our simulation setup has 2 GNODE (indicating by blue color) and each GNODE has 6 client nodes (indicating by
red color) & both GNODE is connected through switch.

There are six network attacks in our simulation.

i Misrouting
ii. Drop through power control
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iii. Colluding collision

iv. Identity delegation
V. Data modification
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Vi. Denial of Service Attack

3.4 Program Flow Chart
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4. RESULTS AND DISCUSSION
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4.1 Misrouting

In this routing node2 is forwarding a packet to a compromised node called node9. But node9 is supposed to relay the
packet to the next-hop node node10. GNODE detect the misrouting situation so retransmit the same frame to node9.
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Fig.-4.1.Misrouting occur

Fig-4.2.Retransmission occur in misrouted nodes

4.2 Drop Through Power Control

In this node4 transmit the ftp file to nodel2.during that time the power loss all packets are dropped. After that
GNODE?2 detect power recover, then it send request to retransmit the same frame to GNODEZ1.so node4 retransmit
that the same frame node4 to node12
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Fig-4.3 Packet loss occur due to power loss Fig-4.4 Retransmission occur

4.3 Colluding Collision:

Node3 ------------- > node 11 and nodel3 -------------- > nodel are Simultaneous transmission to create a collision at
the next hop. Both GNODE detect data collision so separately once analyses the transmit line.
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Fig-4.5 Collision colluding leads to packet loss Fig-4.6 One by one retransmission occur

4.4 ldentity Delegation:
Malicious occurs in both GNODE. Authority missing in incoming packets so GNODE drop the packets.
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Fig- 4.7 Authentication missing loss the data packets and gnode retransmittts the data packets

4.5 Data Modification:
In this node8 transmit a ftp file to node6.but node6 received only the modified data. GNODE detects the data

modification. So retransmit the same frame
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Fig.-4.8 Node receives the modified data
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Fig.-4.9 Retranﬁnnsémn occur and | correct datg is transmitted
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Fig-.4.11.Trace file for transmitted data packets for resective time is given
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5. CONCLUSION

Thus the major packet attacks were mitigated and rectified themselves by GNODE special properties and it is done
and verified by using ns2(network simulator 2) which used for programing the mitigation flow and rectifying them
in adhoc network.in future we are going to mitigate and rectify the major packet attacks in multi channel radio
networks using this MAAM( MAJOR PACKET ATTACKS IN ADHOC NETWORKS: DETECTION AND
RECTIFYING) protocol
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