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ABSTRACT

A home security system is needed to keep objects in the house safe from human interference. This system requires
early information on human presence that might endanger security, so the human detection system is one of the most
important parts of a home security system. Many people install Closed-Circuit Television (CCTV) at home to maintain
home security, so that events that occur around the house can be known. Most of the CCTV installed at home functions
as a monitoring and recording of events that occur around the house. With current technological developments, an
object such as a human can be recognized and identified through a human object recognition program. By combining
a human recognition system with CCTV, as well as a smartphone communication device, a home security system will
be produced that can provide information to the smartphone if humans are detected around the house. A human
recognition program that is embedded in mini-computer devices such as the Raspberry Pi 4 and gets input in the form
of video results from CCTV, then the recorded events around the house can be displayed on a smartphone. In this
paper, before the system can recognize human objects, the system first performs the process of detecting human objects
using the Single-shot Multibox Detector (SSD) method. The use of the SSD method in detecting human objects has an
accuracy rate of more than 80%. By integrating this home security system into a smartphone, users can carry out
monitoring functions online and in person and will receive alerts in the form of notifications from applications when
video recordings of CCTV detect a human object.
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1. INTRODUCTION

The human object detection system is one solution that can be developed to improve the safety and security of the
occupants of the house. A camera-based home security system or commonly known as Closed-Circuit Television
(CCTV) is a computer system that uses a video camera to display and record an image at the time and place where the
device is installed [1]. Along with the development of the times, CCTV has a function not only to carry out surveillance
but also to recognize and detect human objects. CCTV must be able to recognize and distinguish between human
objects and non-human objects. One of the libraries that performs the human object recognition function is Open
Computer Vision (OpenCV) which is written in the Python programming language. OpenCV makes it possible to see
and identify like a human. The identification process run by OpenCV can be used to determine between human objects
and non-human objects.

Detection of objects is done using the Single-Shot Multibox Detector (SSD) method [2]. The selection of the SSD
method as a detection method is due to the high level of accuracy and speed of object detection and can run well on the
specifications of the Raspberry Pi so that it does not burden the performance of the Raspberry Pi itself [3]. The
Convolution Neural Network (CNN) method is often used in detecting human objects [4], but in its application this
method takes a long time to detect, and the level of object detection accuracy produced is almost the same as using the
SSD method. The use of the Raspberry Pi as the main engine is inseparable from the specifications and features it has.
The high enough system specifications allow the Raspberry Pi to run the SSD detection method, as well as to have
hardware equipped with a good cooling system that allows it to work for quite a long time [5].

2. METHOD
The design of the human object detection system is divided into 2 types of designs, namely hardware design and
software design. The overall workflow of the system is shown in Fig -1. The system workflow starts with the webcam

capturing images and videos, then the results of video and image data from the webcam will be sent to the Raspberry
Pi for detection of human objects [6], after the system detects a human object the results of the image capture will be
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sent by the Raspberry Pi to cloud database via the internet to be stored and displayed on a smartphone, for video data
generated by the webcam will be directly displayed on the smartphone application if a request is made to display video
via the livestream function that is connected directly via the internet [7].
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Fig -1: Smart CCTV system block diagram

2.1 Hardware Design

The hardware design in this paper includes the connection between the camera and the Raspberry Pi as shown in Fig
-2.

Fig -2: Connection between CCTV and Raspberry

CCTV cameras are equipped with a USB 2.0 connector to communicate with the Raspberry Pi via the USB port on the
Raspberry Pi [8]. Besides functioning as a communication medium, USB is also used to power the camera function.
The camera turns on by getting 5V voltage directly from the Raspberry via USB.

2.2 Software Design

The detection of human objects in each video frame generated by the CCTV camera will be processed using the SSD
method on the Raspberry Pi. Fig -3 is a flow diagram of the human object detection process. The first step in
determining a human object is to call the training data file which is written in the program code as
follows[9].ap.add_argument("-p","--prototxt",default="MobileNetSSD_deploy.prototxt.txt");ap.add_argument("-

m","--model",default="MobileNetSSD_deploy.caffemodel™) where the training data file used is a file type in the form
of .prototxt.txt and .caffemodel. After the program code calls the training data file, the next step is to adjust the
sensitivity level of the system in detecting objects written in the program code. ap.add_argument(*-c", "--confidence",
type=float, default=0.5), in this paper the value of the sensitivity of the system in detecting human objects is set at
50%. This 50% value means the system will detect the object and classify it as a human object when the system is
50% sure that the detected object is a human object. In designing a home security system, the use of a sensitivity
percentage with a value smaller than 100% certainly makes the security system better, because if the sensitivity value
used is large, the system takes a long time to detect and classify objects, but if the sensitivity value is large, the system
takes a long time to detect and classify objects. If the system is too small, the system will be too fast in classifying
objects so that non-human objects will also be detected as humans if the system is sure that the characteristics of the

object are like humans [9].
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Fig -3: Human object detection block diagram
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The next process is to calculate the matrix of an image to determine the presence of human objects in each frame that
has been captured by the CCTV camera. Matrix calculations in determining human objects are carried out in a row
matrix [10]. After the system detects an object, the next step is to determine the class of the detected object. To
determine the class on the object, the system will do a comparison with the training data library that was called before
the program was run. In this paper, only one type of class is used, namely “person”. So that other objects registered in
the class that have been trained will not appear because only objects that are considered human will be detected [11].

2.3 Image Capture Data Processing on Raspberry Pi

Image capture data processing performed using the Raspberry Pi is shown in Fig -4.

v

24297

mmmmg Receive Frame Cuts el

Detecting Objects in Frame
Capture

Capturing Human
Objects

Sending Captured
Images to Web Hosting
Database

Fig -4: Image data processing block diagram
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CCTV camera output in the form of image captures or frames will be processed on the Raspberry Pi. This data
processing includes the process of detecting and identifying human objects on each piece of frames and images
received from CCTV cameras [12]. The results of this data processing will produce image capture data for detecting
human objects. If the image processing detects the presence of a human object, the captured image will be sent directly
to the database to be stored and displayed on the smartphone application.

2.4 Video Data Processing on Raspberry Pi

Video data processing is carried out on the Raspberry Pi as shown in Fig -5.
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Fig -5: Video data processing block diagram

Processing video data through the process of capturing video data via CCTV, CCTV captures will be sent to the
Raspberry Pi to be sent back to the user's smartphone. Before being sent to the Raspberry Pi smartphone, you must first
set the video resolution, then send it directly to the user's smartphone application.

3. RESULT AND ANALYSIS

The results and analysis of this paper are testing of hardware connection, human detection, delivering image to
database, and livestreaming on smartphone.

3.1 Hardware Connection Testing

Hardware connection testing is carried out to check the connection between hardware devices in the form of a camera
and a Raspberry Pi which is connected by a USB 2.0 cable through the Raspberry Pi's USB port. The parameters of
the success of this test are indicated by the sending of image capture data and livestream shows on the smartphone.
The results of the connection test are shown in Fig -6, which is the capture of a smartphone image and Fig -7, which
is the result of a livestream on a smartphone.

Fig -6: Captured image on a smartphone application
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Fig -7: Livestream results on the smartphone application.

The connection between the camera and the Raspberry Pi has worked, this is evidenced by the captured image data
and livestream shows that can be displayed on the smartphone application.

3.2 Human Detection Test

Human detection testing is carried out with the aim of knowing the level of accuracy of human detection according to
predetermined parameters. Tests carried out in the form of variations in human movement were detected with the first
50 frames as a test sample.

The test uses as many as 200 different sample frames with the number of variations of human objects detected from 1
to 2 people with variations of 100 different frames for each variation in the number of humans. In this system, if a
human is detected, the system will display a bounding box on the frame. In this testing process, a confusion matrix is
used to see the level of accuracy of the detection system.

In testing the variation of 1 person, the system detects human objects with the detected object being worth 1 human
object and the system succeeds in producing a bounding box around the object that shows the detected human object.
The results of this test can be categorized in the confusion matrix as True Positive because the system is able to detect
human objects and the number of people in the frame and display a bounding box according to the number of people
in the frame shown in Fig -8.

Counter=1

Fig -8: The results of human detection with a variation of 1 person with a True Positive value

In the variation of 2 people, the system succeeded in detecting two human objects in the same 1 frame, and succeeded
in displaying a bounding box around the human object with an amount that corresponds to the number of humans in
the frame. This test is categorized as True Positive with a variation of two people as shown in Fig -9. In one of the
tests sometimes the wrong detection results are obtained. The system succeeded in detecting human objects and
succeeded in producing a bounding box around the human object, but there was an error in calculating the number of
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humans in the frame where the human objects in the frame were two people, but the system detected three human
objects in the same 1 frame.

Counter= 2

Fig -9: The results of human detection of variations of two people True Positive

This is in the confusion matrix categorized as False Positive where the system successfully detects and displays a
bounding box but does not match the number of human objects or detects objects that are not human objects as shown
in Fig -10.

Counter = 3

Fig. 10. The results of human detection of variations in two people are False Positive.

Testing is also done by not displaying any human objects in the frame. This aims to determine the level of accuracy
of system detection if there are no human objects in 1 frame. In this test, the system does not detect human objects in
the frame and there are also no human objects in the frame. Because of this condition, the confusion matrix can be
categorized as True Negative where the system does not detect any human objects in the frame and the system will
not send notifications and image data on smartphone devices as shown in Fig -11. The test is divided into 4 sampling
sessions, each session sampling 50 frames on the test video. In the first session of testing with a variation of the number
of humans 1 person by taking the number of frames as much as 50 frames, the accuracy value is 86%. Then in the
second session of testing carried out using the same number of people with different types of frames, the accuracy
value is 78%. Meanwhile, the third and fourth sessions of testing were carried out by placing two people in the same
1 frame with each testing session using 50 different types of frames. The results of the tests carried out in the third
session obtained an accuracy value of 80% and in the fourth session testing using 50 different frames with the third
session testing an accuracy value of 90% was obtained. From the total test data using 200 different frames, the average
accuracy value of the whole system is 83.5% as shown in Table 1.
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Counter = 0

Fig -11: Detection results without human objects that have a True Negative value

Table -1: Human detection test result

Numher Number Number True True False False Aeccuracy
of Test of of Pgsitive Negative Positive Negative
Human  Frame

1 1 50 41 2 7 0 86 %
2 1 30 37 2 11 0 78 %
3 2 30 38 2 10 0 80 %
4 2 30 43 2 5 0 90 %

The confusion matrix method can not only be used to find the level of accuracy of a system but can also be used to
find the value of accuracy (precision) and success (recall) of this system. The level of accuracy between the
information requested by the user and the results given by the system is 82.81% and the success rate of the system in
retrieving information is worth 100% which is shown in Fig -12.
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Fig -12: Confusion matrix human object detection system

3.3 Delivering Image to Database Test

Testing of sending image captures to the database is done by viewing the captured images directly from the database
as shown in Fig -13 and checking the image capture directly on the smart home application gallery as shown in Fig -

14,
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Fig -13: Human detection image capture data in the database
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Fig -14: Display of image capture data on the smartphone application

The data displayed in the database is the captured image of the detected object and the captured image is displayed on
the smartphone application. Through testing the delivery of image capture in the database, the system can send image
data to the database properly.

3.4 Livestreaming on Smartphone Application Test

Testing of livestream shows is done by looking at the results of livestream shows directly on the smartphone
application as shown in Fig -15.

Fig -15: Display livestream on the smartphone application

Through testing livestream shows on smartphone applications, livestream shows can be accessed and functioned on
smartphone applications according to the state of the object of human detection.

4. CONCLUSIONS

The proposed human object detection system based on a smartphone shows good results in detecting and alerting users
when there are humans caught by CCTV, also showing monitoring data and images of human detection captures. In
future research, improvement may be needed if there is no prevention system in place. Other more accurate detection
methods can also be applied so that the accuracy of human detection is better.
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