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ABSTRACT

Internet is vital source for gathering information and main concern is to improve Security. With rapid growth in
several types of attacks, many protection mechanism has took place to improve the privacy and security of sensitive
information for Users. The major concern lies in the network is lots of suspicious activity took place in it. One of the
widely used technique Intrusion detection system which helps to identify the intrusion, abnormal, unknown activity
inside the network. To counter these problems a new approach is needed .Tor traffic is one of the major problem as
it provides anonymity to the user and hard to detect and it is a threat to the organization. A new system is proposed
which analyze suspicious threat inside the network. Based on the analysis, further perform the deep packet
inspection to make sure that threat is really doing suspicious activity in background. After identifying that threat,
system will block it from the network so that it will no longer be part of it.
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1. INTRODUCTION

Networking can be defined as the interconnection of the multiple devices, termed as nodes connected with multiple
paths for sending and receiving the data. There are multiples devices i.e. (Router, Switch, bridge) connected for the
purpose of communication between sender and receiver inside the network [1].

Ability to share resources can be printers, scanners, files, any much more that helps transfer any resources within
seconds able to transfer the data easily.

1.1 Introduction to DPI

It is type of data processing of data sent across the network packets. There are multiple headers for the IP packets, in
that first phase (IP header format) header of IP packets and the second header (TCP, UDP) is considered as to be
shallow inspection of the packet. Making sure that the data carries the right format or contains malicious source,
virus and many more

To acquire more information regarding the packets using deep packet inspection by applying port mirroring. To
enable advanced network management, user services and security related function. DPI is used for the wide range of
the application. [3]
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Deep Packet Inspection

Fig -1: Deep Packet Inspection

1.2 Application of DPI Technology

Deep Packet Inspection has several application some of them are listed below:

o Network Security

e Anti-Malware

e URL- Filtering

« Protocol and application Recognition
o Network Management

« Billing and Metering of traffic

2. OVERVIEW

The system which is being implemented here needs an IDS to detect the malicious network so for that purpose we
are using MALTRAIL. For capturing the packets we need Wireshark so that we can analyze them. The Deep Packet
Inspection is important part of our proposed system so to perform that we will use nDPI. The blocking of malicious
traffic is necessary part of the system, here we will use IPTABLES for that.

2.1 MALTRAIL
MALTRAIL is basically traffic detection system. This detection system mainly consist of four components.
o Traffic
e Sensor
e Server
e Client
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Fig -2: Architecture of MALTRAIL

2.2 Anonymous-Browser (TOR/Onion Router)

TOR is most prominent and famous tools for Internet Privacy and Anonymity service. Which means it is widely
used service for anonymously accessing the internet, is made up of over-relay network, anonymous TCP-based
application. It is able to one circuit for many TCP streams. Traffic passes with the fixed-size cell of 512 bytes with
header and payload to it.

While surfing the internet there are various Flash objects, add-ons in regular internet but in TOR browser such
attempts may disrupt the system or reveal logical address of the user. Anonymous browser uses exit relays to hide
the user’s traffic. It is vulnerable to many passive and active attacks within the network. It is meant to communicate
with the relays

As per the work, TOR is used as browser for anonymous service. While surfing through the anonymous platform, it
may or may not be safe. So the system which analyze the traffic generated by the TOR browser and finds the
information from the traffic.

2.3 WIRESHARK (Packet Analyzer)

WIRESHARK is one of the open-source tool for examine the network packets. It is one of the network packet
analyzer for the Network Administrator, Security engineers, Forensics experts, etc. It is used to examine the
network traffic from the captured packets and tries to display the details information of the packets. There are many
features of Wireshark mention below:

Supports both Windows as well as Linux platforms
Capture live packet from network interface.

Files containing captured packet with tcpdump/windump.
Filters the packets as per the criteria.

Colorize packet displayed based on the applied filters to it.
Create various statistics of the captured packets.

2.4 Deep Packet Inspection

Deep packet inspection (DPI) is used to analyze the in-depth of the packets sent over the Internet.DPI bring he
analysis of the content of the packet into the picture which used for the several purpose like Identifying the
Malicious Packets, Intrusion, and many more for various types traffic management. It allows to inspect the packet
beyond the header and the footer of the packets content in-depth.DPI strips down the header and footer from the
packet and inspect the payload.

As per the work DPI is to find the malicious, suspicious packets inside the network. To identify the packets in-depth
and finds that any back-end suspicious activity signatures using DPI, able to get the detail information of the
packets. It helps to monitor the traffic and keep away from the suspicious activity running, unknowingly from
authorized person.
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Main purpose to avoid the malicious content, injected to the websites, also to save from attackers. Using DPI the
effectiveness and efficiency of the organization increases. nDPI is popular maintained OpenDPI library. It supports
both Windows and Linux platform. nDPI.

It is suitable for traffic monitoring applications for the detection of the application-layer protocols. It supports the
detection of the known protocols on non-standard ports.

2.5 IP Tables/NetFilters

Netfilter is a packet filtering utility for the linux-based versions. Iptables uses tables to organize its rules. In figure
below the Iptable is depicted. Filter concerns about the filtering rule (Accept, Refuse, Ignore) the packets.

Network applications

INPUT OUTPUT

———)! PREROUTING »|  FORWARD »| POSTROUTINGf——)

Fig -3: IPTABLES/NETFILTER ARCHITECTURE

3. PROPOSED SYSTEM

The Proposed system is design for detecting and blocking the suspicious traffic from the network. This system
captures packets from the network, after that it performs Intrusion detection based on the packets captured. After
that it checks whether the captured packet is found any threat is detected, if so then further inspect the packet deeply.
During the inspection of the packet some characteristics of the suspicious activity is found then block the Packet. In
this case system block afterwards it will not be part of it.
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Fig -4: Flowchart of proposed system

As mentioned, that system consist of two main parts: Detection Part and Inspection Part. In detection part, if the
malicious packets are generated then detection system any suspicious activity is not detected, then it will drop the
packet. If found some intrusion then further analyze, based on the packet inspection.

According to the flow of the proposed system to identify the undetectable activity, identifies that the packet is
malicious in intent. Further it will block by the system by applying some filters to it so that it will no longer be part
of the above system.

4. IMPLEMENTATION

Pcapy is a Python extension module that enables software written in Python to access the routines from the pcap
packet capture library.

Step 1 : Install pcapy using command sudo apt-get install git python-pcapy

8319 www.ijariie.com 4388



Vol-4 Issue-2 2018 IJARIIE-ISSN(O)-2395-4396

Terminal 3 &) 12207PM %
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Fig -5: Installation of pcapy

Step 2 : Git clone the mailtrail using git clone https://github.com/stamparm/maltrail.git

Terminal T3 <) 1208PM {3

stb@srb-virtual-machine: ~
~virtual-machine:~S git clone https://github.con/stamparm/maltrail.git
into 'maltrail’
Counting objec 10948, done
remot Compressing objects: 100x (579/579), done.
remote: Total 16940 (delta 261), reused 45 (delta 20) x-reused 10341

Receiving objects: 100% (10940/10940), 5.21 MiB Xi8/s, done.
Resolving delt: 160% (82063/8203), done.
done

$

Fig -6: Installation of Maltrail

Step 3 : Start the maltrail sensor so that it can scan the network traffic by using command sudo python
sensor.py
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Fig -7: Starting of Maltrail sensor

Sensor(s) is a standalone component running on the monitoring node (e.g. Linux platform connected passively to the
SPAN/mirroring port or transparently inline on a Linux bridge) or at the standalone machine (e.g. Honeypot) where
it "monitors" the passing Traffic for blacklisted items/trails (i.e. domain names, URLs and/or IPs)

Step 4 : Search the desired page in TOR Browser ,our case it is www.wikipedia.org/wikimain_Page

Wikipedia, the frae ancyciopedis - Tor Srowser
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The Fee sncyciipenis (Al
Y g a— . e o All pormals
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whnn e 18ed papers on July 1, 2011 90 1o bor The Seound
12 nomtiataan for sttt ol e Ureteet Stasie. He offcaaly » Evashan pobteaan and buman ngids aztas
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NYASSDEDD D Jn &

Did you know...

Fig -8: Search wikipedia
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nserver.py

Step 5 : Now open the maltrail directory using cd maltrail and Start the server using command pytho

whidwb-virtust-machine: - /maltrell

8.
:
B
m
A
B
%
B
o
o
g.

Fig -9: Start Maltrail server

Step 6 : Open the wireshark and start capturing the live traffic

The Wirgshark Matwark Analyrer

=
5 Welcome to Wieshark
1 )
- Do
skt U |t
eslaey 2
2 oo
- # n0¥
® = aph
— ® 5
o

User's Guide Wikl - Questions aad Arswers  Maliag Lists

Fig -10: Launching Wireshark to capture packets
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Step 7 : PING the malicious SINKHOLE attack ip using command ping —¢ 136.161.101.53
Ping the TOR IP using command ping —¢ 62.210.217.207 for scanning

whidwb-virtust-machine -

ue

HASsoseo o d

Fig -11: Pinging TOR IP and Malware

Here in the info section we can see TOR exit node and SINKHOLE CONFLIKER malware

Maltrall (2918-03-27] - Moxilla Firefox

TOLA0A-3T 1ty

are

HAASS0 S oD D36 e

b M 030414

Fig -12: Maltrail panel
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Step 8 : Inspecting packets we can see there is an encryption alert TLSv1.2 which is unusual
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Fig -13: Inspecting packets searching for TLSv1.2
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Fig -14: Perform DPI using nDPI
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Step 10 : For destination ip 62.210.217.207 we can see TOR in protocol

g

02,218, 217.307 192.168.15.130 ACK
02,210.217.307 197.400,15 .130 PN, ACK] Seqel ACksI08 Min=G4240 LensTa®

7 0. 50388 192, 108,15, 138 02,210, 217, 287 rew B2 1040 « W01 [ACK] Hoqr288 ACK=T58 WANT29608 Lensh
0. Sem37s 192.168.15.159 82.230.217 . 207 for 200 41840 - 9001 [PSK, ALK] Seq=R08 ACKZISE WLNS29900 Leo=126
00,3000 02.210.217.307 102,100,151 Yor A2 D001 ~ 21045 [ACK) SeeTOD AcksIL Mine@4240 Lun<s
16 0. 76966 02,210, 217. 297 162,100, 10, 130 Tos 133 BBO1 - 41840 [PSK, ACK) SeqeThd ACATER4 WIN"64240 Lenntily
11 0.7683¢8 182.168.15.158 02,216,217, 200 fos 126 41040 - 3001 [PaN, ACK] Seqe334 Ack=as1 WINS20868 Len=3&
12 0. 76301 02.210.217.307 192.100.13.130 Tue O BOO1 ~ 4101C [ACK] SaneBOl ACks373 MANSE4ZI0 Lensd
13 1.9145712 62.219.217.297 192,108, 15134 Tor 162 PAAL - 1946 [FSN, ACK] Seqrdil ACE=273 Wins4248 Lenvidza
14 1.91593% 62.218. 217297 302.160.15,15 Tor 256 8801 - 41548 [PSK, ACK] Seq2221 ACK=372 WANZHAR48 Len=T6
15 1.0 182.100.15.130 82.210.217.207 wr 82 41040 - 0001 [ACK) ZequI72 ACKE2IT MAntIlCCH Len<d
10 1.016042 192.160. 15,139 62,210,217 . 287 Tor 1342 41846 - 001 [ACK] Seq=a72 ACK=2I97 Minel2600 Lont1460
17 1.018554 192,168,15 138 62318217, 267 Tor 153 41940 ~ W01 [PSH, ACK] Seq=1832 ACK=2247 WAN=220068 Len=111
18 1. 037023 B2.210.217.207 192,188,145, 158 ot B 0081 < 41048 [ACK) S04=2207 ACK=1¥32 MAInSEA24E Len=y
19 1.01702¢ 62.218.217.297 192,106, 15, 139 Tor A6 DODL - 21040 [ACK] Fen~2207 ACKv1SL3 WineG423 Len=d f
20 1551564 02, 218217 . 267 162.108.18 . 130 Tow 1136 8601 -« 41648 [FSH, ACK] Beg=2287 ACR=1043 WIN=N4246 Lens1es
31 1,553 182.108.15.130 82,214,217, 207 s 1130 41048 -« 2001 [FUK, ACK] SEGS1U4T ACKSIISH WANSISAN Lens10%
72 1.3¢0423 02,210,217 . 297 192, 400,15, 138 Toe A0 BO01 - 41048 [ACK] Seqeda%d AChe3000 Wine04248 Len=0
23 1. 8550 62,218, 247297 182 168,15, 1348 Tor 025 POE1 - £1848 [FSH, ACK] Seqo33564 ACK=3866 WIN=64238 Len=héd
24 1. #8se0 152,168.15.138 03,310,217, 207 for €25 41888 - 3001 [Ph, ACK] Seq=5600 ACK=323] WANS3834N Let=533
29 1.2=4130 62.210.217 . 297 193,100,151 Tt 00 DODL —~ 41040 [ADK] San<300T Achs3543 Wina0A240 Lensn
20 1. ¥eMEH 162.160,15,138 03,240,217, 267 Tor 020 21840 - 9003 [FSH, ACK] Saqu3Say AcR=3397 Winr38348 LenrSe)
27 1 901224 62,210,217 207 192.180.15 158 Tor B2 0001 -« 41046 [ACK] Seq=087 ACK=408S MIN83240 Lon=H

5 28:2.211878 82.218.217-247 $92.108.13. 130 L. _B3% 001 - 43548 [PSH, ACK] Seqi3007 Ack<4008 WinkO424R Lenesey

o Frame 4 384 bytes on wire (2332 hits), JHS vytes captured {2312 hits) oo interface &

s Ethermet IL, Sec: Veware €3 a49:10 (00:0C:20/cH:N:18), Dst: Vewarw T4 % (00:50:%6; e 2d qu)
» Interset Protocol Version 4, Sro: SR2.400.15.130, Ost) &2.235,247.207

» Tramemisaton Control Protocel, Src Portl 41840, Ost Port: %603, Neql 1, Ack. 1, Len: 2%/

o Oals (207 Dytes)

- P b |

witesharh wiembalh sxtoap ndpl JOVB0IZEI T4 _IWREL 20100320114712 1Z2PY0 L A G023 - Daplaywd: 9023 (100 0% Py Delfavt
L g J v ket loyed offle: O

Fig -15: Deep Packet Inspection showing TOR IP’s

Step 11 : The breakdown shows data which is attached in TCP [Protocols in frame: eth:ethertype:ip:tcp:data]
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Fig -16: Breakdown of TCP [Protocols in frame: eth:ethertype:ip:tcp:data]
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Step 12 : Breakdown of Tor frame [Protocols in frame: eth:ethertype:ip:tcp:data]
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Fig -17: F Breakdown of TOR [Protocols in frame: eth:ethertype:ip:tcp]

As shown in figure the format for Tor frame is [Protocols in frame: eth:ethertype:ip:tcp:data] where data is
suspiciously attached as the frame in normal packet shows itself as TCP but in Deep Packet Inspection we find that

it is not TCP and originally it is TOR

Step 13

: Breakdown of TCP frame [Protocols in frame: eth

terfsce nd;
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Fig -18: Breakdown of TCP [Protocols in frame: eth:ethertype:ip:tcp:data]
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As shown in figure the format for TCP frame is [Protocols in frame: eth:ethertype:ip:tcp]

Step 14

NEPL Protocal Breskdom

Tur
Unknown
oHeIva
MONS
LS

Tap NOPT Flows

02,216, 217.087 /7 192 168,15.1
187,100,1%, 1¥

1%
182,166, 15 130
02.210.217 . 247 4

IEEEEL LIS

- Hghight

The nDPI Protocol Breakdown shows the presence of TOR TRAFFIC

: The nDPI Protocol statistics

S.03 w0
.22 k8
.21 K8
738 Bytes
154 Byces

[Tor)
{Tor
2 [DHCPvo )|
L |

{MONS ]

funkiram ]
#h {MoNs]

INTI)

{nte)

{Unknown ]

Fig -19: nDPI Protocol statistics
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440 Bytea <1
300 Dytes [<1%)
276 Bytes [<1%]
36 Byt i
118 Byten <1

Cles L Oe.

Top nDPI Flows shows 62.210.217.207 / 192.168.15.130 as TOR and other which is its relay as 192.168.15.130

/62.210.217.207 as TOR flow.

Step 15: Opening Wireshark and find TOR IP which we found through Deep Packet Inspection, in this case it is

62.210.217.207

4
N 4poly 2 diszia

.  Tme

10.3U8

8319

Sowrce

192.168.15.139
19),168,15.139

B 0 G0RTQ()IYRa3S

Fig -20: Identifying TOR IP using nDPI in Wireshark
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Step 16: Block the IP through IP TABLES using command sudo iptables —A INPUT —s 62.210.217.207 —j DROP

Connecting to the Tor netwoek

-

W

Piane wail witkn we pstatiah 2 connecnion © the Tor
network. Thos may take savecl moues

o Setevg Sl

N SOYDEDD DN e

Fig -21: Blocking TOR IP using iptables

Step 17: Reopen TOR it will try to establish the connection with TOR Network

Tor Beowse

-
E &
)
=
5 He
”

%

B

o
a
m.

Fig -22: TOR trying to establish connection
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Step 18: After blocking the TOR EXIT NODE it will refuse the connection with network

Tor Browse

&
=
5]
B
B
B
A
a)
i
-
m.

Fig -23: Connection to tor network is refused

5. PERFORMANCE ANALYSIS

Throughput: Network throughput is the rate of successful message delivery over a communication channel.
Throughput is usually measured in bits per second (bit/s or bps), and sometimes in data packets per second (p/s or
pps) or data packets per time slot.

Throughput = (RWIN/ RTT)

Where RWIN is the TCP Receive Window and RTT is the round-trip time for the path.
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Throughput for 192.168.15.130:59656 — 158.69.92.127:443 (MA)

Throughput for 192.168.15.130:59656 — 158.69.92.127:443 (MA)
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Fig -24: Throughput of implemented system

The above figure shows that the throughput of the network is less when there is presence of threats and anonymous
TOR traffic in it. This can cause high bandwidth consumption and network congestion.

Throughput For 192.168.15.130:41046 — 62.210.217.207:9001 (MA)

Throughput for 192.168.15.130:41046 - 62.210.217.207:9001 (MA)
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Fig -25: Throughput of implemented system
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The above graph shows the improvement in the throughput of the existing system which is possible due to the
implemented system as it blocks malicious traffic and TOR traffic. The implemented system enhances the
throughput quite successfully.

6. CONCLUSIONS

The Suspicious activity in the network is a serious threat. The method which were used earlier, to identify the
intrusion where not enough. The method which is proposed here, will first detect any suspicious threat or intrusions
and then we add second-layer of security which is Deep Packet Inspection to make sure that the system will be free
from any kind of threats. Hence the proposed system will improve the security and throughput of the network.
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