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Abstract

While olden methods of tracking the misinformation depends on expertise in manually checking the facts and
human expertise which is time consuming.

And can’t be speed as the fake news or content spread in online. These methods are can’t keep up with today’s
fast moving digital environment even though these methods are useful. So the machine learning brings a
different approaches to increase the speed to detect the fake news. Machine learning offers the scalable methods
for automated fake news detection that can quickly analyse huge amounts of online content. However,
developing effective ML models for this task presents significant challenges which includes the necessity for
handling the miscellaneous contents, adapting to evolving misinformation strategies and maintain transparency
in decision-making processes. Machine learning approaches to fake news detection appear as a promising
solution to address the evolving challenges of online misinformation. While traditional methods have
primarily depended on manual fact-checking and human expertise, these approaches are often time-consuming,
overuse of resource, and hard to keep up with the rapid spread of false information across digital platforms. In
contrast, machine learning offers the potential for scalable, automated systems that can swiftly analyse a large
amounts of online content, identifying misinformation with greater speed and efficiency. The development of
effective machine learning models for fake news detection. Machine Learning models are capable of handling
wide variety of format ML models are capable of processing and analysing these different media formats to
provide comprehensive coverage. Machine learning models rely on different algorithms to analyse the data,
learn the patterns and make predictions the enable the machine to improve their efficiency and speed over time.
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Introduction

Machine learning approaches to fake news detection appear as a promising solution to address the evolving
challenges of online misinformation. While traditional methods have primarily depended on manual fact-
checking and human expertise, these approaches are often time-consuming, overuse of resource, and hard to
keep up with the rapid spread of false information across digital platforms. In contrast, machine learning offers
the potential for scalable, automated systems that can swiftly analyse a large amounts of online content,
identifying misinformation with greater speed and efficiency. The development of effective machine learning
models for fake news detection. Machine Learning models are capable of handling wide variety of format ML
models are capable of processing and analysing these different media formats to provide comprehensive
coverage .Machine learning models rely on different algorithms to analyse the data, learn the patterns and make
predictions the enable the machine to improve their efficiency and speed over time. While olden methods of
tracking the misinformation depends on expertise in manually checking the facts and human expertise which is
time consuming And can’t be speed as the fake news or content spread in online. These methods are can’t keep
up with today’s fast moving digital environment even though these methods are useful. So the machine learning
brings a different approaches to increase the speed to detect the fake news. Machine learning offers the scalable
methods for automated fake news detection that can quickly analyse huge amounts of online content.
However, developing effective ML models for this task presents significant challenges which includes the
necessity for handling the miscellaneous contents, adapting to evolving misinformation strategies and maintain
transparency in decision-making processes.

Literature Review

Numerous studies have proposed machine learning-based approaches to tackle the growing challenge of fake
news detection across digital platforms. One research paper presented a technique for identifying different

27101 ijjariie.com 679



Vol-11 Issue-4 2025 1JARIIE-ISSN(O)-2395-4396

categories of misinformation on Twitter, highlighting how big data tools like Apache Spark, combined with
machine learning, can improve detection accuracy [1].

Another study conducted a comprehensive PRISMA-guided systematic review, analysing the progress of
machine and deep learning applications for detecting fake news and propaganda within online social networks
(OSNs) [2].

To reduce the harmful impact of false news, one investigation trained models such as Long Short-Term Memory
(LSTM), Passive Aggressive Classifier, Random Forest, and Naive Bayes on a custom dataset, demonstrating
notable improvements in classification performance [3].

Robust approach was proposed using datasets like WEL Fake, Fake News Net, and Fake News Prediction,
combined with Fast Text word embeddings and a blend of machine and deep learning methods to enhance fake
news detection [4].

Further research delved into various linguistic and textual characteristics used to distinguish authentic content
from deceptive information, testing multiple algorithms and selecting the best-performing classifier for final
model development [5].

Another important study assessed the efficiency of BERT (Bidirectional Encoder Representations from
Transformers) in detecting fake news, showing statistically significant improvement over traditional machine
learning methods [6].

Bayesian models were explored as a statistical method in detecting misinformation, showcasing their relevance
and flexibility when applied across various datasets and domains using both deep learning and classical ML
techniques [7].

An implementation using XG Boost was employed to evaluate variable importance, which then informed the
development of multiple classification models including SVM, Random Forest, Logistic Regression, CART,
and Neural Networks [8].

Tackling toxic fake news specifically, one paper focused on identifying harmful content using toxicity scoring.
It compared traditional models like linear SVM and Random Forest against transformer-based methods to
prioritize the detection of high-risk misinformation [9].

Some researchers proposed hybrid frameworks, combining content-based, network-based, and multimodal
strategies. One such framework, FNACSPM, integrates textual and visual data to strengthen detection accuracy
[10].

Advancements in the field indicate a trend towards deep learning models, particularly transformer-based
architectures such as BERT, which consistently outperform older algorithms in terms of accuracy and contextual
understanding [11].

A two-phase model called WEL Fake was also introduced, leveraging word embeddings along with linguistic
features to validate and classify fake news content more precisely [12].

Performance comparisons were conducted across five traditional ML and three DL models, tested on varied
datasets using hold-out validation. The study employed TF, TF-IDF, and embedding techniques to derive
meaningful text representations [13].

Another work introduced two classification strategies—Content-Based Models (CBM) and Feature-Based
Models (FBM)—targeting health-related misinformation. CBM relied solely on textual input, while FBM
incorporated additional readability metrics for enhanced accuracy [14].

Lastly, a recent review focused on the role of Large Language Models (LLMs) in fake news detection, outlining
both the potential and the challenges of integrating these powerful tools into misinformation analysis pipelines

[15].

Methodology:
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In current generation most machine learning models are used for fake news detection designed to process only
the text data. Fake news is rapidly growing threat which potentially mislead public opinion, manipulate election
and damage reputation. While many machine learning models developed to detect fake news but the major issue
of

This Machine Learning models is they detects the fake news which will be in form of text data, but fake news is
not just limited for text it will be also in form of images such as doctored phots , videos such as deep fakes and
audios such as fake voice recordings, Al generated voices making it multimodal in nature. which may strongly
manipulate the perception of truth. This multi model analysis reduces the effectiveness and accuracy of the
detecting system.as they fail to consider visual or auditory signal that may indicate misinformation. For
example a deep fake video with convincing but misleading narrative will go undetected if only the text
content in the video is analysed such a blind spots in detection can be influenced by malicious actors, allowing
hurtful or harmful misinformation to spread unchecked.

1. Research Design

This study tells the descriptive research design focusing on the collection, analysis of existing collection of
detecting system rather than finding new detecting system. This objective is to gain deep understanding of how
ML techniques are being used to detect the spreading fake news.

2. The intention is to create a complete picture of

What machine learning techniques are used including traditional algorithms like Naive Bayes, Support Vector
Machine, Decision Trees, Deep learning approaches such as RNN, Long Short- Term memory networks for
visual content and transform based models like BERT for advance Natural Language understanding.

3. Data Analysis Techniques
A thematic content analysis process was employed to examine the literature gathered. The procedure entailed:

e  Read and summarized each selected paper into concise 7-line abstracts focusing on methods, datasets, and
ML models

o Identified repeated themes such as data modalities (text, image, user behaviour), ML approaches (traditional
vs. deep learning), and challenges like data scarcity.

4. Case Study: BERT-Based Fake News Detection in Election Misinformation
To complement theory results, one in-depth case studies were chosen from the literature reviewed.

A notable real-world implementation involves using BERT (Bidirectional Encoder Representations from
Transformers) to detect fake news during the Brazilian Election 2022. The researchers trained a BERT model
using a dataset composed of political news articles and social media posts, both real and fake.

The model was fine-tuned for text classification tasks and tested against traditional machine learning algorithms
like SVM, Logistic Regression, and Naive Bayes. Results showed that BERT achieved significantly higher
accuracy (above 94%), especially in detecting nuanced and contextually misleading content. Furthermore, the
model demonstrated robust performance across diverse writing styles and topic shifts, addressing a key
challenge in real-time political misinformation detection.

This case study highlights how transformer-based models outperform older techniques, particularly in handling
language subtleties and complex sentence patterns found in politically charged fake news.

Evaluation Outcome:
Highly effective in election-based misinformation detection. Best suited for high-stakes scenarios where
linguistic complexity and misinformation patterns rapidly evolve.

4. Result:

To resolve this issue Machine Learning model uses Multi model machine learning approaches. These modal
combines textual and visual data processing using the models and effective algorithms such as BERT, XG
Boost, SVM, RF, LR and LSTM for text data and CNN’s for the images.by integrating the features from the
multiple data types, and the system can analyze the content more effectively and detects the fake news which
appear in various formats, which leads to resulting in more accurate and reliable detection of fake news, By
integrating features from multiple media types, the system provides more reliable and context-aware results,
which leads to faster, more accurate identification of fake news across formats—text, images, videos, or a
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combination. This multi model integration enhances the model's ability to detect misinformation even when it
appears in new or less obvious forms, such as deep fakes or visually edited content.

conclusion

To overcome the limitations of analysing only text-based misinformation, machine learning has progressed
toward multimodal detection systems that can process and interpret a combination of text, images, and videos.
Techniques like BERT, LSTM, and CNNs work together to extract deeper insights from diverse content
formats. This integration enables the system to spot subtle and complex forms of fake news, including deep
fakes and manipulated visuals. By merging features from various data types, the system achieves higher
accuracy, speed, and context awareness. Ultimately, multimodal machine learning presents a more adaptive and
future-ready solution against evolving misinformation threats.
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