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ABSTRACT

The increasing prevalence of cyber threats in the field of cyber security calls for the creation of strong
Intrusion Detection Systems (IDS) in order to protect confidential digital information. With a focus on the NSL KDD
Cyber Security dataset, this research offers a novel approach to IDS by using machine learning (ML) and deep
learning (DL) approaches. The dataset is well known for providing a thorough representation of network traffic
data and is a useful tool for testing and training intrusion detection algorithms. The effectiveness of an extensive
number of deep learning (DL), and machine learning (ML), such as Ridge Classifier, K Nearest Neighbour, Nearest
Centroid, Decision Tree, Naive Bayes, Support Vector Machine (SVM), Logistic Regression, Multi-layer Perceptron
(MLP), Stochastic Gradient Descent (SGD), Regressor Neural Networks, Random Forest, Adaboost, and various
neural network architectures, in identifying intrusions within network traffic is assessed in this study. Finding the
most effective intrusion detection methods for real-world applications is the aim of this study, advancing
cybersecurity procedures and safeguarding vital digital infrastructures via thorough testing and performance
assessment.
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1. INTRODUCTION-1

The numerous amounts of apps that offer their users services have skyrocketed in the last few decades. Due to the
fact that the apps operate on the cloud servers of the service provider rather than the local terminal and both the
sources and the outcomes are transmitted via the internet to the users, This kind of service needs little installation
work and capacity for processing on the user terminal. Numerous companies have begun to create their streaming
services after realizing the clear benefits of providing premium services to customers unable to purchase premium
equipment. For example, premium gaming, which usually requires powerful hardware, is now possible to use on any
portable device that has reliable internet access. Thanks to exciting services like Google Stadia. Google's processing
and rendering of the game real-time user inputs to Google's cloud server, shortly after which the video is transmitted
back over the internet to the user's computer. Addition to that, increasing interconnectedness between networks
brings about some new attacks to be exploited by criminals. The landscape of cyber security threats a proactive
approach safeguarding sensitive information maintaining the integrity of. Furthermore, the advancement of
technology further the security landscape making it crucial for to continuously update their defense to stay ahead of
threats and breaches, its imperative organizations to be vigilant prepared in addressing these cyber security threats.

The complexity of these threats compounded by the interconnected of modern networks, it’s even more important
implement robust security measures Remember, it's just about reacting to cyber, it's about proactive in identifying
and mitigating risks to protect your sensitive data and ensure the stability of your network. To defend networks and
systems against cyber-attacks and threats, a strong intrusion detection system (IDS) is necessary and it’s vital. The
idea of an intrusion detection system was initially carried out by James P. Anderson in 1980s[1].This well-known
technology looks for any unauthorized activity or policy infractions on networks. Hence, it is important that IDS
technology is constantly improved in order to defend against changing cyber threats and secure sensitive data.
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Ultimately, the progress and improvement, Experts in cyber security strongly advised that system administrators
should have access to a broad range of tools through the IDS system so they may thoroughly review the network
traffic audit trails, the development of an effective and reliable intrusion detection system (IDS) for cyber security
has emerged as a pressing problem that has to be resolved in order to thwart these Over the past several years, the
complexity of cyberattacks has increased. especially when it comes to cyberattacks on systems that alter or keep
confidential data. Claimed that if Understanding the target aberrant activity's network pattern will help. But in order
to identify attacks, various strategies have been put forth, including signature-based techniques Histogram-oriented
techniques approaches based on Information theory volume. It’s commonly recognized Signature-based techniques
are ineffective in handling zero-day attack and new mutants. This is because the signature based method can only
identifies the anomalies created in a predefined database of signatures. Clean traffic data is used to create a variety
of statistics using histogram-based techniques, and each histogram is placed into a space with the high dimensions.
Such methods can easily understandable. Still, false negative rates are frequently quite high. This approach is
organized to provide a brief overview of recent studies on machine learning applications in cyber security. The
architecture of the created IDS and its parameter options are shown in the model design section. In addition, the
specified result section analyses the model with the goal to compare and validate its performance by voting
classifier.

This essay’s remaining sections are arranged as follows: In the 2 section, we offers pertinent literature; in the 3
section, we construct the system model and delineate the optimization issue, in the 4 section, the three-phase
alternating optimization approach is devised, and in section 5, its effectiveness is evaluated, section 6, finally
concludes this endeavor.

2. LITERATURE SURVEY-2

A suggested cybersecurity detection system for intrusion uses a (CNN) convolutional neural network classifier [1],
this characteristic sets the suggested IDS model apart from the conventional one. [2] The methodology for
anomalous behavior evaluation forms the basis of the system. A profile based on node attributes that is supplied to
artificial neural networks that are set up to precisely describe the node's typical actions is part of the recommended
technique.[3] hybrid and collective classifiers for machine learning (ML), As machine learning has grown in
popularity, researchers and academics have been able to create models of detection systems for intrusion using a
variant of classification algorithms.[4] To distinguish between malicious and benign network traffic machine
learning system under supervision is created. This model uses a mix of supervised learning techniques and selection
of feature approach to determine the best model taking detection success rate into account. The results of the
investigation show that, when it came to accurately identifying network traffic with a high detection rate, the design
constructed with ANN and cover selection feature performed better. Because of the significant false positive rate of
the systems, zero-day attack and novel attack detection is still an active area of study.[5] Applying machine learning
to network detection of intrusions has several advantages, one of which is that it requires less expert knowledge than
the black or white list model since it uses an extreme learning machine to do balanced constrained optimization. We
develop a flexible incremental learning method to find the optimal number of buried neurons. Optimization
techniques are devised, along with a customizable way to increase the count of hidden neurons via binary search. for
examine the effectiveness for this method, network intrusion detection is used.

[6] Intrusion detection systems come in two flavours: host-based IDS (HIDS) and network-based IDS (NIDS). Host-
based detection systems for intrusion are used in networks. admins must remain vigilant about and evaluate activity
on a specific computer. In that encrypted data may be viewed while traversing a network, HIDS frequently have this
benefit over NIDS. One of its drawbacks is that controlling HIDS is somewhat challenging as each host's
configuration and information needs to be managed.[7] It appears that in the near future, machine learning will
govern the whole planet. Therefore, we developed the premise that machine learning techniques may be used to help
technology-enabled organizations overcome their current issue of recognizing new assaults, or zero day attacks.
[8]System For a very long time, anomaly detection has been in great demand. due to instances involving handling
unnecessary and inconsequential characteristics in high-dimension data sets.

3. SYSTEM MODEL-3

This part presents the developed system model and the suggested system consists of the learning algorithm and
feature selection depicted in Fig. 1. The most pertinent characteristics or attributes must be extracted by the feature
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selection component in order to identify the example to a particular class or group. The learning algorithm
component builds the necessary intelligence or knowledge using the output from the feature selection component.
Through training using the training dataset, the model becomes more intelligent. Next, the examining dataset is
subjected to the learnt intelligences in order to assess how well the model categorized home much of the unknown
material.
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Fig -1: System Model

1. Data Normalization: Normalization is the responsibility of this module. The NSL KDD Cyber Security dataset,
which includes tasks such as feature selection, normalization, data cleansing, and categorical variable encoding. The
preprocessed dataset will serve as input for the model training phase. 2. Training data: In this module, using the
preprocessed data, we will train deep learning and machine learning models. 3. Selection of Feature: The
characteristics of the data are chosen in this part. 4. Testing data We'll use a variety of methods, including, decision
trees, and neural networks, logistic regression to examine network traffic data and find intrusion. 6. Detection
Module: Incoming network traffic will be continually monitored by the real-time detection module. and apply the
trained models to identify anomalous or malicious activities. Upon detection of an intrusion, the system will trigger
an alerting mechanism to notify system administrators or security personnel. 7. Alerting Mechanism: This module
will handle the notification process upon the detection of potential intrusions. System administrators or security
personnel will be alerted via email, SMS, or other communication channels. The alert will include relevant
information such as the type of intrusion, timestamp, and severity level. Monitoring and Reporting Module: The
monitoring and reporting module will provide insights into system performance and detected intrusions. It will
continuously monitor system metrics such as detection accuracy, false positives, and response times. Periodic
reports summarizing detected intrusions.

4. ALGORITHM -4

1 Data Preprocessing Module:
Task: Prepare the NSL KDD Cyber Security dataset for model training.

Algorithm/Pseudo Code:
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Step 1: Load the dataset into memory.
Step 2: Perform data cleaning to handle missing values and outliers.
Step 3: Conduct feature selection to identify relevant attributes.
Step 4: Normalize numerical features to a common scale.
Step 5: Encode categorical variables using one-hot encoding or label encoding.
Step 6: break the dataset into two sets for testing and training.
Step 7: Return preprocessed training and testing datasets
Model Training Module:
Task: Preprocessed data is used to train Deep Learning (DL) and Machine Learning (ML) models.
Algorithm/Pseudo Code:
Step 1: Initialize empty list to store trained models.
Step 2: For each ML algorithm:
a. Train the algorithm on the preprocessed training data.
b. Evaluate the model using cross-validation.
c. Store the trained model in the list.
Step 3: For each DL architecture:
a. Build and compile the neural network model.
b. Train the model on the preprocessed training data.
c. Store the trained model in the list.

Step 4: Return the list of trained ML and DL models.

Alerting Mechanism:

Task: Notify system administrators or security personnel upon detection of potential Intrusions.
Algorithm/Pseudo Code:

Step 1: Receive notification trigger from real-time detection module.

Step 2: Send alert to designated recipients via email, SMS, or other communication channels.

Step 3: Include relevant information such as intrusion type, timestamp, and severity level in the alert.

Step 4: Log the alert for future reference and analysis.
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5. EXPERIMENT RESULTS-5
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Fig -2: Predicted Attack Class

On the above screen, the attack is predicted and classified; the output of the prediction is normal, hence no malicious
attack.
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Fig -3: Predicted Attack as Prob

~ a8 eun 20

On the above screen, the attack is predicted and classified; the output of the prediction is probe, malicious attack is
detected.

Attack Class should be

Fig -4: Predicted Attack as DoS

On the above screen, the attack is predicted and classified; the output of the prediction is DoS, malicious attack is
detected.
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Fig -5: Predicted Attack as R2L

On the above screen, the attack is predicted and classified; the output of the prediction is Root to Local (R2L) attack,
malicious attack is detected.
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Fig -6: Predicted Attack as U2R

On the above screen, the attack is predicted and classified; the output of the prediction is User to Root(U2R) attack,
malicious attack is detected.

nids.bé6@gmail.com 4:02 pm

to «

IMALERT!!!
dos attack has occured

Description:

Denial of Service (DoS): is an attack in which an adversary
directed a deluge of traffic requests to a system in order to
make the computing or memory resource too busy or too full
to handle legitimate requests and in the process, denies
legitimate users access to a machine.

Perventive Measures:

. Buy more bandwidth

. Build redundancy into your infrastructure

Configure your network hardware against DDoS attacks
. Deploy anti-DDoS hardware and software modules

. Deploy a DDoS protection appliance

ArWN=

Fig -7: Alert Message as Dos

The notification alert message with a description of the attack class and its preventive measures are displayed. The
system predicts the attack types as DoS, and the mitigation steps to rectify the attack are given.
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MALERT!!!
probe attack has occured

Description:

Probing Attack (Probe): probing network of computers to
gather information to be used to compromise its security
controls.

Perventive Measures:

1. Change Passwords Frequently

2. Dont Share passwords and other personnel informations
with others

3. Monitor your device activities frequently

4. Deploy anti-Probe hardware and software modules

5. Deploy a Probe protection appliance

Fig -8: Alert Message as Probe
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The system predicts the attack types as Probe, and the mitigation steps to rectify the attack are given.
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MALERT!!
r2l attack has occured

Description:

Remote to Local Attack (R2L): occurs when an attacker who
has the ability to send packets to a machine over a network
but who does not have an account on that machine exploits
some vulnerability to gain local access as a user of that
machine.

Perventive Measures:

1. Change Passwords Frequently

2. Dont Share passwords and other personnel informations
with others

3. Monitor your device activities frequently

4. Deploy anti-R2L hardware and software modules

5. Deploy a R2L protection appliance

Fig -9: Alert Message as R2L

The system predicts the attack types as U2R, and the mitigation steps to rectify the attack are given.
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WALERT!!
u2r attack has occured

Description:

User to Root Attack (U2R): a class of exploit in which the
adversary starts out with access to a normal user account on
the system (gained either by sniffing passwords, a dictionary
attack, or social engineering) and is able to exploit some
vulnerability to gain root access to the system.

Perventive Measures:

1. Change Passwords Frequently

2. Dont Share passwords and other personnel informations
with others

3. Monitor your device activities frequently

4. Deploy anti-U2R hardware and software modules

5. Deploy a U2R protection appliance

Fig -10: Alert Message as U2R
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The system predicts the attack types as U2R, and the mitigation steps to rectify the attack are given.

6. CONCLUSIONS

In conclusion, the advancement of the Enhanced Intrusion Detection System Using Supervised Learning project
represents a significant step towards bolstering cyber security measures and safeguarding critical digital assets
against the ever-evolving landscape of security threats. By using cutting-edge machine learning techniques (ML)
and Deep Learning (DL) techniques, coupled with meticulous data preprocessing and real-time detection
capabilities, the system demonstrates its efficacy in detecting both known and novel intrusion attempts with high
accuracy. Furthermore, the integration of alerting mechanisms and monitoring/reporting functionalities ensures
timely responses to security threats and facilitates ongoing evaluation and refinement of the system's performance.
As cyber threats continue to proliferate, the IDS project stands as a robust and adaptive solution, capable of
providing organizations with the necessary tools and insights to mitigate risks and protect against potential breaches.
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