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ABSTRACT

To solve the issue of secure data sharing in cloud computing, Cipher-text policy attribute based encryption (CP-
ABE) has been preferred encryption method. The shared data files in most cases have the features of multilevel
hierarchy, specifically in the area of healthcare and the military. However, the hierarchy system of shared files has
not been explored in CP-ABE. In this paper, an effective file hierarchy attribute-based encryption method is
proposed in cloud computing. The layered access structures are included into a single access structure, and then,
the hierarchical files can be encrypted with the integrated access structure. The cipher text components similar to
attributes could be shared by the files. Therefore, both cipher text storage and time cost of encryption is preserved.
Moreover, the proposed scheme is proved to be secure under the entire assumption. Experimental simulation shows
that the proposed method is more capable in terms of encryption and decryption. With the number of the files
increasing, the benefits of our method more and more clear.
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1. INTRODUCTION

With the growing of network technology and mobile terminal, online data sharing has become a new “pet”, such as
Facebook, Myspace, and Badoo. Meanwhile, cloud computing is one of the best assuring application platforms to
solve the dangerous expanding of data sharing. In cloud computing, to protect data from lossing, users need to
encrypt their data before being shared. Access control in dominant as it is the first line of defense that prevents
unauthorized access to the shared data. Recently, attribute-based encryptions (ABE) have been attracted much more
concentrated since it can keep data privacy and realize fine-grained, one-to-many, and non-interactive access
control. Cipher text-policy attribute based encryption (CP-ABE) is one of appropriate schemes which has much
more adjustability and is more applicable for most of applications.

2. System Architecture
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Figure-1: System Architecture

Data Owner: _

Register with cloud server and login (username must be unique).Send request to Key transmission to generate ABE
Key on the user name. Browse file and request Private Key to encrypt the data, Upload data to service provider.
Verify the data from the cloud.

Public Key Generator (Key Transmission):

Receive request from the users to generate the Key, Store all keys based on the user names. Check the username and
provide the private key. Revoke the end user (File Receiver if they try to hack file in the cloud server and un revoke
the user after updating the private key for the corresponding file based on the user).

End User:

1. In this module receiver first has to Register and login, Request secret key, Request available files in the cloud and
receive files.

2. Every key come respective unique id.

Data Sharing:

1. Data Share group wise as per authorized account.
2. Every File key changeable.
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3. Mathematical Model

Set theory : Let S=1,P,R,0,K
Where,

S: Public integrity auditing system.
I: Set of inputs.

P: Set of processes.

R: Rules or constraints.

K: Keyword

O: Set of outputs/Final output.

Where,

i1,i2,...,in = Files shared by the users.
P=p1, p2, p3, p4, p5, pb6, p7

Where,

pl: Key generation

p2: Generate commitment string

p3: Open

p4: Verify

p5: Update.

p6: Proof Update.

R=rl

Where,

rl: Revoked user should not be able to access files shared by users.
r2: Proper keyword should be extracted.
Where,

O1: Valid user cloud access any file.
Output:-

Result(Z) ={In,Pn,Rn}
In->i1,i2,i3,.....in(Share file)

Pn-> p1,p2,p3,....pn(process)
Rn->r1,r2,r3......... Rn(Revocation)
Result(Z2) = {pi, 0<I<k}........ set of probability
~Result(2) = {pi,(K,mi),{false otherwise}}
here , K(2Z) = {ki, 0<l<n} Set the keyword.

Result(Z)={In.Pn.Rn}

Resultl SN til.pl.rl}

f 1 2 D0
{ Result? f 1 112,p2,1r2}

Resulin \

4. Conclusion
To proposed a variant of CP-ABE to efficiently share the hierarchical files in cloud computing. The hierarchical
files are encrypted with an integrated access structure and the cipher text components related to attributes could be
shared by the files. Therefore, both cipher text storage and time cost of encryption is saved. The proposed scheme
has an advantage that users can decrypt all authentication files by computing secret key once. Thus, the time cost of
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decryption as also saved if the user needs to decrypt multiple files. Moreover, the proposed scheme is proved to be
secure under DBDH assumption.
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