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ABSTRACT 

Rapid area growth creates difficulties for resource management, infrastructure upkeep, and service delivery. 

Conventional approaches frequently find it difficult to adapt to the evolving requirements of urban residents. This 

paper explores IoT applications in cities, highlighting their potential benefits and relevance as implementation 

sectors. Transportation, energy management, environmental monitoring, waste management, public safety, and 

smart buildings are some of the important sectors that have been investigated. The framework for smart cities is 

described in the document. It consists of many layers: network, edge computing, cloud, application, perception, and 

business. Each component helps to the IoT ecosystem by improving the usefulness and standard of living of cities. 

Additionally, the study provides case studies from cities including Copenhagen, Barcelona, Singapore, Amsterdam, 

and Amsterdam to highlight deployments and their advantages for city life. In addition, the paper addresses the 

obstacles and constraints that cities face, such as the need for facilities equitable governance, a lack of skilled labor, 

and financial planning. Enhancing deep learning algorithms, prioritising security and privacy safeguards, fostering 

interactions with governments, and creating user-friendly interfaces are the main goals of the suggestions. The study 

emphasizes the significance it is to consider certain factors while deploying technology to provide equal advantages 

for all members of the community. Urban areas can enhance their efficacy, sustainability, and residents' general 

well- being through the integration of technology. Cities are growing quickly, which makes resource management, 

infrastructure upkeep, and service delivery challenging. The document also discusses problems, such as the need for 

infrastructure, governance, a lack of skills, and communication problems. Going forward, it is suggested that deep 

learning algorithms be improved, security be given top priority, collaboration be recommended and ethical decisions 

be made. 

 

Keywords: Smart Cities, Internet of Things (IoT), Urban Management, Real-time Monitoring, Sustainability, 

Deep Learning, Big Data Analytics, Urban Infrastructure, Intelligent Transportation, Smart Grids, 

Environmental Monitoring, Public Safety, Waste Management, Intelligent Buildings, Case Studies, Challenges, 

Future Recommendations. 
 

1.INTRODUCTION: 
The fast growth of areas poses a range of issues, for cities including challenges in managing resources maintaining 

infrastructure and delivering services. Conventional methods often struggle to keep up with the growing needs of 

city dwellers. [1] 

However the rise of the Internet of Things (IoT) offers solutions to these problems. IoT involves a network of devices 

that communicate and share data over the internet enabling real time monitoring, control and analysis of systems.[2] 

In cities IoT covers a range of applications designed to enhance quality of life boost operational efficiency and 

promote sustainability. By integrating sensors, software and connectivity into objects and systems IoT enables the 
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gathering and exchange of data to create more efficient urban environments. [3] 

This research paper delves into the applications of IoT in cities emphasizing their importance areas for 

implementation and potential advantages. It focuses on sectors such as transportation, energy management, 

environmental monitoring, public safety, waste management, and intelligent buildings. Through an in depth 

examination this paper aims to offer insights into how IoT can transform city living and tackle the challenges faced 

by cities.[4] Cities are growing smarter as a result of initiatives being implemented that use technology to efficiently 

manage services and examine urban conditions. Because it improves sustainability, efficiency, and overall standard 

of life, IoT- based management is essential for the development of cities. Technology enables the analysis of real-

time data, which improves decision-making and simplifies resource allocation [5]. The creation of massive data 

sets is among the most important results of smart city applications and operations. Significant processing is 

needed to handle this massive quantity of data in order to combine different machine learning and artificial 

intelligence techniques. For example, machine learning and artificial intelligence are currently used by almost all 

medical and clinical scientific institutions [6]. When it comes to using the benefits of AI and machine learning to 

healthcare, radiology is one of the most successful fields. In order to enhance productivity, increase operational 

efficiency, and lower management costs as cities grow and expand, clever and creative solutions are needed. IoT 

devices like TVs and Internet boxes are increasingly being installed in places by citizens. Thermostats, smart door 

locks, smart alarms, and other appliances are examples of linked things in the real estate industry. During the United 

Nations climate change conference (COP21), which took place in Paris in 2016, linked items received a lot of 

attention and offered many local communities the chance to rethink their environmental goals in order to employ 

IoTTM to cut CO2 emissions. The latter can be extremely important in the context of smart cities. Intelligent trash 

containers, for example, can assist residents in a meaningful way. Every individual will have access to the data, 

which will promote the development of applications which supply residents with real-time information. Cities have 

become platforms for the exchange of knowledge[7]. 

 

2.IOT FRAMEWORK AND ARCHIETECTURE: 
A typical IoT architecture in smart cities will be organized into different layers, where each layer has its own 

functionalities. Key Layers in IoT Architecture for Smart Cities. 

 

2.1 Perception Layer(or Device Layer): 

Sensor set that can sense the outside world makes up the perception layer of a smart city, which relays these 

perceptions to other smart city systems. Sensors that keep an eye on the environment, such as the weather, and asset 

tracking systems that keep an eye on transportation infrastructure are examples of perception layer devices. Every 

intelligent system present in a smart city depends on sensing. For example, by using data from sensors to monitor 

public infrastructure—such as roads, bridges, and facilities—it is feasible to carry out maintenance with greater 

efficiency. Through the use of traffic monitoring sensors and intelligent transportation system (ITS) energy 

management technology, load forecasting is made possible, assisting in the reduction of energy consumption as 

well as traffic congestion and accidents [8]. 

2.2 Network Layer: 

Transferring data from the data producers in the layer of perception to the users of data in the application layer is 

the main function of the network layer. Depending on the needs of the networks, device capabilities, and application 

limitations, there are a number of ways to set up a good network infrastructure. More sophisticated capabilities, such 

data aggregation and improved interoperability, are added to networking technologies as they evolve to meet the 

needs of smart cities. Wireless networking solutions are chosen over cable networking for the great majority of smart 

city devices. We shall go into much more detail about four popular technologies here[9]. 

 

2.3 Edge Computing Layer: 

Description: This layer handle the data as much closer to source so that it reduces latency and network bandwidth type 

of behaviour . 

Components: Devices at The Edge (gateways, routers to do processing), Device-level data storage and processing. 

This does something similar but enables you to do real-time analytics and decision-making that would allow local 

responses being... well faster[10]. 
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2.4 Cloud Layer (i.e., Data Storage and Processing Layer) 

Cloud Layer:- The layer in which data is stored, processed and analysed on large scala. 

Components: Protocols like HTTP and SQL Cloud services (AWS, Microsoft Azure, Google Cloud), Data lakes and 

warehouses. 

Task: Offers heavy analytics engines, data visualization tools and machine learning functions to start receiving 

insights on the collection[11]. 

 

2.5 Application Layer Description: 

Applications that use the processed data to offer end users services constitute this layer. Parts: Applications for smart 

towns (smart energy, smart transportation, etc.), User interfaces (web dashboards, mobile applications). 

Function: Facilitates user communication with smart city services, allowing users to make well-informed decisions 

via using real-time data [12]. 
 

2.6 Business Layer Description: 

The governance frameworks and business models that specify the ways to provide services in smart towns are 

contained in this layer. Parts: Frameworks for policies, Service delivery business models. 

Function: Assures the efficiency and sustainability of IoT services within the framework of smart cities. 

Together, these layers convey a full IoT ecosystem that improves smart cities' usability, performance, and 

livability [13]. 

 

3.SMART CITY APPLICATION:SS 
3.1 Smart Grids: 
Since the effective operation of all other municipal services requires a steady supply of electricity, power 

distribution is an essential function for each city. The electrical grid, or infrastructure, may experience major 

adverse impacts from even small interruptions. Even while power networks in modern cities are usually well-

established, improvements may still be made to make power generation and distribution safer, more robust, 

efficient, and more economically viable. In order to provide sophisticated energy metering attributes, smart grids 

enable two-way communication at network nodes using current communication protocols as LPWANs and NB-

IoT. Through both passive and active participation by consumers, this technique can lower energy usage and 

improve the grid's overall energy efficiency and dependability[14]. 

3.2 Intelligent transportation system: 

ITSs (Intelligent Transportation Systems) build a network of roads, individuals, and vehicles that make use of 

the latest innovations by fusing ICT with transportation infrastructure. In an effort to reduce traffic jams and 

increase the efficiency of transportation, ITS (intelligent transportation systems) leverage technology to give 

drivers better services and information. Typically, monitoring, communication, energy efficiency, and lighting 

control are the four primary areas of interest for ITS. To enhance performance, the traffic management system 

has testbeds that integrate data analysis and model-based control. These testbeds consist of an array of control 

services, crossing controllers, data analysis solutions, and a linked vehicle network[15]. 
 

3.3 Smart lighting: 

Intelligent lighting traffic light control innovations may operate in three different ways: fixed, actuated, and 

adaptive. The main goal of lighting control is to decrease the number of stops for vehicles while preserving safety 

in order to improve traffic throughput and speed. Researchers created an adaptive traffic light control technology 

that uses real-time traffic data to adjust the timing and sequence of traffic signals. It is shown that the solution 

suggested outperforms baseline methods by improving cross capacity and reducing average vehicle waiting times. 

To effectively implement smart lighting management platforms, traffic signals and other lights need to be 

connected to centralized or distributed controllers via a communication system. A remote traffic signal control 

and monitoring system is one recommended substitute[16]. 
 

3.4 Smart Parking: 

The constraints of traditional parking facilities can make mobility problems worse, particularly when the amount 

of vehicles in metropolitan areas keeps rising. It is typical for drivers to spend several minutes looking for parking 
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spots, resulting in higher fuel consumption and traffic congestion and causes unnecessary pollution. Traffic jams 

can be efficiently decreased using an Internet of Things (IoT)-based smart parking system that allows customers 

to book parking places remotely through a smartphone application. Graph theory algorithms are used in one smart 

parking system architecture to choose the best parking space at the lowest possible cost. This structure lowers 

transportation expenses and the amount of cars that are unable to locate parking. In addition, other approaches, such 

as neural networks and machine learning, have shown promise in solving urban parking issues. Another method 

makes use of survival[17]. 

 

3.5 Smart Waste Management: 

Waste management is an additional major issue in contemporary cities that may be solved with IoT support. 

Severe environmental issues can arise from ineffective methods for handling waste, such as illegal trash disposal 

because of the higher costs and complexity of the disposal processes. In order to tackle these obstacles, diverse 

approaches predicated on IoT technologies have been suggested, including the development of RFID systems and 

of intelligent systems and platforms. Among them are sensor-based automated real-time WIWSBIS (Waste 

Information and Waste Management System) design for architecture Identity, Weight, and Identification System 

for Stolen Bins). The architecture was used, and carried out, and tests have  indicated that these systems, when 

employing WIWSBIS, can precisely monitor recycling and reuse[18]. 

 

3.6 Intelligent Medical Services: 

Smart healthcare aspires to lower medical costs and logistical difficulties while maintaining high-quality patient 

care. Stuff often carries out current procedures for patient monitoring and care management. But as IoT 

technologies evolve, smart health systems are evolving to sustain and improve healthcare. NIGHT-Care is a 

suggested RFID system that monitors the health of senior and handicapped people while they sleep by using an 

application that can assess many sleep aspects. This study proposes an additional healthcare system that enables 

a doctor to remotely monitor a patient through the use of sensors and communication networks. With the growing 

use of telemedicine, smart healthcare systems are adjusting to provide remote health care. Border Cognitive 

Computing (ECC)-driven intelligent healthcare systems [19]. 
 

4.CASE STUDIES: 

4.1 Barcelona, Spain 

In Barcelona, Spain, the Smart City Barcelona project has introduced solutions to improve urban living. These 

include streetlights, parking sensors and a comprehensive waste management system. 

Key Features: 

Smart Lighting: Street lighting systems that adjust brightness based on time of day and weather conditions leading to 

energy conservation. 

Parking Management: Sensors installed in parking spaces provide real time information, on spots helping reduce 

traffic congestion and emissions. Waste Management; Smart bins with sensors monitor waste levels and optimize 

collection routes, for improved efficiency and cost reduction. 

Impact: These efforts have led to energy savings decreased traffic congestion and effective waste  

management practices in Barcelona setting a benchmark for other cities to follow [20]. 

4.2 Singapore 

Singapores Smart Nation initiative is focused on utilizing IoT and cutting edge technologies to enhance living 

and governance. The initiative includes the integration of devices, in homes for energy management, security 

and elder care to improve residents quality of life. Additionally real time data collection on traffic conditions 

public transport and pedestrian flows is used to optimize transport services and reduce congestion. Sensors are 

deployed for monitoring to track air quality, noise levels and water quality allowing for management of 

environmental issues. As a result of the Smart Nation initiative public services have been significantly enhanced 

environmental impact has been. The overall living experience, in Singapore has been improved[21]. 

 

4.3 Amsterdam, Netherlands 

Project: Amsterdam Smart City, Amsterdam went all-in on using IoT to develop its smart and sustainable city - 

increasing quality of life while minimizing environmental impact. 

Key Implementations: Smart Energy Grids: Integration of smart grids and meters that can help optimise energy 

use, while also integrating sources Renewable_energy. Connected transport - IoT for bike-sharing programs, real-
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time public transport tracking and smart traffic management systems. Environmental Sensing: This includes the 

use of sensors to monitor air and water quality, noise pollution as well weather conditions which can be key in 

city planning and management. 

Impact: Initiative results in increased energy efficiency, improved transport and environmental management all 

contributing to Amsterdams goals around sustainability [22]. 

 

4.4 Copenhagen, Denmark Program: Copenhagen Connecting 

 

Basic Info: Urban Mobility, Green and Inclusive Copenhagen is making efforts to become a smarter city by 

targeting three areas for improvement. Key Implementations: Intelligent Traffic Management (- IoT sensors & 

data analytics to streamline traffic movement and reduce congestion, in effect co2 reduction) 

Bicycle Sharing System: IoT-imbued bikes with GPS, and real- time tracking to improved cycling problems but 

one that dwidles the car usage. Running of IoT systems in public buildings to monitor and manage energy use 

for enabling efficiency, commonly referred to as Smart Building Management. 

Impact: The efforts have led to both less traffic congestion and more sustainable transportation - as well as 

substantial energy savings, thereby making Copenhagen an innovative front- runner in smart city 

technology[23]. 

 

5.CHALLENGES AND LIMITATIONS: 

 

5.1  Needs to find intelligent infrastructure: 

Intelligent infrastructure is required since certain smart city solutions can't just move from one physical site to 

others. Regional growth requirements must be fulfilled by intelligent facilities from one region to the next. The 

economy, society, and environment are all crucial to this process. Cities ought to consider solutions to city issues 

that are suitable for intelligent technology prior to arriving at a decision[24]. For example, poor countries may 

not be able to afford the extensive sensor networks and data aggregation that are part of the traditional smart 

transport system concept. The most widely used mobile phone data may be utilised by a more specialised and 

efficient version of the intelligent transportation system; these data may be more useful in developing nations. In 

order to solve localisation issues, the local intelligent transportation system (ITS) community is essential [25]. 

 

5.2 Balanced governance: 

New kinds of government are needed for smart cities. Top- down and bottom-up government must be maintained 

for effective municipal smart management. On the other hand, data generated by intelligent sensors utilizing 

different intelligence methods is collected. Integrating infrastructure and policy initiatives may need strict 

management and hierarchical processes, especially during emergencies[26]. Conversely, the most innovative 

features of urban infrastructure are defined by the bottom-up governance approach that is addressed in the top-

down smart city implementation section (taking into account citizen-driven innovation and co-creation). As 

consequence, it is crucial that both of these methods be stable. The municipal government can benefit from the 

interactions of many players (colleges, businesses, civil society, local governments, municipalities, etc.) by 

striking this equilibrium [27]. 

 

5.3 Skills gap:  

To ensure that every part of the city is sufficiently effective smart cities need to have expertise in human resources 

in order to succeed in their efforts. For example, all connected jobs handled by various technology providers and 

combined operational departments must have a number or data tier added to them. Knowledge in human 

possessions includes planning and designing, data literacy, digital citizenship, implementation, and 

administration. It is crucial to invest in smart people instead of just smart individuals. Few studies now provide 

an accurate indication of how low technology is in developing countries [28]. 

 

5.4 Equitable governance:  

New kinds of government are required for smart cities. Top-down and bottom-up governance must be 

balanced for effective municipal smart management. Conversely, data generated by intelligent sensors using various 

intelligence is gathered. Implementing infrastructure and policy initiatives may need strict management and 

hierarchical processes, particularly during emergencies [26]. Conversely, the most creative features of urban 
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infrastructure are defined by the bottom-up governance approach that is covered in the top-down smart city 

application section (taking into account citizen-driven innovation and co-creation). As a result, it is crucial that these 

two approaches be stable. The municipal government can benefit from the interactions of many players (colleges, the 

commercial sector, civil society, local governments, municipalities, etc.) by striking this equilibrium [26]. 

 

5.5 Update an existing city: 

Enhancing a city requires a lot of infrastructure and financial support, consequently it's not as simple as we 

may imagine. To make the current configuration efficient, additional features must be added. The 

transformation of large and small cities into smart cities is one of the goals of the national government. 

Researching urban planning is the task that over 80% of cities lack the capacity to provide. As a result, the 

initial investment made by the federal government is inadequate. The next part looks at various rules that have 

been put in place from the standpoint of smart cities and provides an overview of methods for obtaining data 

from intelligent systems [29]. 

 

5.6 Communication Difficulties: 

The concept of a smart city depends on connectivity, which enables communication within the many technologies 

that make up an intelligent city . By the end of 2020, there will likely be 50 billion wireless devices worldwide. 

Therefore, in order to facilitate arange of use cases, such as the collection of periodic environmental data and video 

streaming, smart cities must build the required communications infrastructure. A smart city can include a number 

of modern communication technologies, such as WiMAX, LTE, SigFox, LoRa, and cellular networks (e.g., 

GPRS). High spectral efficiency, low power consumption, high-rate data exchange, and seamless connection are 

the primary objectives of networking and communication in smart cities [30]. 

 

5.7 Quick clearance and approval: 

This is an assurance. Getting authorization from different government agencies will take time. In creating smart 

cities utilizing big data and the Internet of Things, this needs to change. 

The project has a due date. To keep the project moving forward at its current speed, you must obtain permission 

and approval as soon as achievable. To speed up the approval process, cooperation from the state government is 

required. It can fully automate the online approval process if necessary. It is necessary to set up a board of 

directors to oversee the approval of services like cable, telephone lines, drainage systems, wastewater, and water 

supplies [31]. 

 

5.8 Human-made resources: 

In this context, "human resources" refers to the workers and employees required to carry out the project. The 

need for skilled occupational experts is great. It is not an easy undertaking to build 100 smart cities (some towns 

have to start from scratch). The project's workers need to have the necessary training. The issue is that there is a 

limited amount of money set out for skill development and training [32]. 

 

5.9 Deficiency of a strong, financially secure the organization plan: 

Public-private partnerships and innovative financing of public and private resources are essential components of 

intelligent infrastructure projects. In this course, policy, taxes, and regulatory clarity are important. Governments 

seek to address these issues and advance with increasingly astute urban planning in order to foster innovation in 

the private sector and the creation of new, advantageous investments. Strategic finance for smart cities 

Investments in technology and infrastructure are essential for smarter cities. Numerous long- term stakeholders 

are involved in the smart city project; cautious residents must be informed of these expenses, partner profits, and 

fees that are collected prior to the project's start [33]. 

 

5.10 Overwhelming sensory experience: 

The foundation of smart cities is data collected by sensors. This isn't a road; instead, the buildings and street 

lighting here come to life and engage in conversation. For the name to hear, smell, and feel, a sensor is required. 

The stage can generate choices (or suggestions) at a rate faster than the workforce by gathering all the facts. The 

sensor records temperature, people flow, traffic patterns, air quality, and infrastructure integrity (e.g., is the 

bridge safe?) By 2020, research, cutting-edge research, and consulting firms hope to deploy one billion sensors 

globally [34]. 
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6.FUTURE RECOMMENDATIONS FOR SMART CITY: 

IoT technologies are expected to play a major role in improving efficiency and service quality in a variety of smart 

city systems in the near future, including autonomous traffic management, utility monitoring, and public safety. 

For frameworks to be developed effectively, users' and residents' rights to privacy must be respected. It is essential 

to tackle the many obstacles that smart cities encounter, ranging from large data management and security to 

governance and communication [35]. Our study provides insight on cutting-edge strategies that will influence 

urban landscapes in the future. In addition to improving city operations, the integration of big data analytics and 

sophisticated sensor networks opens the door for proactive governance and increased public participation. Real-

time data collecting and analysis is made possible by these networks, enhancing security and maximizing resource 

use. In addition, developments in communication technologies, such 5G networks and Internet of Things 

connections, significantly enhance the interoperability of gadgets and municipal infrastructure. The efficiency of 

service delivery is increased and operations are optimized thanks to this better connectivity. Through the adoption 

of these creative ideas, cities may address present issues and create pathways for a more innovative and sustainable 

future [36]. The following are some possible suggestions for the advancement and application of deep learning in 

smart cities in the future: 

6.1 Increase the resilience and effectiveness of deep learning algorithms: The effectiveness of deep learning 

algorithms is essential for smart city development. More reliable and effective deep learning algorithms that 

can manage massive volumes of data and deliver precise predictions and insights must thus be continuously 

researched and developed [37]. 

6.2 Put security and privacy first: Personal data leakage is a possibility as smart cities becoming increasingly 

interconnected. As a result, it's critical to give security and privacy top priority while developing and 

implementing deep learning in smart cities. This may be accomplished by making sure that data is only 

available to authorized parties and by employing secure data encryption [38]. 

6.3 Work together with local government and community groups: Participating in the planning and execution 

of deep learning initiatives in smart cities is crucial for their success. This can guarantee that the technology is 

customized to the unique requirements and worries of the neighborhood [39]. 

6.4 Create interfaces that are easy to use: Deep learning technology can be complicated and challenging for 

non-experts to comprehend. Thus, it's critical to provide user-friendly interfaces that facilitate people' and 

city authorities' access to and comprehension of the data produced by deep learning algorithms [40]. 

6.5 Environmental sustainability: In smart cities, deep learning technology could help in decreasing waste and 

resource allocation efficiency. This may be achieved by building infrastructure for smart cities with energy 

efficiency in mind and utilizing renewable energy sources [41]. 

6.6 Think about the moral consequences: Deep learning technology has potentially significant ethical and 

societal consequences. As a result, it's critical to think about the ethical consequences of applying deep 

learning in smart cities and to make sure that the technology is applied in a way that benefits all locals equally. 

Encouraging inclusion and openness throughout the planning, development, and execution phases can help 

achieve this [42]. 

The study analyzes the numerous features and settings of IoT systems, highlighting their vital role in the creation 

of smart cities. Because of the way IoT technologies link together, smart cities are capable of a lot. We begin by 

outlining the main driving forces for this study, shedding light on the difficulties and complexities involved in 

adopting IoT technology. The primary uses of these technologies are then examined in the article, along with 

how they enhance and broaden a number of facets of urban life. Furthermore, we exhibit a number of innovative 

projects in the field of smart city development, all of which offer valuable insights and may act as templates for 

other communities hoping to become smart cities [6]. 

 

7.CONCLUSION: 
This article presents a thorough overview of smart cities and explains how the conventional idea of objects and 

gadgets has been altered by the Internet of Things and machine learning. We place importance on using the 

massive amounts of data produced by set up sensors to incorporate intelligence into the smart city framework in 

a data-centric manner. In particular, the article starts with a synopsis of smart city applications before going into 

detail on various smart city components and its fundamental hardware designs [43]. Additionally, we provide data 

sets and data collecting technologies for smart cities that incorporate creative ideas into various deep learning 
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models in a brief way. Considering the fact that there are already a lot of published surveys on intelligent cities, 

we have provided an in- depth examination here that covers the architectural framework, communication 

protocols, and IoT-based sensor deployment that all work together to make a city into a smart city [44]. This 

review article will provide guidance to research and specialists on how to apply machine learning with 

backgrounds in data sciences and mobile networks, which will enhance people's quality of life and provide new 

opportunities for business. Considering the explosive expansion of smart devices, sensors, AI, and machine 

learning, the future seems extremely bright and hopeful [45]. There are new chances for businesses and investors 

to construct intelligent building architectures with creative structures. Emerging 5G and 6G technologies could 

change how smart cities are implemented today and aid in the deployment of these smart buildings for the benefit 

of the residents. The most effective way to create a smart city involves using IoT. The Internet of Things (IoT) 

may be used in a variety of situations, including waste management, smart parking, reducing CO2 emissions, gas 

concentration monitoring, autonomous driving, and water level monitoring for lakes and soil humidity [46]. These 

goals require an enormous number of connected items to be met. In this study, we examined how IoT may improve 

a city's smartness and provided an overview of the technology in the context of smart cities. We also noted the 

downsides and risks of IoT adoption and deployment in the framework of smart cities. We desire to examine 

various strategies and ideas to tackle the issues around IoT and smart cities that we have covered in this article, 

with an emphasis on security concerns and challenges [47]. 
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