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Abstract 
 

Cloud computing delivers ubiquitous and pay-per-use services, and as a result of these features, it attracts 

more consumers to utilize its services. Despite the many benefits of cloud computing, there are a few 

drawbacks. There is a risk of cloud-based attacks that compromise security features such as confidentiality, 

availability, and integrity. In order to identify attacks and improve cloud security, security solutions are 

required for both cloud users and cloud service providers. Cloud computing's primary concern is security. In 

the cloud, there are a lot of incursions. In order to identify intrusions, a variety of methodologies have been 

devised. However, no one method can accurately categories all types of assaults. The hybrid machine 

learning-based Intrusion Detection System (IDS) proposed in this study is a blend of supervised and 

unsupervised machine learning algorithms. There is a categorization of machine learning and deep learning 

technologies that are used to identify harmful user assaults in the network. Various researchers' techniques to 

detecting suspicious activity in the NSL KDD data utilizing tools are highlighted. We've also organized the 

papers' publishing throughout the last 19 years by year of publication and database source. In the last part of 

the research, we run an experiment to identify assaults in the dataset NSL-KDD. To identify the assault in the 

dataset, a machine learning intrusion detection model is developed using effective classifiers. 
 

Index Terms-- Cloud security, Intrusion detection, Machine learning, Hybrid machine learning techniques. 

 

 
I. INTRODUCTION 

Cloud computing, which is commonly done through the internet, provides services, servers, storage, 
databases, networking, software, analytics, and more with minimum administration effort. Cloud offers three 
types of services (IAS, PAS, and SAS) as well as three deployment modes (Private, Public, and Hybrid) to its 
customers [1]. As a result of these features, the majority of cloud users keep sensitive data on the cloud. On the 
other hand, information security is a concern for both cloud consumers and cloud service providers. Because 
there is a risk of cloud-based attacks that compromise security features such as confidentiality, availability, and 
integrity. Intrusion Detection Systems (IDS) are used to improve the system's security and resilience to both 
internal and external threats. The basic objective of an intrusion detection system is to identify an intrusion and, 
if required or practicable, to take steps to eliminate it. There are primarily two approaches for detecting 
intrusions [3]. 

 

1. Anomaly-based intrusion detection system: Due to the fast growth of malware, anomaly-based intrusion 

detection systems were primarily created to identify unknown threats. Behavior-based intrusion detection system 

is another name for this technology. The core idea is to utilize machine learning to build an anomaly detection 

model, then compare new behavior to that model. 

2. Signature-based intrusion detection system: This method, also known as misuse detection, entails scanning for 

certain signatures when they occur; nevertheless, it is difficult to detect new assaults using this method. 

Host IDS (HIDS), Network IDS (NIDS), and Virtual Machine Monitor IDS are the intrusion detection systems 

(VMMIDS). 
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II. LITERATURE REVIEW 
We did a thorough literature review of existing intrusion detection strategies for this study. This examination 

covers the years 1998 through in recent time. We've covered intrusion detection systems, machine learning, deep 

learning, and block chain technology at a high level. Then, for each of the three strategies outlined below, a full 

examination of applications is given. In addition, the system's limits and problems in the field of intrusion detection 

are described. We looked at the current level of block chain technology in terms of identifying cyber-attacks.  

There is a categorization of machine learning and data mining technologies that are used to identify harmful 

user assaults in the network. Various researchers' techniques to detecting suspicious activity in the NSL KDD 

data utilizing tools are highlighted. Although block chain technology appears to be a potential contribution to 

intrusion detection, it does not give a means to evaluate its performance to machine learning methods, nor does it 

supply the dataset needed to develop an effective intrusion detection system. We recommended the following 

strategy for the reasons stated above. In the last part of the research, we run an experiment to identify assaults in 

the dataset NSL-KDD. To identify the assault in the dataset, a machine learning intrusion prevention model is 

developed using three classifiers. Now we study every learning concept in this section, as follow to discuss about 

something: 

1. Supervised Learning: This approach involves predicting a target / result (or dependent variable) from a set 

of predictor variables (independent variables). We create a function that maps inputs to target values using this 

collection of variables. The model is trained until it reaches the appropriate degree of precision on the learning 

algorithm. Regression, Decision Tree, Random Forest, KNN, Logistic Regression, and others are examples of 

supervised learning. 

2. Unsupervised Learning: There is no objective or result variable to predict or estimate in this technique. 

It's utilized to divide people into separate categories. Unsupervised Learning Examples: K-means is an Apriori 

algorithm. 

3. Reinforcement Learning: The machine is taught to make certain judgments using this method. It works 

like this: the machine is placed in an environment where it must constantly teach itself via trial and error. This 

computer learns from its previous experiences and attempts to acquire the most relevant information in order to 

make appropriate business decisions. Markov Decision Process is an example of Reinforcement Learning. 
 

III. OBJECTIVE OF THE PROJECT 

 
2 Tier Machine Learning Approach: Using deep learning and machine learning methods, it presented a 2-tier 

architecture for network intrusion detection in this research. They used the Weak data mining programme to run 

simulations on the KDD data set and found that running the data through two classifiers increases system 

security. Hybrid machine learning techniques: In this paper, the author [13] presents a design and implementation 

to detect known attacks using supervised learning and unknown attacks using unsupervised learning. There are 

seven hybrid variants in the design. A supervised learning method is used in the first layer, while an unsupervised 

learning approach is used in the second layer. The purpose of this method is to improve network intrusion 

detection. 

 

IV. PROBLEM DEFINITION 

 

The highlighted KDD 99 data's intrinsic flaws, such as duplicate records and difficulties accessing the data 

owing to biased findings, and produced a new data set to address these concerns. As shown in Fig 1, the assaults 

in the data are split into four types [13]. Used several machine learning techniques such as J48, SVM, and Naive 

Bayes to detect threats in the National Security Lab Knowledge Discovery and Data mining (NSL KDD) dataset 

[16]. The Weak tool was used to forecast the accuracy rate of the normal and attack categories. 

 

V. PROPOSED METHODOLOGY 

 
This research offers a hybrid model system [Figure-1] that uses two machine learning techniques. In order to 

provide the highest level of intrusion detection in the cloud, a hybrid method was used. The proposed hybrid 

model employs the supervised learning algorithm ANN and the unsupervised learning algorithm K-Means, with 

supervised learning detecting known assaults and unsupervised learning detecting novel attacks. The Principal 
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Component Analysis (PCA) technique is used to choose features. 

Method: 

The researchers detail the suggested model as well as the tools and techniques employed in the proposed 

method in this section. The Spark-Chi-SVM model is shown in Figure suggested model's steps may be stated as 

follows: 

1. Load dataset and export it into Resilient Distributed Datasets (RDD) and Data Frame in Apache Spark. 

2. Data preprocessing. 

3. Feature selection. 

4. Train Spark-Chi-SVM with the training dataset. 

5. Test and evaluate the model with the KDD dataset. 

 

 
Fig-1: Spark-Chi-SVM model. The sequence of steps that in Spark-Chi-SVM model. 

 

Spark is a fast and general-purpose cluster computing system for large-scale in-memory data processing. Spark 

has a similar programming model to Map Reduce but extends it with a data-sharing abstraction called Resilient 

Distributed Datasets or RDD. A Spark was designed to be fast for iterative algorithms, support for in-memory 

storage and efficient fault recovery. Spark Core consists of two APIs which are the unstructured and structured 

APIs. The unstructured API is RDDs, Accumulators, and Broadcast variables. 

Processing: Large-scale datasets are frequently noisy, duplicated, and contain a variety of data kinds, posing 

significant hurdles to knowledge discovery and data modelling. In general, intrusion detection algorithms work 

with one or more forms of raw input data, such as the SVM algorithm, which exclusively works with numerical 

data. As a result, we prepare the data and transform the dataset's categorical data to numerical data. 
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