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1.Abstract 

The Internet of Things (IoT) has significantly changed how we interact with our homes by enabling automation, real-time 

monitoring, and remote control. Home automation systems powered by IoT allow smart devices like lights, locks, cameras, 

and sensors to communicate and operate in sync through microcontrollers and cloud or edge computing platforms. This 

paper provides a theoretical study of IoT-based home automation systems, focusing on system architecture, communication 

technologies, integration with AI, and practical applications. A review of 20 recent research papers from 2020 to 2024 is 

conducted to understand the current landscape. Real-world case studies from urban, rural, and elderly care contexts are 

analysed to show how different technologies are used in practice. The study highlights both the benefits such as energy 

savings, security, and convenience—and the challenges, including privacy concerns, lack of standardization, and network 

limitations. Future directions like Ai IoT, sustainable energy integration, and improved user interfaces are also discussed 

to offer insights for further innovation. 
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3. Introduction 

The rise of Internet of Things (IoT) technologies has led to the rapid development of smart home systems, offering 

improved comfort, safety, and energy efficiency. In a standard IoT-enabled home setup, devices such as sensors, actuators, 

and microcontrollers like Raspberry Pi or Arduino interact through wireless protocols such as Wi-Fi, Zigbee, or MQTT. 

These systems allow users to automate and manage daily tasks remotely using smartphones, voice assistants (e.g., Alexa, 

Google Assistant), or browser-based interfaces. 

this research investigates the structure and functionality of such systems by analyse recent advancements and deployments. 

Through a structured review of 20 scholarly articles published between 2020 and 2024, this paper explores key 

technologies, architectural frameworks, and practical use cases in various contexts including urban homes, eldercare 

environments, and rural off-grid setups. The objective is to offer valuable insights to students, developers, and researchers 

on how IoT is reshaping domestic automation, while also highlighting the technical and implementation challenges that 

remain. 

 

3. Literature Survey  

The use of Internet of Things (IoT) in smart home automation has gained strong momentum in recent years. Researchers 

have explored various areas such as system architecture, communication protocols, artificial intelligence (AI), data privacy, 

and user experience. Below is a categorized summary of selected contributions from relevant studies published between 

2020 and 2024. 

Architecture and Core Technologies 

Aayushi et al. (2020) described the basic structure of a smart home, including how sensors, microcontrollers, and 

communication tools like Wi-Fi and MQTT work together. They highlighted the importance of edge and cloud computing 

in controlling devices in real time. 
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Adesh (2020) focused on the role of embedded hardware and wireless connectivity in home automation. The study stressed 

the need for secure and power-saving designs to improve system efficiency. 

Adhikary et al. (2022) built a working smart home system using the ESP8266 module and MQTT protocol. The setup was 

low-cost and energy-saving but had weak security due to basic encryption. They recommended a modular design for easier 

upgrades. 

Ahmed et al. (2024) compared different smart home systems in terms of speed, power use, and data protection. They 

suggested combining cloud and edge platforms to balance performance and safety. 

AI and Intelligent Automation 

Anik et al. (2022) showed how smart homes can learn from user behavior to automate tasks like lighting and air 

conditioning. The study encouraged the use of AI for personalization while warning about software and device security 

gaps. 

Manhas & Sharma (2021) developed a system that adapts to user routines using machine learning. Although useful, they 

noted that keeping AI models on devices could be expensive and require optimization. 

Raj (2024) introduced the concept of AIoT, where smart homes use AI to predict and respond to user needs automatically. 

This reduces the need for cloud dependence and improves privacy. 

Security and Privacy Considerations 

Alsharari et al. (2020) highlighted the dangers of poorly protected APIs in smart home devices. They recommended stronger 

encryption methods, secure logins, and data protection regulations to improve system safety. 

Buil-Gil et al. (2022) observed that many smart devices collect excessive personal information and often run on outdated 

firmware, increasing vulnerability. They suggested timely updates and transparent data handling practices. 

Chatterjee and Ahmed (2022) focused on using artificial intelligence to spot unusual behaviors in home networks. They 

advocated for local processing of data to protect user privacy and reduce response time during threats. 

 Sustainable and Offline Smart Home Approaches 

Bogdan et al. (2023) introduced a smart home system that works independently of cloud platforms by using cellular 

connectivity and serverless operations. This design was effective for regions with unreliable internet access and gave users 

more control over their personal data. 

Esposito et al. (2023) also built a secure, cloud-free automation system that used encrypted messages and responded to 

sensor inputs automatically. Their model was reliable, efficient, and well-suited for remote locations. 

Zhang et al. (2020) proposed a privacy-focused home system using blockchain and local area networking. Their setup 

avoided cloud storage altogether and gave users full control over their digital information. 

User Experience and Interface Design 

IRO Journals (2024) developed a mobile app for managing smart homes, featuring biometric login options like fingerprint 

and facial recognition. Their architecture combined both edge and cloud computing for a smooth and secure experience. 

Matura & Kunal (2024) designed a simple smart home application that allows users to pair devices easily using QR codes. 

The app was made for everyday users, combining ease of use with reliable data security. 

Pattnaik et al. (2022) discovered that while users appreciated convenience, many overlooked privacy risks. They called for 

better education and clearer privacy settings in smart systems. 

Network Protocols and Connectivity 

Thomas (2022) and Garg & Gupta (2020) compared key communication technologies like Wi-Fi, Zigbee, and LoRa. They 

encouraged the use of hybrid setups and edge computing for better speed, flexibility, and coverage. 

Zhang & Ahmed (2022) evaluated lightweight communication protocols like 6LoWPAN, suggesting that secure 

transmission layers like TLS and DTLS should be used to keep data protected during transmission. 

Real-World Implementations 
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Singh & Dhablia (2023) built a working model of a smart home using commonly available hardware and simple 

technologies like MQTT and HTTP. Their project showed how regular households could adopt smart systems with minimal 

changes. 

. 

4. Proposed Methodology  

This research is theoretical and does not involve building or testing any physical smart home system. Instead, it focuses on 

studying how IoT-based home automation works by reviewing 30 research papers and case studies published from 2020 to 

2024. 

4.1. Research Design 

The study follows a descriptive and exploratory approach. This means the goal is to explain and explore how IoT is used 

in smart homes. It includes system structure, technologies used, benefits, drawbacks, and how these systems are applied in 

real-life. 

4.2 Data Collection Method 

To collect useful information for this research, a Systematic Literature Review (SLR) was done. This means many 

reliable research papers were carefully searched and selected from trusted academic sources like IEEE Xplore, 

ScienceDirect, SpringerLink, Elsevier, ACM Digital Library, and Google Scholar. The search focused on topics like 

“IoT in home automation,” “smart home architecture,” and “AI in IoT.” Only papers published between 2020 and 2024, 

written in English, and related to home-based IoT systems were chosen. Papers from blogs, news sites, or those that were 

outdated or focused only on factories or industries were not included. 

4.3 Tools and Instruments Used 

During the study, some useful tools were used to help manage the research. Zotero and Mendeley helped in organizing all 

the research articles and references. To make system diagrams and flowcharts, tools like Draw.io, Lucidchart, and Canva 

were used. For reading and highlighting key points in papers, Adobe Reader and Notion were helpful. Also, Microsoft 

Excel was used to sort and group the research papers based on what they talked about — like technology used, what 

methods they followed, their main results, and any challenges they mentioned. 

4.4 Data Analysis Techniques 

After collecting all the research papers, each one was read carefully and summarized in a short and clear way. The main 

aim was to find what common topics kept coming up. This included things like how devices communicate, how AI and 

edge computing are used, how secure the systems are, and how smart homes are used in real life. All these topics were 

grouped together to understand what most researchers focused on. This helped form a clear picture of what’s happening in 

the world of IoT-based home automation and where improvements are still needed. 

 

4.5. Real-World Case Studies Reviewed  

Case Study 1: Cost-Effective Urban Smart Home Using Raspberry Pi and MQTT 

This smart home example was developed for households in urban areas, especially those looking for affordable solutions. 

At its core was a Raspberry Pi 3 Model B+, acting as the central controller. The system used MQTT, a lightweight 

communication protocol, to manage the exchange of data between connected devices. 

Residents could operate devices like lights and fans through voice commands by linking Google Assistant via IFTTT. In 

situations where voice control wasn’t available, the Blynk app provided an alternative manual control method through 

smartphones. 

The system proved to be fast, with near-instant response times, and affordable due to its minimal hardware requirements. 

However, its security was limited, relying only on basic MQTT encryption. 

Best suited for: Urban households with reliable internet access that are looking for a budget-friendly, do-it-yourself smart 

automation system. 

 

Case Study 2: AI-Powered Smart Home for Elderly Monitoring Using Edge Devices 
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This setup was specially designed to support elderly individuals by tracking their daily activities and health status. The 

system included wearable devices to measure vital signs like heart rate and body temperature, along with motion and 

pressure sensors installed around the house to detect movement and activity. 

Instead of sending data to remote cloud servers, it used a compact device called Jetson Nano, which ran AI algorithms 

locally to detect emergency situations such as sudden falls or inactivity. When a potential risk was identified, alerts were 

instantly sent to family members or caregivers through Firebase or SMS. 

The system could also learn the resident’s regular habits and routines, helping to distinguish between normal and unusual 

behaviour thus reducing false alarms and improving accuracy. 

Best suited for: Healthcare environments and elderly care settings where privacy, real-time responsiveness, and reduced 

dependence on internet connectivity are essential. 

 

Case Study 3: Sustainable Smart Home for Rural Areas Using LoRaWAN and Solar Power 

This solution was developed to address the needs of rural regions where reliable electricity and internet access are limited 

or unavailable. The system used Arduino microcontrollers connected to LoRa (Long Range) communication modules, 

allowing devices to send data over long distances using minimal energy. 

To operate independently from the power grid, the system was powered entirely by solar panels. It included sensors to 

monitor environmental parameters such as soil moisture, indoor temperature, and water levels. Based on this data, users 

could remotely control devices like water pumps or ventilation systems. 

All collected information was transmitted via a GSM module to a cloud server and visualized through a web-based 

dashboard, allowing remote access and monitoring without requiring high-speed internet. 

best for: Remote villages and agricultural communities looking for a reliable, low-cost, and sustainable smart home or 

farm monitoring solution that works without depending on grid electricity or broadband. 

 

5. Experimental Evaluation 

This research does not involve physically building or testing a smart home system. Instead, the performance and practicality 

of IoT-based home automation are evaluated through the analysis of real-world case studies and insights gathered from 30 

academic research papers published between 2020 and 2024. The purpose is to understand how different systems perform 

in various conditions, such as cities, healthcare environments, and rural areas, and to explore their strengths, weaknesses, 

and challenges. 

5.1 Case Study Observations 

Three real-life case studies were carefully reviewed to understand how smart home systems are applied in different 

situations: 

• Urban Setup (Raspberry Pi + MQTT) 

This system used a Raspberry Pi and MQTT protocol to control home devices through voice (Google Assistant) 

and a mobile app (Blynk). It was affordable and gave quick responses (under 1 second). However, it had basic 

security features and relied on a stable internet connection. This makes it suitable for city homes with Wi-Fi access. 

• Elderly Care System (AI + Edge Computing) 

This system focused on helping elderly people by using wearable health sensors and local processing with a Jetson 

Nano device. It detected problems like falls or unusual inactivity and sent alerts to caregivers using mobile apps 

or SMS. Since it worked without needing the cloud, it offered faster response and better privacy. It’s ideal for 

healthcare settings where speed and security matter. 

• Rural Smart Home (LoRaWAN + Solar Power) 

This solution was created for areas with no electricity or internet. It used Arduino boards and long-range LoRa 

modules powered by solar panels. It monitored environmental data like soil moisture and controlled appliances 

like water pumps. Data was sent using GSM to the cloud for viewing on a dashboard. This setup worked well in 

remote areas where power and connectivity are limited. 
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5.2 Evaluation of IoT System Layers 

The home automation system built on IoT technology was reviewed based on its five key layers, each playing a unique 

role: 

• Perception Layer: This is where the system gathers data using sensors such as those for motion, temperature, and 

humidity. While generally effective, performance can differ depending on sensor type and energy consumption. 

• Network Layer: Communication technologies vary by location. Wi-Fi and MQTT were most suitable for urban 

homes due to speed and compatibility. For short-range, low-power needs, Zigbee and BLE performed well, while 

LoRa supported reliable long-distance communication in rural areas. 

• Processing Layer: In simpler systems, Arduino and Raspberry Pi performed basic control tasks effectively. 

More advanced functions, like local AI processing, were handled well by devices such as Jetson Nano. 

• Cloud and Edge Layer: Using edge computing allowed faster local responses and improved privacy, while 

cloud platforms like Firebase or AWS enabled broader data storage and analysis but introduced delays. 

• Application Layer: Interfaces like mobile apps and voice assistants made the system user-friendly, but they 

relied on stable internet connections for full functionality. 

 

5.3 Key Challenges Identified 

Through the review, several recurring issues were observed: 

Interoperability: Devices from different manufacturers often don’t communicate well due to lack of common standards. 

Security: Many systems still use weak encryption or lack proper security layers, making them vulnerable. 

Limited Intelligence: Budget-friendly systems generally don’t support advanced AI features or adaptive behavior. 

Cost Barriers: High-end hardware, especially AI-enabled devices like Jetson Nano, is often too expensive for cost-

sensitive users. 

 

6. Discussion 

The study reveals how IoT has enabled a new generation of intelligent home environments by connecting various devices 

and automating daily tasks. Through the evaluation of multiple case studies and research articles, it becomes clear that the 

success of a smart home depends on selecting the right combination of technologies such as microcontrollers, 

communication protocols (e.g., Wi-Fi, MQTT, Zigbee), and control platforms (mobile apps or voice assistants). Urban 

households benefit from cloud-based, low-cost setups that offer basic control, while rural areas demand more energy-

efficient and sustainable solutions like LoRaWAN and solar-powered systems. Meanwhile, healthcare-focused homes 

require quick, real-time responses made possible through edge computing and AI. 

One of the recurring challenges across different implementations is the issue of device interoperability and security. Many 

systems lack unified standards, making integration between devices from different vendors difficult. Privacy concerns also 

arise due to the storage and transmission of personal data over the internet. Despite these drawbacks, the growing interest 

in AIoT (Artificial Intelligence of Things) and local processing platforms provides promising solutions. As these systems 

evolve, the focus should shift toward more user-centric, secure, and adaptive designs that work seamlessly across diverse 

environments. 
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8.Conclusion 

This study provides a detailed overview of IoT-based home automation systems by analyzing current literature and real-

world case studies. It is evident that these systems have the potential to greatly enhance quality of life through smart energy 

usage, personalized automation, and increased home security. The technologies behind these systems—such as MQTT, 

cloud-edge platforms, and AI integration—enable flexible and responsive environments suited to various user needs. 

However, the study also reveals several limitations, including interoperability issues, privacy concerns, and the cost of 

advanced edge devices. Overcoming these barriers will be essential for broader adoption, especially in underserved or rural 

areas. Future improvements should focus on standardization, affordable AI-based solutions, and user education to make 

smart home systems more accessible and secure. The insights from this research can serve as a guide for future innovations 

in the field of home automation using IoT. 
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