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ABSTRACT

Nowadays corporate companies’ networks can generate false alarms and are a major target
of exploits. They have lots of sensitive data that can be misused to leak information critical to
the company and its employees. In order to avoid these kinds of attacks, companies use an
Intrusion Detection System. An intrusion Detection System (IDS) inspects every packet passing
through the network and raises an alarm if there is any attempt to perform malicious activity.
IDS ensures a security policy in every single packet passing through the network. Snort is an
open-source, lightweight tool that captures every detail of a packet passing through the
network and generates alerts if anyone's packet matches the signatures inserted given by the
company. The signatures are the rules written so that IDS can know which packets it should
generate the alert. In this paper, we have implemented an Intrusion Detection and Prevention
System using libpcap, and snort | in order to detect network-based attacks.

1. Introduction

Network security is one of the biggest challenges that companies are facing from time to time. There are many
attempts by black hat hackers to break and compromise the security of the Company’s network, some of which
are even successful. As the use of the internet increasing, these malicious activities are gaining popularity among
the black hats.

Every day a large amount of data is being generated and passed on and lots of this data holds sensitive information
about the company and its employees. Thus, securing a network is one of the most important tasks for a company
to survive. To make this easier and more efficient we use Intrusion Detection System, it helps to collect
information about any malicious packet that passes across a company's network.

1.1 Intrusion Detection System

An intrusion detection system (ID) is a type of security system for computers and computer networks. Intrusion
Detection basically helps in detecting outer and inner attacks performed by either users or hackers. An ID system
collects information from various sources and analyzes information from various areas within a computer or a
network to identify possible security breaches, which include both intrusions (attacks from outside the
organization) and misuse (attacks from within the organization). 1D uses vulnerability assessment (sometimes
referred to as scanning), which is a technology developed to assess the security of a computer system or network

1.2 Advantages of IDS

e Track any changes in the behavior of the network.

e Inspects system activity

e Can differentiate between normal and abnormal activities in the network
e Automated
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1.2 Disadvantages of I1DS

e  Sometimes gives false alarms i.e., the packet wasn't malicious but IDS might still generate an alert.
e Time-consuming
e Isnot 100% safe from attacks

2. Tools used in IDS

There are various tools to implement an Intrusion detection system. Some of the most widely used tools are

e SNORT
e  Security Onion
e WEKA
e OSSEC

3. Personal System System

PSS is a light-weight intrusion detection tool that logs the packets coming through the network and analyzes the
packets. Snort checks the packets coming against the rules written by the user and generates alerts if there are any
matches found. The rules are written by the user in a text file that is linked with a project.conf file where all the
configurations are mentioned. There are a few commands which are used to get project running so that it can
analyze network behavior.

3.1 Advantages of Personal Security System over other tools.
1. Scalability: PSS can be successfully deployed on any network environment.

2. Flexibility and Usability: Snort can run on various operating systems including Linux, Windows, and Mac OS
X.

3. Live and Real-Time: PSS can deliver real-time network traffic event information.

4. Flexibility in Deployment: There are thousands of ways that PSS can be deployed and a myriad of databases,
logging systems, and tools with which it can work.

5. Speed in Detecting and Responding to Security

Threats: Used in conjunction with a firewall and other layers of security infrastructure, PSS help organizations
detect and respond to system crackers, worms, network vulnerabilities, security threats, and policy abusers that
aim to take down network and computer systems.
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Configuration File

4. Personal Security System using project.conf file

PSS uses a configuration file at start-up time. A sample configuration file snort. You use the - ¢ command line
switch to specify the name of the configuration file. The following command uses /opt/snort/PSS.conf as the
configuration file.

We can also save the configuration file in our home directory as PSS, but the most commonly used method is
specifying it on the command line. There are other advantages to using the configuration file name as a command
line argument to a project. It is possible to invoke multiple Snort instances on different network interfaces with a
different configuration.

$ sudo -A console -q -i wlan0 -c /etc/snort/snort.conf

This command should be run in our terminal to run Personal Security System using our project configuration file.
It can be modified according to user suitability. Snort library has various modes; a few of them are listed here

Description of the command:
-c: specifies the config file

-i: specifies the interface mode, if a loopback address is running then “wlan0” will be written, for Ethernet “eth0”
or “eth1” will be written.

-A: 1t will print the output to the console
Once we run this command, then type $ ping 127.0.0.1

We should see that the project. Logs this packet and displays it on the terminal. Here is the image of the
terminal logging the ping packets.
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Monitoring Screen

4. Writing rules: -

Rules are written by the user, It generates an alert if there if finds any match with the rules that the user defined
in the rules file. Here is an example of how to write rules.

1. alert icmp $EXTERNAL_NET any -> $HOME_NET any (msg:"We are being Pinged!!!";icode:0;
itype:8; sid:10002;)

for ICMP ping.
2. alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS 80 (msg:"Triggered /etc/passwd";
flow:to_server,established; content:"/etc/passwd™; nocase; sid:1122;)

When someone try OS command Injection
3. alert tcp SEXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"XSS attack attempted
(cross site scripting attempt)"; flow:to_server,established; content:"SCRIPT"; nocase; sid:1497;)

When XXS (Cross Site Scripting) attack is perform

4. alert tcp SEXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"COMMUNITY SQL-
INJECTION BXCP Sql Injection attempt"; flow:to_server,established; uricontent:"/index.php"; nocase;
uricontent:"where="; nocase; uricontent:"union"; nocase; uricontent:"select"; nocase; sid:100000690;
rev:2;)

When SQL injection attack is performed

5. alert tcp any any -> $HOME_NET 80 (flags:S; msg:"Possible Dos Attack Type:SYN FLOOD'";
flow:stateless; sid:3; detection_filter:track by_dst, count 20, seconds 10;)

When DOS (Denial of Service) attack is performed

6. alert tcp SEXTERNAL_NET any -> $HOME_NET 21 (msg:"Incoming FTP connection!!!"; flags:S;
sid:10000;)

5. Result

The result of our project will be the display of all packets which match the snort defined by the administrator. The
information which gets on Monitor Screen is Source IP, Destination IP, Alert generated, and Date and Time when
the packet was received. In this case, we have used a single system for testing purposes, therefore, the source and
destination IP are my loopback address, however, when run on a server it will give the Source and Destination IP
of the systems generating and receiving the packets. In this case, we have used a single system for testing purposes
therefore the source and destination IP are my loopback address, however, when run on a server it will give the
Source and  Destination IP of the systems generating and receiving the packets

18895 ijariie.com

426



Vol-9 Issue-1 2023 IJARIIE-ISSN(O)-2395-4396

6.CONCLUSIONS

The goal of this paper was to design and evaluate a system that would passively monitor the wireless network
traffic of a small home network. Such a system, in case of attack detection, attempts to disrupt detected attacks
using the packet injection method. During experiments was an attempt to carry out DoS by ICMP flood on the
access point. This type of attack was chosen because of its simple detection and execution. The output of Snort
statistics was shown decrease of attacker’s traffic by 95% with proposed IDPS system deployed — when compared
to the amount of attacker’s traffic without deployment of IDPS. From the results we conclude that the
deauthentication of the attacker successfully disassociates the attacker from the access point, and thus prohibits
the attack. Since the initiation of the attack the system was able to react in 0.2 seconds, as is concluded from
graphs generated by Wireshark statistics. Aireplay-ng standard output was used to calculate statistics of
deauthentication. From these statistics is assumed that the deauthentication of the attacker was in all cases
successful, nevertheless, the percentage of received deauthentication acknowledgments from the attacker was only
42% when compared to the 100% of received acknowledgments from the access point.
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