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ABSTRACT

Number of users are present in a network. Different malicious activities are performed on the data that is being
transmitted over a network.The malicious attacks may delete or modify the data. they may also change the
destination of the file to be sent. This system is mainly dseigned to detect such activities and prevent such files from
malicious activities. The malicious activities may be of different types reporting the activities to take necessary
actions is needed.
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1. Introduction

Our system works on a scheme which detects provenance forgery and packet drop attacks. The scheme is specially
made in order to detect malicious activities in the network like incorrect ip address i.e. destination,modification of
data and also deleting or misleading of data. The operations performed on our system are- 1)The sender that is
nothing but the receiver sends the data or file. The file is then divided into packets. In our system at now we take
into consideration only text files for now as they are the easiest form of a file.2) The packets are send to the client in
present to the next of the server. Malicious activities could happen here.3)We demonstrate packet drop of some
packets and also the data in the packets could be modified or deleted. 4)At the receiver side on checking the report
of the sent fie we get the report of activities performed on the packets respectively.5)File sent to the wrong
destination is also reported to the server where it takes proper actions and also resends the file.

1.1 Software Requirement

Back End : MySQL DataBase

MySQL is an open-source relational database management system (RDBMS).

Front end :- JAVA JDK 1.8.

For developing this system we will required and Eclipse IDE and implementation language will be Java.

For backend we are going to use MySQL. Above mention software are easily available on internet. So that we can
get them easily.

1.2 Hardware Requirement

1.RAM :512 MB

2. Processor Speed : 500-800 MHZ

3. Operating System : Windows OS

4. Minimum OS version : Windows XP

5. Storage : no storage requirements as such

1.3 Problem Statement
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To provide a secure and reliable transmission over network.

2. System Architecture
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Fig.1 System Architecture

The above given architecture is for sensor networks. The different nodes present in the network collect and
broadcast data to other nodes. The process of collection data is also known as Data Gathering which is denoted with
the arrows.

The cluster heads hold a number of smaller nodes of similar types and store similar type of information.

Sink is also one data type where information from different clusters is collected.

2.1 Advantages

1. Reliability

2. Security

3. No other party can operate the data.
4.0nly authorized user will receive the data.

2.2 Drawbacks of the previous system

The previous systems need external virtual machine in order to detect suspicious system calls.

Even if number of studies have been performed on provenance nothing has been properly addressed it in sensor
networks.

Detection was done but no such report was sent to the server as in our system.

Also when some packets were failed to delivered to the wrong destination they were never detected nor were they
sent to the correct destination in the previous case studies.

3. CONCLUSION

In short we determine secure transmission of data from the server to the clients. Also ensuring that the malicious
activities performed will be reported to the server and the server will take necessary actions. Even wrong destination
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is reported and the file is resent by the server ensuring that it is sent to the correct destination making our system
more reliable.

3.1 Related Work

Pedigree[3] captures provenance for network packets in the form of per packet tags that store a history of all
nodes and processes that manipulated the packet. However, the scheme assumes a trusted environment which is not
realistic in sensor networks. ExXSPAN[4] describes the history and derivations of network state that result from
the execution of a distributed protocol. This system also does not address security concerns and is specific to some
network use cases. SNP [5] extends network provenance to adversarial environments. Since all of these systems are
general purpose network provenance systems, they are not optimized for the resource constrained sensor networks.
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