
       Vol-4 Issue-2 2018                                                                         IJARIIE-ISSN(O)-2395-4396 
       

         8017                                www.ijariie.com  2759 

 

Provable secure dual-server public key encryption 

with keyword search 
Rampur Srinath 

Associate Professor, Dept. of ISE 

National Institute of Engineering, Mysuru 

Sumanth M, Jaikishore B, Moulya P Nand Mohammed Amen Bidchol 

UG Students, Information Science and Engineering, 

National Institute of Engineering, Mysuru 

 

Abstract 

Searchable encryption is of increasing interest for protecting the data privacy in secure searchable cloud storage. In 

this paper, we investigate the security of a well-known cryptographic primitive, namely, public key encryption with 

keyword search (PEKS) which is very useful in many applications of cloud storage. Unfortunately, it has been shown 

that the traditional PEKS framework suffers from an inherent insecurity called inside keyword guessing attack (KGA) 

launched by the malicious server. To address this security vulnerability, we propose a new PEKS framework named 

dual-server PEKS (DS-PEKS). As another main contribution, we define a new variant of the smooth projective hash 
functions (SPHFs) referred to as linear and homomorphic SPHF (LH-SPHF). We then show a generic construction of 

secure DS-PEKS from LH-SPHF. To illustrate the feasibility of our new framework, we provide an efficient 

instantiation of the general framework from a Decision Diffie–Hellman-based LH-SPHF and show that it can achieve 

the strong security against inside the KGA. 
 

Index Terms- Keyword search, secure cloud storage, encryption, inside keyword guessing attack, smooth projective 

hash function, Diffie-Hellman language. 

 
 

1. Introduction 

 
Cloud computing is the use of computing resources (hardware and software) that are delivered as a service over a 

network (typically the Internet). The name comes from the common use of a cloud-shaped symbol as an abstraction for 
the complex infrastructure it contains in system diagrams. Cloud computing entrusts remote services with a user's data, 

software and computation. Cloud computing consists of hardware and software resources made available on the Internet 

as managed third-party services. These services typically provide access to advanced software applications and high-

end networks of server computers.Anyhow data owners cannot have full physical control and complete privacy over 

cloud storage. All the data will be encrypted before outsourcing them. This cloud data is made more secure with the 

help of different search functionalities like single keyword search multi-keyword search fuzzy-keyword search etc. 

Nowadays enterprises and organizations are using cloud storage outsourcing applications in order to reduce burden of 

maintaining big data. In reality end users think that cloud servers are not secured so they encrypt their data and upload 

them, In order to maintain data privacy. This makes data utilization more difficult compare to traditional 

storage.Solution for this is searchable encryption which allows for user specified keywords, where given the keyword 

trapdoor server can find the data which is encrypted. This type of encryption is carried out in symmetric or asymmetric 

search.This searchable symmetric encryption suffers from complicated secret key distribution. Here users are not able to 
share encrypted data outsourced to cloud. To solve this we have PEKS (Public Key Encryption With Keyword Search). 

This uses asymmetric encryption to search the data.  

In this PEKS sender attaches some encrypted keywords with encrypted data using receiver’s public key. In this there 

will be trapdoor and PEKS cipher text, using this server identifies the receiver and the PEKS cipher text and sends 

matching encrypted data. 

http://en.wikipedia.org/wiki/Computing
http://en.wikipedia.org/wiki/Internet
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Fig: Structure of cloud computing 

2. IMPLEMENTATION 

2.1 MODULES: 

2.1.1 System Construction Module 

2.1.2 Semantic-Security against Chosen Keyword Attack 

2.1.3 Front Server 

2.1.4 Back Server 
 

2.1.1 System Construction Module 

In the first module, we develop the system with the entities required to provde our system. 1) Cloud User: the user, who 

can be an individual or an organization originally storing their data in cloud and accessing the data. 2) Cloud Service 

Provider (CSP): the CSP, who manages cloud servers (CSs) and provides a paid storage space on its infrastructure to 

users as a service. We propose a new framework, namely DS-PEKS, and present its formal definition and security 

models. We then define a new variant of smooth projective hash function (SPHF). A generic construction of DS-PEKS 

from LH-SPHF is shown with formal correctness analysis and security proofs. Finally, we present an efficient 

instantiation of DS-PEKS from SPHF. 

 

2.1.2Semantic-Security against Chosen Keyword Attack 
In the module,  we develop the semantic-security against chosen keyword attack which guarantees that no adversary is 
able to distinguish a keyword from another one given the corresponding PEKS ciphertext. That is, the PEKS ciphertext 

does not reveal any information about the underlying keyword to any adversary. 

2.1.3Front Server 

After receiving the query from the receiver, the front server pre-processes the trapdoor and all the PEKS ciphertexts 

using its private key, and then sends some internal testing-states to the back server with the corresponding trapdoor and 

PEKS ciphertexts hidden. 

2.1.4 Back Server 

In this module, the back server can then decide which documents are queried by the receiver using its private key and 

the received internal testing-states from the front server. 
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3. INPUT DESIGN AND OUTPUT DESIGN 
 

3.1 INPUT DESIGN 

The input design is the link between the information system and the user. It comprises the developing specification and 

procedures for data preparation and those steps are necessary to put transaction data in to a usable form for processing 

can be achieved by inspecting the computer to read data from a written or printed document or it can occur by having 

people keying the data directly into the system. The design of input focuses on controlling the amount of input required, 

controlling the errors, avoiding delay, avoiding extra steps and keeping the process simple. The input is designed in 

such a way so that it provides security and ease of use with retaining the privacy. Input Design considered the following 

things: 

 

1. What data should be given as input? 

2. How the data should be arranged or coded? 
3. The dialog to guide the operating personnel in providing input. 

4. Methods for preparing input validations and steps to follow when error occur. 

 

3.1.1 OBJECTIVES 

1. Input Design is the process of converting a user-oriented description of the input into a computer-based system. This 

design is important to avoid errors in the data input process and show the correct direction to the management for 

getting correct information from the computerized system. 

2.It is achieved by creating user-friendly screens for the data entry to handle large volume of data. The goal of 

designing input is to make data entry easier and to be free from errors. The data entry screen is designed in such a way 

that all the data manipulates can be performed. It also provides record viewing facilities. 

3. When the data is entered it will check for its validity. Data can be entered with the help of screens. Appropriate 
messages are provided as when needed so that the user  will not be in maize of instant. Thus the objective of input 

design is to create an input layout that is easy to follow 

 

3.2 OUTPUT DESIGN 

A quality output is one, which meets the requirements of the end user and presents the information clearly. In any 

system results of processing are communicated to the users and to other system through outputs. In output design it is 

determined how the information is to be displaced for immediate need and also the hard copy output. It is the most 

important and direct source information to the user. Efficient and intelligent output design improves the system’s 

relationship to help user decision-making. 

1. Designing computer output should proceed in an organized, well thought out manner; the right output must be 

developed while ensuring that each output element is designed so that people will find the system can use easily and 

effectively. When analysis design computer output, they should Identify the specific output that is needed to meet the 
requirements. 

2. Select methods for presenting information. 

3. Create document, report, or other formats that contain information produced by the system. 

The output form of an information system should accomplish one or more of the following objectives. 

 

1. Convey information about past activities, current status or projections of the 

2. Future. 

3. Signal important events, opportunities, problems, or warnings. 

4. Trigger an action. 

5. Confirm an action. 
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4. SYSTEM DESIGN 
 

4.1 SYSTEM ARCHITECTURE: 

 
 

4.2DATA FLOW DIAGRAM: 
 

1. The DFD is also called as bubble chart. It is a simple graphical formalism that can be used to represent a system in 

terms of input data to the system, various processing carried out on this data, and the output data is generated by this 

system. 

2. The data flow diagram (DFD) is one of the most important modeling tools. It is used to model the system components. 
These components are the system process, the data used by the process, an external entity that interacts with the system 

and the information flows in the system. 

3. DFD shows how the information moves through the system and how it is modified by a series of transformations. It is a 

graphical technique that depicts information flow and the transformations that are applied as data moves from input to 

output. 

4. DFD is also known as bubble chart. A DFD may be used to represent a system at any level of abstraction. DFD may be 

partitioned into levels that represent increasing information flow and functional detail. 
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5. SYSTEM STUDY 

5.1FEASIBILITY STUDY 

           The feasibility of the project is analyzed in this phase and business proposal is put forth with a very general plan 

for the project and some cost estimates. During system analysis the feasibility study of the proposed system is to be 

carried out. This is to ensure that the proposed system is not a burden to the company.  For feasibility analysis, some 

understanding of the major requirements for the system is essential. 

Three key considerations involved in the feasibility analysis are  

1. Economical Feasibility 

2. Technical Feasibility 

3. Social Feasibility 
 

5.1.1 ECONOMICAL FEASIBILITY 

  This study is carried out to check the economic impact that the system will have on the organization. The 

amount of fund that the company can pour into the research and development of the system is limited. The expenditures 

must be justified. Thus the developed system as well within the budget and this was achieved because most of the 

technologies used are freely available. Only the customized products had to be purchased.  

 

5.1.2 TECHNICAL FEASIBILITY 

                       This study is carried out to check the technical feasibility, that is, the technical requirements of the 

system. Any system developed must not have a high demand on the available technical resources. This will lead to high 

demands on the available technical resources. This will lead to high demands being placed on the client. The developed 
system must have a modest requirement, as only minimal or null changes are required for implementing this system.    

 

5.1.3 SOCIAL FEASIBILITY 

       The aspect of study is to check the level of acceptance of the system by the user. This includes the process of 

training the user to use the system efficiently. The user must not feel threatened by the system, instead must accept it as 

a necessity. The level of acceptance by the users solely depends on the methods that are employed to educate the user 

about the system and to make him familiar with it. His level of confidence must be raised so that he is also able to make 

some constructive criticism, which is welcomed, as he is the final user of the system. 

 

CONCLUSION 

In this paper, we proposed a new framework, named Dual-Server Public Key Encryption with Keyword Search (DS-

PEKS), that can prevent the inside keyword guessing attack which is an inherent vulnerability of the traditional PEKS 

framework. We also introduced a new Smooth Projective Hash Function (SPHF) and used it to construct a generic DS-

PEKS scheme. An efficient instantiation of the new SPHF based on the Diffie-Hellman problem is also presented in the 

paper, which gives an efficient DS-PEKS scheme without pairings. 
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