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ABSTRACT

For a real-time video surveillance system, AED (Anomalous Event Detection) is especially helpful in terms of safety
as well as security. Today, monitoring objects and movement in low resolution video is a particularly challenging
task due to the loss of specific viewpoint in the external appearance of moving objective article. Additionally, the
demand has not been met by the number of strangeness kinds that real-time machine checking could detect. The
identification of abnormalities is extremely important and usually becomes absolutely necessary in high-risk
situations. When the system discovers or detects any unexpected or anomalous actions while video surveillance is
being conducted in real-time, alerts are generated. The suggested remedy may also be used by any source and
doesn't require a high limit of capacity structure to achieve the best outcome. The arrangement also includes a
simple but sophisticated approach to deal with the rapid alerting and anomaly detection framework of today. Object
recognition and tracking, which is widely employed in many industries such as medical care observation,
autonomous driving, irregularity identification, and so forth, is one of the most important and difficult fields in
computer vision. Due to its numerous practical applications in various domains, including event analysis, human-
computer interaction, crowd analysis, video surveillance, behavior analysis, etc., the tracking of moving objects in
movies has been extensively explored during the past 20 years. We can satisfy the requirements to give the citizens
of the nation the essential security with the use of machine learning algorithms. Additionally, we can somewhat
reduce the global crime rate. Nowadays, it is extremely dangerous to walk down the street, even in broad daylight,
so the proposed system will help to reduce all anomaly activities.

Keyword: - Anomaly Detection, Deep learning (DL), Graphics Processing Unit (GPU), Surveillance video,
Artificial Intelligence, Machine Learning, Image Processing, CNN, Object detection.

1. INTRODUCTION

In recent years, interest in surveillance films for public security has increased as a result of anomaly event
identification in congested areas [2]. Due to three key factors, anomaly event identification in crowded settings is
particularly difficult. The first concern is the tiny sample size of the datasets, the second is the lack of objectives and
definitions for anomalies, and the third is temporal complexity. Anomaly detection is essential, followed by anomaly

20069 www.ijariie.com 297



Vol-9 Issue-3 2023 IJARIIE-ISSN(O)-2395-4396

recognition and quick response to lessen the effect of the abnormality [6]. Anomaly events are therefore of utmost
significance in the contemporary context.

Machine learning algorithms are the greatest choice for enhancing security since they can use video surveillance to
instantly spot suspicious activity. By creating effective, quick algorithms and data-driven models for real-time
processing, machine learning may produce extremely exact findings and analysis. The advancement is however
constrained by the challenging acquisition of anomalous data and the laborious hand labeling.

1.1 Proposed System

It is a challenging endeavor to detect strange actions or incidents in low-resolution, but the proposed approach will
be able to do so. The local police station or the appropriate authorities are notified by this technology, which does
more than merely detect. The cops may act immediately to stop the aberrant actions before they worsen or before
people's lives are in danger since an instant message will be delivered. The suggested system may be put into use in
a variety of locations where there is severe requirements for security.

1.2 Objective

The objective of the proposed system is to improve or to enhance the security for the citizens in crowded and in
lonely areas. As the system is going to detect the anomaly activity automatically and also sends message, it is going
to avoid any criminal activity and also it erases the fear in the minds of the people as they can go anywhere at any-
time to anyplace without any fearing.

2. METHODOLOGY
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Fig -1: Steps involved in methodology

1. Acquisition of Video: The first stage entails gathering the video using any of the available tools, such a USB
camera, CCTV camera, handheld camera, or mobile camera.

2. Conversion of Frames: After the video is captured, it is turned into frames so that convenient processing may be
done.

3. Modeling Prior Processing: To lessen the noise, preliminary processing is done to the video frames.
Preprocessing techniques include things like smoothing, dilation, erosion, and median etc.
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4. Contextual Modeling: After the first processing is complete, contextual/background modelling is used to give a
static or dynamic backdrop that is suited for the current situation. In order for the system to carry out some picture
subtraction operations, background modeling is a crucial step. It is a feature that all background subtraction systems
have by default.

5. Background Exclusion: This is the system's major step for background subtraction. The backdrop model is used
to identify any substantial changes in the picture region, and the pixels that make up such regions are then tagged for
further processing. To find linked areas that relate to the item, the connected component labelling algorithm is
typically used.

6. Post-processing: Post-processing is then carried out to enhance the outcomes. After backdrop modelling and
removal, a variety of post-processing methods can be applied. These methods are intended to enhance foreground
mask..

7. Priority Extraction: The procedure that removes the moving object from the frame concludes with this step. The
outcome of this stage aids in determining how effective the background subtraction mechanism is.

2.1 SYSTEM ARCHITECTURE

PC With Open CV

Camera >

LCD Display
Accelerometer
DC Motor
Arduino UNO o
> H-Bridge
Vibration Text > Power Supply

Fig -2: Architecture of the system

The camera identifies the anomaly event detection automatically and stores this information in PC/LAPTOP. This
information will be passed to the Arduino board. If any unusual event happens in the crowded or lonely areas,
automatically DC motor will be activated and the doors of the particular shops or buildings will be closed. If a
particular shops or buildings doors are tried to open forcefully then accelerometer direction will change and control
will be passed to DC motor, then DC motor will be activated and closes the doors. Once this unusual event happens,
automatically it will detect and sends an immediate alarm message or vibration text will be sent to nearest police
station or to any respective person or to any authorities.
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LCD display will display all the anomaly activities such as —if a person robs or makes forceful entry holding weapon
and wearing a mask or helmet to a place where high security is in demand, and it also detects if there is a fight
happening and lastly this system will also detect the explosion.

3. REQUIREMENTS
i. Arduino UNO Board
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Fig -3: Arduino UNO Board

As a controller, the Arduino UNO board is designed to manage other parts. A microcontroller board called Arduino
UNO is based on the ATmega328P. 14 digital 1/O pins are included. By using the Arduino programming language,
which relies on wire and is managed by the use of Arduino software, commands are sent to the microcontroller.

ii. DC Motor

Fig -4: DC Motor
The DC Motor helps to automatically close or blocks the door when an unusual action or activity is detected. This
automatic closing of door is done to prevent the intruder, stranger or any suspicious person from entering into any
ATMs, Banks or any other places forcefully.

iii. LCD Display

Fig -5: LCD Display

20069 www.ijariie.com 300



Vol-9 Issue-3 2023 IJARIIE-ISSN(O)-2395-4396

LCD Display is used to display the message as soon as any anomaly activity is detected.

iv. Accelerometer

Fig -6: Accelerometer
Accelerometer is going to detect if a particular ATM machine or any other objects have moved forcefully or robbed.
v. H Bridge

Fig -7: H Bridge
H-Bridge will control the direction of the motor such as forward (closing the door) backward (opening the door)

vi. Power Supply

ly

Power Supply will supply power to all the hardware components.
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4. RESULT

HUMAN SUSPICIOUS ACTIVITY DETECTION

Fig -9: Front Page

The front page has two buttons i) to upload a photo or video to detect abnormal activity, ii) to start the detection in
real-time.
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HUMAN SUSPICIOUS ACTIVITY DETECTION
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Fig -10: Uploading videos for detection
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Ml Select Anaconda Prompt - python weapon.py

top \HUMAN_SUSPICIOUS_A(
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Fig -11: Weapon detection
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Fig -12: Weapon detection alert message

Fig -13: Mask detection
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M Anaconda Prompt - python helmet_detection.py

(base) C:\Users\Rakshitha G>cd C:\Users\Rakshitha G\Desktop\HUMAN_ SUSPICIOQUS ACTIVITY

(base) C:\Users\Rakshitha G\Desktop\HUMAN_ SUSPICIOUS ACTIVITY>python helmet detection.py
Loading

[INFO] could not determine # of frames in video
[INFO] no approx. completion time can be provided
helmet detected

helmet detected

helmet detected

helmet detected

helmet detected

helmet detected

helmet detected

helmet detected

helmet detected

helmet detected

helmet detected

Fig -14: Helmet detection
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Fig -15: Mask and Helmet detection alert message

Q@ QWY T Der

@ Anomaly detection

April 12
/start 4500 .
April 25
WEAPON DETECTED.
MASK DETECTED
MASK DETECTED

HELMET DETECTED

HELMET DETECTED

HELMET DETECTED

I'HE DETECTED ANOMOLY 1S Arrest

THE DETECTED ANOMOLY IS Normal

Fig -16: Arrest and normal alert message
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5. CONCLUSIONS

The proposed system aims to enhance the security in crowded places and in lonely areas. The system will detect the
anomaly activities whenever they take place in real-time and also automatically sends an immediate alarm or alert
message to the nearest police station or to respective authorities or officials. The advantage of this system is that, it
can detect abnormal or unusual activities in low-resolution and also it reduce manual work as it automatically
detects as well as automatically sends message.

This device can be used as security system in most of the places such as- ATMs, Banks, Apartments, Houses,
Schools, Colleges, Railway and Bus stations etc. which demands high security. This system will not only help to
give security to the life, but it will also helps to secure valuable items from being robbed, to avoid fighting or
murder, detects explosion and sends message etc., and it will also help to take an immediate actions to the person
who is invading and robbing and threatening and abusing.

6. ACKNOWLEDGEMENT

The management of RRCE and the principal of Rajarajeswari College of Engineering, Bangalore-74, India, have
been extremely supportive and encouraging to the writers during this research project. So we would like to express
our sincere gratitude to all of them who were very supportive in this process.

7. REFERENCES

[1]  H. Nizam, S. Zafar, Z. Lv, F. Wang and X. Hu, "Real-Time Deep Anomaly Detection Framework for
Multivariate Time-Series Data in Industrial 10T," in IEEE Sensors Journal, vol. 22, no. 23, pp. 22836-22849,
1 Dec.1, 2022, doi: 10.1109/JSEN.2022.3211874.

[2] T. Ganokratanaa, S. Aramvith and N. Sebe, "Anomaly Event Detection Using Generative Adversarial
Network for Surveillance Videos," 2019 Asia-Pacific Signal and Information Processing Association Annual
Summit and Conference (APSIPA ASC), Lanzhou, China, 2019, pp. 1395-1399, doi:
10.1109/APSIPAASC47483.2019.9023261.

[3] J. Caba, M. Diaz, J. Barba, R. Guerra, S. Escolar and S. Lo6pez, "Low-Power Hyperspectral Anomaly
Detector Implementation in Cost-Optimized FPGA Devices," in IEEE Journal of Selected Topics in Applied
Earth Observations and Remote Sensing, vol. 15, pp. 2379-2393, 2022, doi: 10.1109/JSTARS.2022.3157740.

[4] R.Xue,J.Chenand Y. Fang, "Real-Time Anomaly Detection and Feature Analysis Based on Time Series for
Surveillance Video," 2020 5th International Conference on Universal Village (UV), Boston, MA, USA,
2020, pp. 1-7, doi: 10.1109/UV50937.2020.9426191.

[5] G. Loganathan, J. Samarabandu and X. Wang, "Sequence to Sequence Pattern Learning Algorithm for Real -
Time Anomaly Detection in Network Traffic," 2018 IEEE Canadian Conference on Electrical & Computer
Engineering (CCECE), Quebec, QC, Canada, 2018, pp. 1-4, doi: 10.1109/CCECE.2018.8447597.

[6] T. A Wanigaaratchi and V. G. T. N. Vidanagama, "Anomaly Detection and ldentification Using Visual
Techniques in Streaming Video," 2020 11th IEEE Annual Ubiquitous Computing, Electronics & Mobile
Communication Conference (UEMCON), New York, NY, USA, 2020, pp. 0045-0051, doi:
10.1109/UEMCON51285.2020.9298178.

[71 W. Zhang, G. Wang, M. Huang, H. Wang and S. Wen, "Generative Adversarial Networks for Abnormal
Event Detection in Videos Based on Self-Attention Mechanism," in IEEE Access, vol. 9, pp. 124847-124860,
2021, doi: 10.1109/ACCESS.2021.3110798.

[8] B. Zou, M. Wang, L. Jiang, Y. Zhang and S. Liu, "Surveillance Video Anomaly Detection with Feature
Enhancement and Consistency Frame Prediction," 2022 IEEE International Conference on Multimedia and
Expo Workshops (ICMEW), Taipei City, Taiwan, 2022, pp. 1-6, doi: 10.1109/ICMEW56448.2022.9859414.

[91 A Pujaraand M. Bhamare, "DeepSORT: Real Time & Multi-Object Detection and Tracking with YOLO and
TensorFlow," 2022 International Conference on Augmented Intelligence and Sustainable Systems (ICAISS),
Trichy, India, 2022, pp. 456-460, doi: 10.1109/ICAISS55157.2022.10011018.

[10] P.Jin, L. Mou, G. -S. Xia and X. X. Zhu, "Anomaly Detection in Aerial Videos Via Future Frame Prediction
Networks,"” 2021 IEEE International Geoscience and Remote Sensing Symposium IGARSS, Brussels,
Belgium, 2021, pp. 8237-8240, doi: 10.1109/IGARSS47720.2021.9554396.

[11] J. Islam et al., "Anomaly based Incident Detection in Large Scale Smart Transportation Systems," 2022
ACM/IEEE 13th International Conference on Cyber-Physical Systems (ICCPS), Milano, Italy, 2022, pp.

20069 www.ijariie.com 307



Vol-9

[12]

[13]

[14]

[15]

[16]

[17]

[18]

20069

Issue-3 2023 IJARIIE-ISSN(O)-2395-4396

215-224, doi: 10.1109/1CCPS54341.2022.00026.

E. Duman and O. A. Erdem, "Anomaly Detection in Videos Using Optical Flow and Convolutional
Autoencoder," in IEEE Access, vol. 7, pp. 183914-183923, 2019, doi: 10.1109/ACCESS.2019.2960654.

N. Masmoudi, W. Jaafar, S. Cherif, J. B. Abderrazak and H. Yanikomeroglu, "UAV-Based Crowd
Surveillance in Post COVID-19 Era," in IEEE Access, vol. 9, pp. 162276-162290, 2021, doi:
10.1109/ACCESS.2021.3133796.

Z. Wang, Y. Zhang, G. Wang and P. Xie, "Main-Auxiliary Aggregation Strategy for Video Anomaly
Detection,” in |IEEE Signal Processing Letters, wvol. 28, pp. 1794-1798, 2021, doi:
10.1109/LSP.2021.3107750.

I. Alzugaray and M. Chli, "Asynchronous Corner Detection and Tracking for Event Cameras in Real Time,"
in IEEE Robotics and Automation Letters, vol. 3, no. 4, pp. 3177-3184, Oct. 2018, doi:
10.1109/LRA.2018.2849882.

M. Benetti, M. Gottardi, T. Mayr and R. Passerone, "A Low-Power Vision System With Adaptive
Background Subtraction and Image Segmentation for Unusual Event Detection,” in IEEE Transactions on
Circuits and Systems |: Regular Papers, vol. 65, no. 11, pp. 3842-3853, Nov. 2018, doi:
10.1109/TCS1.2018.2857562.

Y. Liu, Z. Guo, J. Liu, C. Li and L. Song, "OSIN: Object-Centric Scene Inference Network for Unsupervised
Video Anomaly Detection,"” in IEEE Signal Processing Letters, vol. 30, pp. 359-363, 2023, doi:
10.1109/LSP.2023.3263792.

C. Pham et al., "SensCapsNet: Deep Neural Network for Non-Obtrusive Sensing Based Human Activity
Recognition," in IEEE Access, vol. 8, pp. 86934-86946, 2020, doi: 10.1109/ACCESS.2020.2991731.

www.ijariie.com 308



