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ABSTRACT

Cloud brokers implemented an additional layer for enhanced security purpose for the data consumers, a dishonest broker can
easily take advantage of the clients. So a secure system has been proposed in order to provide more security for the data that is
stored in cloud. This system allows the trusted authority to securely store their data and share it to the data receivers. Using KP-
ABE encryption algorithm, the data which has been uploaded by the data owners are encrypted and stored in cloud. We also
propose a hybrid model by combining RSA and AES to provide multi key verification system in order to achieve more security.
When the data receiver wants to download the file, a request is sent to the data owner seeking permission for downloading the key
and also to ensure that the data receiver is an authorized user for accessing the data. After the request has been accepted by the
data owner the data receiver can download the file(data) using the secret keys through which the data is decrypted. This method
ensures more privacy to the data and provides security.
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1. INTRODUCTION

In cloud computing, there are chances for the data to get leaked through any third party entry or usage, Hence the data is vulnerable,
therefore users need to encrypt the data before they are being shared. Access control prevents the data from unauthorized usage of
the shared data. Attribute-based encryption keeps the data secured and provides data privacy from one-to-one and one-to-many data
receivers. In Cipher text policy attribute based encryption(CP-ABE)[1]there are chances for data leakage because the central
authority has the control over the secret keys which is used for decrypting the files stored in cloud.

Key policy attribute based encryption(KP-ABE) is much more flexible and can be used in general applications.. The encrypted file
is uploaded to the Cloud Service Provider(CSP)[1] by the data owners. The data owner usually stores the shared files in hierarchical
structure, by dividing the shared files in many subgroups located at different access levels. This integrated access structure saves
storage cost and time cost. In this model , the data owner holds the authority of allowing who can view the data or file shared. The
entire cloud sharing takes between data owner and data receiver. The data receiver sends the request for the file which he wants to
download and data owner checks of he is an authorized user or not and once verified, the owner shares the key. The data receiver
downloads the key to access the decrypted file. The cipher text is decrypted only if the matching set of attributes is uploaded. The
key work creation distribution is achieved on multiple authorization domains and the burden of key authority center is made easy.

2. RELATED WORK

Data access control is a troubled issue in public cloud storage. CP-ABE[1] based encryption proves to be flexible, fine-grained, and
secure data access for cloud storage servers. However in the existing CP-ABE scheme, the single attribute authority is time
consuming and secret key distribution is not achieved easily. Hence it results in single point performance also there might be a loss
in the private key, loss in the private means the receiver may not receive the decrypted messages. In the attribute based access in
cloud-assisted content sharing networks, it combines a novel Multi-message cipher-text Policy attribute[3] based encryption
technique and this design is used to access the control scheme for sharing scalable media data. In this technique, the decryption is
slow for low-end devices because a modular exponentiation operation will be required. In the enabled personalized search for the
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encrypted outsourced data, the personalized multi-keyword ranked search over encrypted data(PRSE)[2] in cloud computing for
privacy preservation, with the help of Wordnet, the user creates an interest model to track the history of the users to express user
interest efficiently. The main disadvantage of this model is that there is no user privacy and the data are not secured but monitored
which makes creates data vulnerability. Also in the Improving privacy and security in the multi-authority attribute-based
encryption, it determines decryption ability based on a user’s attributes. In this attribute methodology, the user obtain the keys for
appropriate decryption by a trusted central authority(CA)[2] and global identifiers(GID). The CA has the power to decrypt every
cipher text. The use of consistent GID allows the authorities to combine the information to build a full profile of all the user’s
attributes which is again a threat to the user’s privacy. In order to provide more privacy to the data, a new method of eliminating the
central authority(CA) has been introduced and implemented.

3. PROPOSED APPROACH

We propose a secured data cloud storage system, which allows the authorized data owners to securely upload their confidential
data on the cloud. The data which has been stored in the cloud is of encrypted form so that the data stored is protected and can be
selectively shared to the data receivers by decrypting the cipher text. Different from other encryption policies which uses a central
authority as a mediator between data owners and receivers to share the secret keys for downloading the files, we use KP-ABE
method. Data owners upload their files in the cloud storage. The uploaded files get stored only when the data owners has space
allocated to them, i.e. only authorized person can store their files in cloud. The uploaded files are encrypted using KP-ABE
Encryptions scheme. We also propose a hybrid model by combining RSA and AES algorithms for multi key verification. Using
this hybrid model we can generate three keys to secure the data. This hybrid model provides more security to the data uploaded by
the trusted authority. The uploaded cipher text is further spilt based on its size and stored in six data centers such that the original
file is not got until correct keys are uploaded to download the file. The data owner has the access for the file he has uploaded.
When the data receiver wants to download the file, a request is sent to the data owner seeking permission for downloading the key
and also to ensure that the data receiver is an authorized user for accessing the data. After the request has been accepted by the
data owner the data receiver can download the file(data) using the secret keys through which the data is decrypted. Attributes
have been set in order to provide additional security to reach the download page. The original file is got only when all the keys are
uploaded correctly until then decryption will not occur. This hybrid models generates multiple keys which are needed to integrate
the cipher texts which is stored in multiple locations. This eliminates unauthorized access of the cipher text. Performance
measurements indicate that the proposed system is efficient in securing the data by restricting unauthorized access and has a low
computation time.
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4. ALGORITHM

KP-ABE(Key Policy Attribute based Encryption) is used for encrypting the data which is been stored in the cloud in order to
provide secure storage. The files that are uploaded by the data owners are encrypted using KP-ABE. In order to provide more
secure access to the data we propose a hybrid model by combining RSA and AES for multi key verification system. Using this
hybrid model we generate three keys for secure access. Unless until the data receivers upload the correct keys, decryption will not
occur and thus the original file cannot be downloaded.

4.1 Encryption of file

The file is encrypted by the procedure Encryption (b) where the key is initialized and takes the whole file as a message
using the new fileoutputstream(out) where byte is stored as the new byte. Inorder to read the files, initialization is done to read the
file. While i! = -1 do ,inorder to write the we use fos.write (b, 0, i); i=cis.read (b); -p to read the files. The file encrypted is
stopped using the end while.

4.2 Key generation

The key generation is achieved using the Procedure Summation Keygen () masking public key & byte format and for
each i=0 upto i<byptes12.lenght and for initialization, int j=bytes12 [i]; Inorder to convert the string to binary we use, String
s3=Integer.toBinaryString ( j ); String temp= temp + Integer.parselnt (s3); S3=toBinaryString (temp); when the key is generated
we end the program by using the end for ; end Procedure.

4.3 Decryption of file

The encrypted file is decrypted using the procedure Decryption (b) where the file that has to be encrypted. nit
(cipher.DecryptMode, Secret key); cis=new fileOutputStream (fis, encrypt); fos=new fileOutputStream (dec);byte [ ] b=new byte
[8]; to read the file we use inti=cis.read (b); while i! =-1 do; fos.write (b, 0, i); i=cis.read (b); the decryption of file is completed
using the end while; end Procedure

5. CONCLUSION

A cloud based secure data system is proposed that allows the authorized data owners to securely upload their confidential data on
the cloud service providers. This service provider shares the data between the data owner and data receiver without any untrusted
or unauthorized users to access the files. Data owners can encrypt their files using the KP-ABE encryption scheme. A hybrid
model of RSA and AES is used to provide more security to the data. The security and efficiency analysis shows the hybrid model
is not only efficient but also practical. The hierarchical structure of storing files in multiple parts enables scalability and
flexibility, reducing any threat to the shared data. This prevents from any illegal or unauthorized access to the data. When the
owner uploads the files, the receiver can request for the desired file and when the request is accepted by the owner of the data, the
data receiver will be able to download the file. Hence more privacy is provided and time complexity and space complexity is
eliminated making this model more efficient and trusted cloud service provider.
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