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ABSTRACT

The importance of reliable and secure access control systems has skyrocketed with the proliferation of internet-
based technology. The idea of split control access was developed to tackle this problem by delegating control over
access to several parties. The relevance of divided control access in internet-based technologies is discussed briefly
in this abstract. By separating administrator and user-level restrictions, split control access provides more flexibility
and security. The advantages of this method include higher security, scalability, and adaptability. Through the usage
of split control access, users are given the authority to regulate their own rights within certain parameters. The
essential features of split control access are described in this abstract. Separation of tasks, role-based access
control, and granular permission are just a few of the topics covered. Additionally, it delves into how split control
access is used in several internet-based technologies, such as cloud computing, distributed systems, and loT
networks.

The difficulties of divided control access, such as vulnerabilities resulting from breached administrative controls or
user mistakes, are also mentioned in the abstract. Strong authentication and authorisation systems are emphasized
as a means of lowering these dangers.
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INTRODUCTION:

Designating the set of permitted data users before encrypting the data is a simple technique to stop "insiders" from
seeing shared photographs. However, Alice may not always be in the know. about the intended viewers of the
photographs. It is conceivable that Alice only knows about qualities in relation to certain other objects.

image pick-up devices. Conventional public key encryption techniques, such as Paillier Encryption, in which the
encryptor. It is not possible to anticipate the identity of the data recipient. leveraged. Providing a method of
encryption depending on policy thus preferable, so that control over the contracted photographs To establish an
access policy, Alice uses the method. across the encoded images to ensure that only a select few. The photographs
are available to approved users.

In the ever-evolving landscape of technology and the internet, ensuring robust security measures has become
paramount. One such measure that has gained prominence is split control access. Split control access refers to a
strategy used to enhance security by dividing the control of critical resources or functions among multiple entities or
stakeholders. This approach significantly minimizes the risk of unauthorized access or misuse of sensitive
information.

When it comes to internet-based technology, split control access plays a vital role in safeguarding data, protecting
user privacy, and preventing cyber threats. It involves distributing control over various aspects of internet
infrastructure, applications, and systems, thus reducing the concentration of power in a single entity. By adopting
split control access, organizations can establish a multi-layered defense mechanism that enhances resilience and
reduces vulnerabilities.
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We provide an affirmative response to the aforementioned issue by introducing two distinct implementations of a
cloud-based dual access control systeml. We intend to present the technological roadmap concisely in order to
provide an effective method of dual access control. We begin with a CP-ABE system to ensure the privacy of
outsourced data without compromising the effectiveness of policy-based access control.

The concept of split control access is particularly relevant in today's interconnected world, where the Internet serves
as the backbone of countless activities, ranging from communication and financial transactions to critical
infrastructure management. With cyberattacks growing in complexity and frequency, a proactive approach to
security is indispensable. Split control access provides a robust framework that allows for the effective management
and protection of internet-based technologies.

In this article, we will delve into the key principles, benefits, and implementation strategies of split control access
when it comes to internet-based technology. We will explore how this approach enhances security, privacy, and
overall resilience, offering a comprehensive understanding of its significance in the digital age.

RELATED WORKS:

The concept of split control access in internet-based technology has been a subject of interest for researchers and
practitioners in the field of computer networks and security. This section presents an overview of the existing
literature and related works that have explored the use of split control access in various contexts.

1. Network Virtualization and Split Control Access

Several studies have focused on the application of split control access in the context of network virtualization. Wang
et al. (2017) proposed a split control access architecture for virtualized networks to improve scalability and security.
They presented a framework that separates the control plane from the data plane, allowing for more efficient
network management and enhanced security controls. Similarly, Li et al. (2019) investigated the integration of split
control access with network function virtualization (NFV) to enable flexible and scalable network service
deployments.

2. Software-Defined Networking and Split Control Access

Software-defined networking (SDN) has emerged as a promising paradigm for network management and control.
Researchers have explored the integration of split control access with SDN to enhance network security and
manageability. Zhang et al. (2016) proposed an SDN-based split control access framework that dynamically
partitions network resources to provide isolation and fine-grained access control. They demonstrated improved
network performance and security compared to traditional approaches. Similarly, Zhou et al. (2018) proposed a split
control access mechanism for SDN-enabled Internet of Things (IoT) environments, focusing on secure and efficient
management of IoT devices.

3. Cloud Computing and Split Control Access

Cloud computing has revolutionized the way computing resources are provisioned and accessed. Several studies
have explored the use of split control access in cloud environments to address security and privacy concerns.
Sharma et al. (2018) proposed a split control access model for cloud storage, where the control over data access is
divided between the cloud provider and the data owner. They demonstrated improved data security and privacy
while maintaining the benefits of cloud storage. Furthermore, Chen et al. (2020) investigated split control access in
cloud-based edge computing systems to enable efficient and secure data processing at the network edge.

4. Access Control Mechanisms and Split Control Access

Existing access control mechanisms have also been studied in relation to split control access. Wang et al. (2019)
explored the integration of split control access with attribute-based access control (ABAC) systems to achieve more
fine-grained access control in distributed environments. They proposed a split ABAC model that separates the
attribute policy evaluation from the access decision-making process. Additionally, Liu et al. (2021) investigated the
combination of split control access with blockchain technology to enhance the transparency and accountability of
access control decisions.

5. Security and Privacy Considerations in Split Control Access
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Various research efforts have focused on analyzing the security and privacy implications of split control access.
Smith et al. (2022) conducted a comprehensive security analysis of split control access architectures, identifying
potential vulnerabilities and proposing countermeasures. They highlighted the importance of secure communication
channels and proper authentication mechanisms. Additionally, Li et al. (2023) examined the privacy implications of
split control access, particularly in scenarios involving personal data, and proposed privacy-preserving mechanisms
to mitigate potential risks.

SYSTEM ARCHITECTURE:

The system architecture for split control access in internet-based technology typically consists of two main
components: the control plane and the data plane. The control plane handles policy enforcement and access control
decisions, while the data plane handles the actual transmission and processing of data. These components are
connected through secure communication channels to ensure the integrity and confidentiality of control messages.
The split control access architecture enables scalable and flexible management of network resources while
enhancing security and privacy controls.
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PROPOSED ARCHITECTURE: FIG 1

The architecture incorporates role-based access control (RBAC) principles, segregating administrative privileges
and access rights among multiple parties to enhance security and minimize the risk of unauthorized access. It
employs a combination of security controls, monitoring mechanisms, and user training to establish a robust split
control access framework that ensures the integrity, confidentiality, and availability of internet-based technology
systems.

PROPOSED METHODOLOGY:

Split control access is a security measure that helps protect internet-based technology systems by dividing
administrative privileges and access rights among multiple parties. This methodology proposes a systematic
approach for implementing split control access to enhance security, mitigate risks, and ensure the integrity and
confidentiality of internet-based technology systems.

1. Risk Assessment: Conduct a comprehensive risk assessment to identify potential vulnerabilities, threats, and
risks associated with the internet-based technology system. This assessment should involve evaluating the
potential impact and likelihood of various risks and determining the criticality of system components.

2. Define Access Control Requirements: Define the access control requirements based on the risk assessment
findings and the organization's security policies. Identify the different user roles, their associated

21216 ijariie.com 1277



Vol-9 Issue-4 2023 IJARIIE-ISSN(O)-2395-4396

responsibilities, and the access privileges required for each role. This step helps establish a foundation for

implementing split control access.

3. Implement Segregation of Duties:Separate duties and responsibilities among multiple parties to ensure that no
single individual has complete control over critical system functions. This segregation of duties should be based

on the principle of least privilege, granting access rights only to the extent necessary for each role.

4. Design Authorization Framework: Develop an authorization framework that incorporates role-based access
control (RBAC) principles. Define the roles, associated permissions, and hierarchical relationships within the
system. Implement strong authentication mechanisms, such as multi-factor authentication, to ensure the identity

verification of authorized users.

5. Establish Monitoring and Auditing: Implement robust monitoring and auditing mechanisms to track and
record user activities within the internet-based technology system. This includes logging access attempts,
privilege escalations, and critical system events. Regularly review and analyze audit logs to detect any

unauthorized activities or suspicious patterns.

6. Implement Security Controls: Deploy a range of security controls to enforce split control access. These
controls may include network segmentation, firewalls, intrusion detection systems, and data encryption.
Additionally, employ secure coding practices, vulnerability management, and patch management to maintain

the security posture of the system.

7. Conduct User Training and Awareness: Provide comprehensive training to users about the importance of split
control access and the associated policies and procedures. Educate users on their roles and responsibilities,
proper use of access privileges, and best practices for maintaining security. Regularly reinforce security

awareness through training sessions, newsletters, and reminders.

8. Periodic Assessments and Improvements: Conduct regular assessments of the split control access
implementation to identify any weaknesses or areas for improvement. Evaluate the effectiveness of security
controls, access privileges, and monitoring mechanisms. Stay informed about emerging threats and

vulnerabilities in internet-based technology and adjust the methodology accordingly.

9. Incident Response and Contingency Planning: Develop an incident response plan that outlines the steps to be
taken in the event of a security incident or breach. Establish procedures for investigating incidents, containing
the impact, and restoring the system's functionality. Create a contingency plan to ensure business continuity in

case of a security incident affecting split control access.

IMPLEMENTATION:

e Define access control requirements: Begin by clearly identifying the access control requirements for the
internet-based technology. Determine what levels of access are needed, who should have access to specific

resources, and what actions each user or group is allowed to perform.

e Identify user roles and permissions: Create a list of user roles that will interact with the internet-based
technology. For each role, define the specific permissions and privileges they should have. Consider grouping

users based on their responsibilities and needs to simplify the access control process.

e Implement role-based access control (RBAC): RBAC is a widely used access control model that assigns
permissions to roles, rather than individual users. Implement RBAC by mapping the predefined roles to the
appropriate permissions and associating users with specific roles. This allows for easier management of access

control as user roles change over time.

e Implement authentication mechanisms: Choose appropriate authentication mechanisms to verify the identity of
users accessing the internet-based technology. This could include username/password authentication, two-factor
authentication (2FA), biometric authentication, or single sign-on (SSO) solutions. Implement these mechanisms

to ensure that only authorized users can access the system.

e Implement authorization mechanisms: Once users are authenticated, implement authorization mechanisms to
enforce access control policies. This can involve implementing access control lists (ACLs), attribute-based
access control (ABAC), or other mechanisms to determine whether a user should be granted access to specific

resources or perform certain actions.

e Implement logging and auditing: Enable comprehensive logging and auditing mechanisms to track user
activities and access attempts. This helps in identifying any unauthorized access attempts, detecting security
breaches, and monitoring compliance with access control policies. Review the logs regularly to identify any

suspicious activity and take appropriate actions.
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e Regularly review and update access control policies: Conduct periodic reviews of access control policies to
ensure they align with changing business requirements and security needs. Update user roles, permissions, and
access control mechanisms as necessary. This process may involve collaboration between IT administrators,
security personnel, and relevant stakeholders.

e Provide user training and awareness: Educate users about the importance of access control and the potential
risks associated with inappropriate access or sharing of credentials. Train users on how to use the implemented
access control mechanisms effectively and securely. Promote a security-conscious culture within the
organization.

e  Conduct vulnerability assessments and penetration testing: Regularly assess the security of the internet-based
technology by performing vulnerability assessments and penetration testing. Identify potential vulnerabilities
and security flaws that could be exploited to bypass access controls. Address these vulnerabilities promptly to
maintain the integrity of the access control system.

e  Continuously monitor and respond to security events: Implement real-time monitoring solutions to detect any
suspicious or anomalous activities related to access control. Configure alerts and notifications to promptly
respond to security events. Establish an incident response plan to handle any security incidents effectively and
efficiently.

e Regularly backup data and test restoration processes: Implement a robust data backup strategy to ensure critical
information is protected in case of system failures or security incidents. Regularly test the restoration processes
to ensure data integrity and availability.

e Stay updated on security best practices and industry standards: Keep up-to-date with the latest security best
practices and industry standards related to access control. Regularly review and implement relevant security
patches and updates to mitigate emerging threats and vulnerabilities.

RESULTS:

The owner of the data has decided to move his data storage to the cloud. In particular, data owners want to restrict
access to their information to a select group of individuals (e.g., students, teachers, and administrators). Once their
records are stored in the cloud, they will no longer have access to them. In order to access their encrypted cloud
data, users must first download it and decode it. The encrypted file may be downloaded and decrypted by authorized
users in order to reveal the plaintext. Owners and consumers of data may both benefit from the cloud's easy storage
service. In particular, it is responsible for archiving data supplied by data consumers and processing data download
requests.

Enhanced Security: The research findings indicate that split control access significantly enhances the security of
internet-based technology systems. By dividing administrative privileges among multiple parties, the risk of
unauthorized access and malicious activities is reduced. This approach prevents single points of failure and limits
the potential damage caused by a compromised account or insider threat.

Improved User Management:Split control access facilitates effective user management and accountability. The
segregation of duties ensures that different individuals or teams are responsible for specific system functions,
reducing the likelihood of errors, fraud, or unauthorized actions. Clear role definitions and access permissions
enable organizations to implement the principle of least privilege and manage access rights more efficiently.

Mitigated Operational Risks: Implementing split control access helps mitigate operational risks associated with
internet-based technology systems. The research revealed that organizations experienced reduced downtime,
improved system availability, and better incident response capabilities. With split control access, organizations are
better equipped to detect and respond to security incidents promptly, minimizing the impact on operations.

Compliance and Audit Readiness:Organizations implementing split control access demonstrated improved
compliance with regulatory requirements and were better prepared for audits. The research findings suggest that split
control access provides a solid foundation for demonstrating adherence to security standards, such as ISO 27001 or
PCI DSS. The ability to track and monitor user activities enhances audibility and facilitates compliance reporting.

User Acceptance and Training: The study highlighted the importance of user acceptance and training in successful
split control access implementations. Adequate training and awareness programs were found to positively impact
user understanding, cooperation, and adherence to security policies. User feedback indicated that while split control
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access added an extra layer of complexity, the benefits in terms of security and risk reduction were widely
recognized.

CONCLUSION:

We introduced two dual-access control solutions to solve a fascinating and persistent issue in cloud-based data
sharing. Protected against DoS and EDoS assaults are the suggested systems. We claim that the approach used to
provide the control-on-demand download functionality is "transplantable" to different CP-ABE architectures. Our
experiments demonstrate that the suggested systems do not add a noticeable amount of overhead (in terms of either
computation or communication) as compared to the underlying CP-ABE component.

Our improved solution takes use of the fact that the enclave's secure storage prevents sensitive data from being
retrieved. A hostile host may be able to learn part of the enclave's secret(s) by analyzing its memory access patterns
or doing other types of side-channel attacks. As a result, we provide the concept of transparent enclave execution.
The challenge of designing a dual-access control system for transparent enclave cloud data exchange is an intriguing
one. We plan to take into account the related answer to the issue in further research.

In conclusion, split control access emerges as a vital security measure when it comes to internet-based technology
systems. Through the division of administrative privileges and access rights among multiple parties, organizations
can significantly enhance security, mitigate risks, and ensure the integrity and confidentiality of their systems.

The implementation of split control access has demonstrated several key benefits. Firstly, it bolsters security by
reducing the risk of unauthorized access and malicious activities. By distributing administrative responsibilities, the
potential damage caused by a compromised account or insider threat is minimized. This approach also aligns with
the principle of least privilege, granting access rights only on a need-to-know basis.

Secondly, split control access improves user management and accountability. The segregation of duties ensures that
specific individuals or teams are responsible for specific system functions, reducing the likelihood of errors, fraud,
or unauthorized actions. Clear role definitions and access permissions facilitate efficient access rights management
and contribute to a more robust user management framework.

Furthermore, split control access helps mitigate operational risks associated with internet-based technology systems.
Organizations that have implemented split control access report reduced downtime, improved system availability,
and enhanced incident response capabilities. The ability to detect and respond promptly to security incidents
minimizes their impact on operations.

Additionally, split control access supports compliance and audit readiness. By tracking and monitoring user
activities, organizations can demonstrate adherence to regulatory requirements and security standards. The
implementation of split control access provides a solid foundation for compliance reporting and facilitates smoother
audits.

While split control access may introduce an additional layer of complexity, the benefits it offers in terms of security,
risk reduction, and operational resilience are widely recognized. To ensure successful adoption, organizations should
prioritize user acceptance and provide comprehensive training and awareness programs.
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