Vol-4 Issue-1 2018 IJARIIE-ISSN(O)-2395-4396

Text security using lossless portable network
graphics
Swapnali Patil*, Prof.P.B.Koli 2, ProfN.R.Wankhade®

' Student, Computer Department,late G.N.Sapkal coe, Maharashtra,India
?Assoc Professor, Department,late G.N.Sapkal coe, Maharashtra,India
*HOD and Asst Professor, Department,late G.N.Sapkal coe, Maharashtra,India

ABSTRACT

Data is an important asset for any individual or organization and must be protected from intruders or hackers. The
need to hide data from hackers has existed since ancient times, and nowadays, there are developments in digital
media, such as audio, video, images, and so on. To secure secret information, different media methods are used and
steganography is one. Steganography hides the data under other data without any differentiable changes. Many
individual steganography toolscan be used to transfer data securely and, in this report, a new tool is proposed that
decreases time and effort. Using this tool, we hide the text in images in one place, so there was no need to have
access to multiple tools. This proposed tool developed using the least significant bit (LSB) approach.

Steganography is a method of hiding secret messages in a cover object while communication takes place
between sender and receiver. Security of confidential information has always been a major issue from the past times
to the present time. It has alwaysbeen the interested topic for researchers to develop secure techniques to send data
without revealing it to anyone other than the receiver. There for from time to time researchers have developed many
techniques to fulfil secure transfer of data and steganography is one of them. In this paper we have proposed a new
technique of image steganography i.e. Hash-LSB with RSA algorithm for providing more security to data as well as
our data hiding method. The proposed technique uses a hash function to generate a pattern for hiding data bits into
LSB of RGB pixel values of the cover image. This technique makes sure that the message has been encrypted before
hiding it into a cover image. If in any case the cipher text got revealed from the cover image, the intermediate
person other than receiver can 't access the message as it is in encrypted form.
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1. INTRODUCTION

Globalization has led to the rapid growth of the internet through which consumers can send and receive large
amounts of data (e.g., text, audio and images). In modern communication systems, securing data is of utmost
importance. Yet sending and receiving secret files over the internet is still insecure, and therefore hiding data inan
effective way protects this secret information. Digital multimedia data provides a robust and easy editing and
modifying of data. The data can be delivered over computer networks with little to no errors and often without
interference. Unfortunately, digital media distribution raises a concern for any loss in quality and content. This poses
a big problem for the protection of intellectual property rights of copyright owners. Watermarking is a solution to
the problem. It can be defined as embedding digital data, such as information about the owner, recipient, and access
level, without being detectable in the host multimedia data. Steganography relies on hiding covert message in
unsuspected multimedia data and is generally used in secret communication between acknowledged parties.
Steganography is a method of encryption that hides data among the bits of a cover file, such as a graphic or an audio
file. The technique replaces unused or insignificant bits with the secret data. Steganography is not as robust to
attacks since the embedded data is vulnerable to destruction.
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2. REVIEW OF LITERATURE

The basic need of every growing area in today’s world is communication. Everyone wants to keep the inside
information of work to be secret and safe. We use many insecure pathways in our daily life for transferring and
sharing information using internet or telephonically, but at a certain level it’s not safe. Steganography and
Cryptography are two methods which could be used to share information in a concealed manner [1].

Cryptography includes modification of a message in a way which could be in digesting or encrypted form guarded
by an encryption key which is known by sender and receiver only and without using encryption key the message
couldn’t be accessed. But in cryptography its always clear to intermediate person that the message is in encrypted
form, whereas in steganography the secret message is made to hide in cover image so that it couldn’t be clearer to
any intermediate person that whether there is any message hidden in the information being shared. The cover image
containing the secret message is then transferred to the recipient. The recipient is able to extract the message with
the help of retrieving process and secret key provided by the sender.[2]

In [3] the author is concerned with what steganography is and what it can do. thy contrasted it with the
related disciplines of cryptography and traffic security, present a unified terminology agreed at the first international
workshop on the subject, and outline a number of approaches-many of themdeveloped to hide encrypted copyright
marks or serial numbers in digital audio or video. Present a number of attacks, some new, on such information
hiding schemes.

This leads to a discussion of the formidable obstacles that lie in the way of a general theory of information
hiding systems. However, theoretical considerations lead to ideas of practical value, such as the use of parity checks
to amplify covertness and provide public key steganography. Finally, we show that public key information hiding
systems exist, and are not necessarily constrained to the case where the warden is passive.

3.SYSTEM ARCHITECTURE / SYSTEM OVERVIEW

The architecture system itself defines the all scenarios of the image steganography. Userfirst select the input image
file thenadd secrete text message using encryption technique. At receiver side user decrypt the image file using key
and get the original message
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3.1 Hiding Secret Messages in Digital File

Figure 2 describes hiding a secret file in a cover file, we began by selecting a key file and an acceptable cover file.
The tool alters and modifies the bits of the cover image to allow the insertion of the secret message in the cover
image. After this insertion is completed, a new, acceptable file is generated. This new file is called a stego file.
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Fig 2:. Encryption

3.2 Decryption process

Figure 3 shows the process of extracting the secret message from the stego file. To extract the secret message, we
need the same key file we used to hide the message. We begin by verifying that key file. After verification is
successful, the tool extracts the secret message fromthe cover file.
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3.3 . LSB Algorithm(Red,Green,Blue algorithm)

e LSB (Least Significant Bit) substitution is the process of adjusting the least significant bit pixels of the
carrier image.

e ltis asimple approach for embedding message into the image.
e The Least Significant Bit insertion varies according to number of bits in an image.

e For an 8 bit image, the least significant bit i.e., the 8th bit of each byte of the image is changed to the bit of
secret message.

e Inone pixel only one bit data is hiding at red green and blue Isb pixel position

Algorithm work:
e LSB Hiding technique
If we want to hide the data like “Aha!”
Then we convert the message “Aha!” into ASCII Code and then there equivalent binary code.
e A=65 (01000001)
e h=104(01101000)
e 2=97(01100001)

e 1=33(00100001)

e RSA Algorithm:

1. Select two large strong prime numbers, p and g. Let n=p q.

2. Compute Eulers totientvalue for n: f(n) = (p - 1) (q -1).

3. Find arandom number e satisfying 1<e<f (n) and relatively prime tof (n).

4. Calculate a number d suchthatd = e-1 mod f (n).

5. Encryption: Given a plain text m satisfyingm j n, then the Cipher text ¢ = me mod n.

6. Decryption: The cipher text is decrypted by m =cdmod n

4. SYSTEM ANALYSIS AND RESULT

PNG.PSNR is infinity if the two images being compared are exactly the same and if you compare two identical
images
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Image with blue pixel

Result Table:
Result obtain using H- Red with 1 Pixel Green with 1 Pixel Blue with 1 Pixel
LSB with RSA
Image
Name
MSE PSNR MES PSNR MES PSNR MES PSNR

Image 1 0.0036 76.4748 0.0038 76.6932 0.00371 76.5739 | 0.003 76.65
Image 2 0.002477 74.8697 0.00262 75.05708 0.00245 74.77302 | 0.00234 745716
Image 3 0.003602 76.43572 0.00369 76.5417 0.003819 | 76.6898 | 0.003602 | 76.435722
Image 4 0.00206 74.02367 0.00219 74.27469 0.00240 74.29469 | 0.00219 74.27469

5. CONCLUSION

Steganography is useful for hiding messages for transmission. One of the major discoveries of this investigation was
that each Steganographic implementation carries with it significant trade-off decisions, and it is up to the
steganographer to decide which implementation suits him/her best. Although only some of the main image
steganographic techniques were discussed in this paper, one can see that there exists a large selection of approaches
to hiding information in images. All the major image file formats have deferent methods of hiding messages, with
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different strong and weak points respectively. Where one technique lacks in payload capacity, the other lacks in
robustness. For example, the patchwork approach has a very high level of robustness against most type of attacks,
but can hide only a very small amount of information. Least significant bit (LSB) in both BMP and GIF makes up
for this, but both approaches result in suspicious files that increase theprobability of detection when in the presence
of a warden.
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