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ABSTRACT

In todays computing worlds most useable common authentication method is to alphanumeric usernames &
password. The common method is alphanumeric but it has a drawback i.e. dictionary attack ,Brute force attack ,Key
logger attack .Attacker crack the password using this attack In this system we are providing a high security of
graphical images for web based authentication. In which providing a double security i.e. graphical images &
alphanumeric security code. This double security is efficiently integrated with the system. In this system we are
providing first images selection process & then images point selection process and after this providing a security
pin. We are using a picture based technique it further divide into categories recognition based & recall based
approach but we are using a only recall based technique in which user is represented with the set of graphical
images & user passes the authentication by recognizing & identifying the images, he or she selected during the
registration stage. The main objective is to providing high security wall on web application & make convenient to
user or stakeholder to secure their web application.
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1. INTRODUCTION

In now days the most common and popular authentication mechanismis alphanumeric password and user names. In
this username or password we use a digit and characters but this mechanism are having many drawback like, It is
difficult to remember or also attacker can easily crack the password using various types of attack. In this paper we
are providing a solution of this problem. We use set of images as password by using this graphical images we solve
many problems for e.g. graphical password easy to remember because visual impact of graphical password is more
as compare to alphanumeric or textual password. In this paper we are providing “High security with graphical
images making ninja password authentication tools”. We are combining the graphical images with security pin , this
overcome the dictionary attack ,Brute force attack ,key logger attack and it is mainly overcome the shoulder surfing
attack. In this system we are providing 8x8 grid of images (64 graphical image) with numeric security pin. So there
by providing this ninja password authentication process much stronger.

2. EXISTING SYSTEM
At the time of authentication system include the alphanumerical password for login the particular application. But

these password are easily cracked using dictionary attack, brute force attack. Use of the internet is increase day by
day. Each user have multiple account and each account have alphanumerical password. These password are difficult
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to remember. To address this issue text along with images can be combine to generate more secure password.
Session password, session password it can only be entered once and then ,new password s generated for the next
session. Other technique are also present like token based, biometric based authentication. Biometric based
authentication provide high security but these are expensive. Existing system use the alphanumerical password,
token base, biometric base authentication.

3. PROPOSED SYSTEM

In this project, we presenta image based authentication is based on recognition technique . when the user register for
first time in a website they select set of image , are easy to remember such as natural scenario like car , hotel, dog
etc. This images are graphical password, then providing a security pin from the user. In this system we are using a
both graphical password and alphanumerical password for more enhancing the security. User go through a
registration process firstly , it is required all detail information of user. Mainly the email-id, mobile-no, are
mandatory field. Then user select the three particular image ,after selecting images these images are divide into grid.
After image divide into grid ,select any two point of each images. Then next step is security PIN. After successful
selecting image point enter security code. This security code contain only four digit number. Example:-In daily life
we can use ATM pin for transaction. In this systemwe are using a security pin for providing a security and avoiding
security pin. Every time user logs into the site ,they provide with a grid of images that is randomly generated the
user can identify the images that were previously selected by him. It is significantly easier for the user because they
need to remember a few simple images only.

4. MODULES

MODULE

USER
REGISTRATION
PROCESS

PICTURE SELECTION SYSTEM LOGIN
PROCESS PROCESS

FINAL REGISTRATION PROCESS

The Module is consist of following parameters

4.1 User Registration Phase

In this user registration phase first user enter the user email id and the select a password i.e. graphical images from
8X8 grid images.

4.2 Picture Selection Phase

In this picture selection phase it is based on the certain condition user select a three images from 8x8 grid of images
and then select a one point(x, y coordinates ) from each images ,so the user select three points fromthree images.

4.3 Security Pin Phase

After the picture selection phase the user provide a security pin to the application . Pin it is four digit number
4.4 Final Registration Phase

All three phase i.e. user registration phase ,picture selection phase ,security pin phase are come under the final
registration phase this phase submits the user selection information to the database.
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4.5 System Login Phase

After the successful completion of final registration phase user login there account

5. ALGORITHM

In this web based authentication system the algorithm of the system must flow in step wise execution

o >Start

e ->User register their personal information and email id

e ->User select the password form graphical images

e ->Set of condition (select three images from 8x8 grid) and select one cued point from each images
e ->After this user provide a security pin to the web based authentication system

e ->The information is submitted to the database

e ->User have permission to login the web based app lication system

e ->End

6. WORKING MECHANISM

In this web based authentication providing high security of graphical images making ninja password authentication
tools the working mechanism is based on different techniques. In this project we are conduct a comprehensive
survey of the existing graphical password technique .We are classify these technique into two categories :
recognition based and recall based approaches ,knowledge based technique is most widely used authentication
technique and include both text based and picture based password. Picture based technique is divided in two
categories recognition based and recall based graphical but in this project we are using only recognition based
technique .In this technique system provide default images and user choose the images

Firstly user fill its personal information on the registration form with security pin in web based authentication
system after this user select a graphical password. In this graphical password user allow to select only three images
from available set of images . these selected images are saved in database as a priority wise. For selected each
images it is compulsory to select one cued point(x, y coordinator ).After selecting the point of each images these
selected point are saved in to the database. After this registration process complete.

After this user comes to the login process. In this login process user firstly enter its email id and select the previous
select graphical password .After the selection of images sequence wise user select the point of each images, selected
during registration phase . After this process user enter the pin number and successfully login into the systembut
there is a possibility of user forget the graphical password or security pin. In this time we provide a recovery option
of password .In this recovery mechanism the forget passwords is send into the email id of the user. This email id is
must same as provided by the user at the time of registration phase.

At the time of images selection process it having a Images shuffling mechanism(8X8 grid images Shuffle) in which
the all images is shuffle from one location to another location ,means after selection of one images the position of
that images is changed from one location to another location it helpful to avoid shoulder surfing attack.

If the user continuously select or enter the wrong graphical password or security pin the timeout condition is
occurred.
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7. CONCLUSIONS

In this project, we provide an alternative solution over the alphanumeric password also we are providing solution on
different —different attack like dictionary attack ,Brute force attack etc. This is very useful for making authentication
process much stronger. The mainly the shoulder surfing attack is over come by combining the graphical password
with security pin. In this web based authentication security using graphical password provide a different mechanism
security so as the user and stake holder get the better security as compare to the other previous ly implemented
existing system .This graphical password system provides by the third party or owner of the system.This systemis
intermediate interaction between the user and stakeholder of websites.
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